AGENDA ITEM NO.

C\0

COUNTY OF HUMBOLDT

For the meeting of: March 27, 2018

Date: March 7, 2018
To: Board of Supervisors
From: Connie Beck, Director@?
Department of Health afid Human Services
Subject: Master Agreement with North Coast Health Improvement and Information Network
RECOMMENDATION(S):

That the Board of Supervisors:

1. Approve the Master Agreement with the North Coast Health Improvement and Information
Network (NCHIIN) for fiscal years 2017-2018, 2018-2019 and 2019-2020.

2. Approve and authorize the Department of Health and Human Services (DHHS) Director to execute

three (3) originals of the Master Agreement between DHHS and the NCHIIN.

3. Approve and authorize the DHHS Director to execute substantially similar Project Addenda and

rates for a Health Information Exchange (HIE) agreement after review and approval by County
Counsel and Risk Management.

SOURCE OF FUNDING:
Mental Health Fund

DISCUSSION:
NCHIIN is a non-profit California corporation that operates an internet-based system that provides an
interface for secure electronic health information exchange between participants using otherwise
incompatible computer systems. NCHIIN’s internet-based system essentlally functions as a “translator™
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that interprets participants’ incompatible electronic records data so that it may be shared and accessed by
other participants for treatment purposes.

On February 1, 2016, NCHIIN received a grant from AcademyHealth to participate in a Community Health
Peer (CHP) Learning Program project. On March 1, 2016, NCHIIN entered into a Memorandum of
Agreement (MOA) with the Department of Health and Human Services (DHHS) to sub-grant a portion of
the AcademyHealth grant award to DHHS-Mental Health with the mutual understanding the parties would
enter into a Health Information Exchange (HIE) agreement that would allow for the development and
implementation of additional data types and exchange procedures to be incorporated into the existing
Bowman Systems LLC, ServicePoint Homeless Management Information System (HMIS) software. The
Board approved the MOA for funding on April 26, 2016 (item C-13). In addition, on January 24, 2017,
NCHIIN entered into this HIE participation agreement.

The ServicePoint HIE system updates enable local hospitals and medical care providers, including DHHS-
Mental Health Sempervirens, to quickly access client-specific relevant demographic information, medical
records, lab test results, and emergency department visit information which will improve service delivery to
clients/patients and reduce costs related to unnecessary duplication of medical tests. This project is similar
to the HIE participation agreement between NCHIIN and DHHS-Public Health that the Board approved on
July 8, 2014 (item C-8).

This item would provide a Master Agreement for NCHIIN to provide data solutions in adherence with all
confidential regulations and processes. These data solutions mirror the efforts in the previous items heard
and approved by the Board with additional data sets that are identified in the Project Addenda that NCHIIN
will obtain and provide an interface for availability to appropriate parties.

FINANCIAL IMPACT:

There is no financial impact associated to the execution of this Master Agreement. As project costs are
identified, each Project Addenda will be attached detailing expenses for fiscal years 2017-2018, 2018-2019
and 2019-2020 with a maximum amount payable of One Hundred and Eight Thousand Dollars
($108,000.00). Expenditure appropriation has been included in FY 2017-18 DHHS-Mental Health
Administration budget unit 1170-424. Funding is available through Intergovernmental Transfer Funds and
existing grant funds. There is no impact to the county’s General Fund.

Approving the Master Agreement and Project Addenda supports the Board’s Strategic Framework by
facilitating public/private partnerships to solve problems, protecting vulnerable populations, and creating
opportunities for improved health and safety.

OTHER AGENCY INVOLVEMENT:
N/A

ALTERNATIVES TQO STAFF RECOMMENDATIONS:
Board’s discretion.

ATTACHMENTS: -

Attachment A: Master Agreement between North Coast Health Improvement and Information Network and
the Department of Health and Human Services.

Attachment B: Exhibit C Draft '

Attachment C: Project Addendum Draft




HEALTH INFORMATION EXCHANGE ORGANIZATION PARTICIPATION AGREEMENT

BY AND BETWEEN
NORTH COAST HEALTH IMPROVEMENT AND INFORMATION NETWORK
AND
THE COUNTY OF HUMBOLDT
HEALTH INFORMATION ORGANIZATION PARTICIPANT
Martin Love Humboldt County Department of Health and
Chief Executive Officer Human Services — Administration
North Coast Health Improvement 507 F Street
and Information Network Eureka, California 95501
2662 Harris Street Phone: (707) 441-5400
Eureka, California 95503-4563 Email: psheppard@co.humbolidt.ca.us

Phone: (707) 443-1311
Email: mlove@humboldt.ipa.com

INTRODUCTORY AND GENERAL PROVISIONS

This Health Information Exchange Organization Participation Agreement entered into this  -day
of , 2018, by and between the North Coast Health Improvement and Information
Network, a California nonprofit public benefit corporation, hereinafter referred to as “HIO,” and the
County of Humboldt, a political subdivision of the State of California, by and through its Department of
Health and Human Services, hereinafier referred to as “Participant,” is made upon the following
considerations;

Effective Date. The Effective Date of this Health Information Exchange Organization Participation
Agreement (“Agreement”) is _,2018.

" Term. This Agreement shall continue if full force and effect until terminated as provided in Section
2.1 (Term of Participation Agreements) of the Terms and Conditions attached hereto.

Nature of Organization. HIO is a California nonprofit public benefit corporation, organized to
facilitate health information sharing and aggregation for treatment, payment, operations, public health and
other lawful purposes in a manner that complies with all applicable laws and regulations, including,
without limitation, those protecting the privacy and security of health information.

Description of Services. HIO provides or arranges for the proviston of data transmission and related
services to Participants to enable a Participant to send Patient Data to another Participant. HIO’s services
include establishing and applying standards for such exchange of Patient Data. HIO has access to and/or
is responsible to maintain some or all of such Patient Data in the performance of HIQ’s services.

Exchanging Patient Data. From time to time, HIO may provide or arrange for the provision of data
transmission and related services to allow Participants to search for and exchange Patient Data from a
computer system that facilitates the sharing of Patient Data among disparate participants. HIO’s services
include establishing and applying standards for exchanging Patient Data.

Data Recipients and Providers. Participants in the Exchange include Data Recipients (who may be
Health Care Providers) that will access Data through the Exchange and Data Providers that will provide
Data through the Exchange. For purposes of this Agreement, Participant is both a Data Recipient and a
Data Provider.

Complete Agreement. This Agreement includes, and incorporates by reference, all of the following
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terms, conditions and exhibits as well as any and all fully executed project addenda attached hereto:

Section 1 Development and Administration of Participation Agreements
Section 2 Term and Termination of Participation Agreements
Section 3 Authorized Users
Section 4 General Obligations of Participants
Section 5 Data Recipient’s Use of System and Services
Section 6 Data Provider’s Use of System and Services
Section 7 Associated Hardware and Software to be Provided by HIO
Section 8 Privacy and Security of Patient Data
Section 9 Business Associate Agreement
Section 10 HIO’s Operations and Responsibilities
Section 11 Governance
Section 12 Proprietary and Confidential Information
Section 13 Disclaimers, Exclusions of Warranties, Limitations of Llablhty, and Indemnification
Section 14 Insurance and Indemnification
Section 15  Transparency, Oversight, Enforcement and Accountability
Section 16 ~ Miscellaneous Provisions
Exhibit A County of Humboldt HIPAA Business Associate Agreement
Exhibit B Participant Types, Data Types and Projects, and Other Health Information
Organizations
Exhibit C Associated Hardware and Associated Software
Exhibit D Data Security Requirements
Exhibit E North Coast Health Improvement and Information Network Policy, Procedures and
Standards Manual
Addendum  Facility Alerts, Humboldt County Department of Health and Human Services
Program Information Exchange
HEALTH INFORMATION ORGANIZATION: PARTICIPANT:
By: (/‘A'Q By:
Name: '\'{(L ('-l—‘ [ LD V €L Name:
Title: C/ ECD Title:
Date: Date:
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HEALTH INFORMATION EXCHANGE ORGANIZATION PARTICIPATION AGREEMENT

TERMS AND CONDITIONS

SECTION 1

DEVELOPMENT AND ADMINISTRATION OF PARTICIPATION AGREEMENTS

1.1 Definitions. For the purposes of the Participation Agreement, the following terms shall have the
meanings set forth below.

L.1.1

1.1.2

1.1.9

1.1.10

Additional Services. As used herein, the term “Additional Services” means data types,
products and/or services not expressly described in these Terms and Conditions and listed in
Exhibit B (Participant Types, Data Types and Projects and Other Health Information
Organizations) that the HIO offers to certain Participants from time to time, as described in
the Policies, Procedures and Standards and/or the applicable Participation Agreement
Addendum.

Associated Hardware. As used herein, the term “Associated Hardware” shall have the

meaning described in Section 7.1 (Description of Associated Hardware and Associated
Software) and if any, listed in Exhibit C (Associated Hardware and Associated Software).

Associated Software. As used herein, the term “Associated Software” shall have the

meaning described in Section 7.1 (Description of Associated Hardware and Associated
Software) and if any, listed in Exhibit C (Associated Hardware and Associated Software).

Authorized User. As used herein, the term “Authorized User” means an individual
Participant or an individual designated to use the Services on behalf of the Participant,
including, without limitation, an employee of the Participant and/or a credentialed member
of the Participant’s medical staff.

Breach of Privacy or Security. As used herein, the term “Breach of Privacy or Security” is a
use or disclosure of Patient Data other than in compliance with these Terms and Conditions
that either, (a) pursuant to applicable laws or regulations, must be reported to affected
individuals and/or government officials, including, without limitation, federal or state data
breach notification rules, or (b) adversely affects the viability of HIO, the trust among
Participants or the legal liability of HIO or any Participant.

CMIA. As used herein, the abbreviation “CMIA” refers to the California Confidentiality
of Medical Information Act, as codified at California Civil Code Sections 56, et seq.

Data Provider.  As used herein, the term “Data Provider” means a Participant that is
registered to provide information to HIO for use through the Services.

Data Recipient. As used herein, the term “Data Recipient” means a Participant that uses the
Services to obtain health information.

Effective Date. As used herein, the term “Effective Date” means the Effective Date of these
Terms and Conditions set forth in the Introductory and General Provisions of the
Participation Agreement.

HIO. As used herein, the abbreviation “HIO” refers to North Coast Health Improvement and
Information Exchange Network.



1.1.11

1.1.12

1.1.13

1.1.14

1.1.15

1.1.16

1.1.17

1.1.18

1.1.19

1.1.20

[.1.21

HIPAA. As used herein, the abbreviation “HIPAA” refers to the Health Insurance
Portability and Accountability Act of 1996 and any and all regulations promulgated
thereunder at Title 45 of the Code of Federal Regulations (“C.F.R.”) Parts 160 and 164.

HITECH. As used herein, the abbreviation “HITECH” refers to the Health Information
Technology for Economic and Clinical Health Act, Title XIII of Division A and Title IV of
Division B of the American Recovery and Reinvestment Act of 2009.

Medical Information. As used herein, the term “Medical Information” means any
individually identifiable information, in electronic or physical form, in possession of or
derived from a provider of health care, health care service plan, pharmaceutical company, or
contractor regarding an individual’s medical history, mental or physical condition, or
treatment, as defined by California Civil Code Section 56.05.

Other HIO. As used herein, the term “Other HIO” means a person or entity similarly
situated to the HIO with which HIO has entered into a legally binding agreement pursuant to
which HIO and that person or entity have agreed to arrange for their respective participants
to share data through HIO’s and the person’s or entity’s respective systems and services.

Participant. =~ As used herein, the term “Participant” means a party that entered into a
Participation Agreement with HIO to act as a Data Provider and/or as a Data Recipient.

Participant Type. As used herein, the term “Participant Type” means the category of
Participant to which a particular Participant is assigned by HIO based upon that Participant’s
role in the health care system, as more specifically described in Exhibit B (Participant Types,

Data Types and Projects and Other Health Information Organizations).

Patient Data. As used herein, the term “Patient Data” means project specific information
listed in any addenda to the Participation Agreement, including, without limitation, Protected
Health Information, Personal Information, Personally Identifiable Information and Medical
Information, that is provided, or made available for exchange, by a Data Provider through
HIO’s System and Services pursuant to Section 6.2 (Provision of Data).

Participation Agreement. As used herein, the term “Participation Agreement” means a
legally binding agreement between HIO and a party pursuant to which that party acts as a
Participant in accordance with, and agrees to comply with, these Terms and Conditions.

Personal Information. As used herein, the term “Personal Information” shall include,
without limitation, any information that identifies or describes an individual, including, but
not limited to, his or her physical description, home address, home telephone number,
education, financial matters, medical or employment history and statements made by, or
attributed, to the individual.

Personally Identifiable Information. As used herein, the term “Personally Identifiable
Information” shall include, without limitation, any information which can be used to
distinguish or trace an individual’s identity, such as their name, social security number,
driver license number, identification card number, symbol or particular assigned to the
individual, including, but not limited to, finger prints, voice prints and photographs.

Policies, Procedures and Standards. As used herein, the term “Policies, Procedures and
Standards” means, collectively, the policies, procedures and standards adopted by HIO
pursuant to HIO’s approved processes for the operation and use of the System and the
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1.2

1.3

1.1.22

1.1.23

1.1.24

1.1.25

1.1.26

1.1.27

Services, including, without limitation, the policies, procedures, standards and data security

requirements set forth in Exhibit E (North Coast Health Improvement and Information
Network Policy and Standards Manual) and Exhibit D (Data Security Requirements).

Protected Health Information. As used herein, the term “Protected Health Information” shall
include, without limitation, individually identifiable health information that is transmitted by
electronic media, maintained in electronic media or is transmitted or maintained in any other
form or medium, as defined by the HIPAA Standards for Privacy of Individually Identifiable
Health Information the Federal Security Standards contained in 45 C.F.R. Parts 160 and 164,
all as may be amended from time to time,

Services. As used herein, the term “Services” means the health information exchange and
related services for which the Participant registers pursuant to Exhibit B (Participant Types.
Data Types and Projects and Other Health Information Organizations) as described in

Section 1.5.1 (Participation Agreement Required).

System. As used herein, the term “System” means the technology provided by HIO incident
to HIO’s performance of the Services.

Terms and Conditions. As used herein, the term “Terms and Conditions” means the terms
and conditions set forth in this document that apply to a Participant and the HIO,
respectively as amended, repealed, and/or replaced from time to time as described herein.

Unsecured Protected Health Information. As used herein, the term “Unsecured Protected
Health Information” means Protected Health Information that is not rendered unusable,
unreadable, or indecipherable to unauthorized individuals through the use of a technology or
methodology specified by the Secretary of the United States Department of Health & Human
Services through guidance issued pursuant to HITECH.

Unsuccessful Security Incident. As used herein, the term “Unsuccessful Security Incident”
means a security incident (as defined under HIPAA) that does not result in: (1) the
unauthorized access, use, disclosure, modification or destruction of information; or (2)
material interference with system operations in a party’s information system, including,
without limitation, activity such as ping and other broadcast attacks on that party’s firewall,
port scans, unsuccessful log-on attempts, denial of service and/or any combination of the
foregoing, so long as no such incident results in unauthorized access, use or disclosure of
electronic protected health information.

Development and Dissemination of Terms and Conditions and Policies, Procedures and Standards.

HIO is solely responsible for the development of these Terms and Conditions and the Policies,
Procedures and Standards, and may amend, or repeal and replace, these Terms and Conditions
and/or the Policies, Procedures and Standards as described in Section 1.4 (Changes to Terms and
Conditions and/or Policies, Procedures and Standards).

Relationships Between Terms and Conditions and Policies, Procedures and Standards.

1.3.1

Incorporation of Policies, Procedures and Standards. The Policies, Procedures and
Standards, in effect from time to time, are incorporated into these Terms and Conditions, and
HIO and each Participant shall be required to comply with the applicable provisions of the
Policies, Procedures and Standards as described in Section 1.5.5 (Effect of Terms and
Conditions Upon Participation Agreements).




1.4

1.5

1.3.2 Other HIO’s. HIO may exchange data with such Other HIOs that shall be identified in
Exhibit B (Participant Types, Data Types and Projects and Other Health Information
Organizations), provided that such Other HIOs have agreed in their legally binding
agreements with the HIO to:

(@) Comply with all laws applicable to the Other HIO, including, but not limited to, the
CMIA, HIPAA and HITECH, and to maintain and enforce appropriate Policies,
Procedures and Standards in compliance therewith;

(b) Appropriately authenticate, in accordance with applicable industry standards, the
identities and authorization of all the Other HIO’s participants capable of exchanging
data with or through or otherwise electronically interacting with the Other HIOs
electronic systems;

(c) Promptly revoke or reduce, as appropriate, the access privileges of the Other HIO’s
participants who no longer have a need to electronically interact with the Other HIOs
electronic systems in the manner or scope permitted by the privileges; and

(d) Comply with an appropriate indemnification provision regarding the Other HIOs act or
omission related to the foregoing or receipt by an HIO of an inappropriate data request
from or through Other HIOs’ systems.

Changes to Terms and Conditions and Policies, Procedures and Standards. Subject to Section 2.2
(Participant’s Termination of Participation Agreement Based on Objection to Change) and Section
11 (Govemnance), HIO may amend, repeal and replace these Terms and Conditions and/or the
Policies, Procedures and Standards at any time, and shall give Participants written notice of such
chariges not less than sixty (60) days prior to the implementation of those changes. However, if the
change is required in order for HIO and/or Participants to comply with applicable laws or
regulations, HIO may implement the change within a shorter period of time as HIO determines is
appropriate under the circumstances. Any such change to these Terms and Conditions and/or
Policies, Procedures and Standards shall automatically be incorporated by reference into each
Participation Agreement, and be legally binding upon HIO and the Participant, as of the effective
date of the change.

Development and Administration of Participation Agreements.

1.5.1 Participation Agreement Required. Only persons who enter into Participation Agreements
with HIO shall be permitted to access the System and use the Services. A Participant may act
as a Data Provider or as a Data Recipient, or as both, as described in Section 1.5
(Development and Administration of Parficipation Agreements). A Participant may use
some or all of the Services, as specified in Exhibit B (Participant Types, Data Types and
Projects and Other Health Information Organizations) to that Participant’s Participation
Agreement after agreeing to the specific permitted uses, applicable standards and safeguards,
and related terms.

1.5.2 Execution of Participation Agreements. A person may become a Participant by entering into
a written Participation Agreement with HIO. Each such Participation Agreement shall

describe;

(a) The Participant’s Participant Type, as described in Exhibit B (Participant Types, Data
Types and Projects and Other Health Information Organizations);




2.1

2.2

(b) Whether the Participant is a Data Provider or a Data Recipient, or both;
(c) Which of the Services, Data Types and Projects the Participant may use; and

(d) Such other terms and conditions as HIO and the Participant shall agree.

1.5.3 Participant Type. Each Participation Agreement shall specify the Participant Type of the
Participant, in accordance with the list of Participant Types set forth in Exhibit B (Participant

Types, Data Types and Projects and Other Health Information Organizations).

1.5.4 Approval and Disapproval of Applications for Participation Agreements. Any party may
apply to HIO to enter into a Participation Agreement, subject to the applicable terms of the

Policies, Procedures and Standards. HIO shall review each application and shall approve or
disapprove each in accordance with the Policies, Procedures and Standards and as HIO
determines in its sole discretion is appropriate. HIO shall not be required to approve any
application to be a Participant.

1.5.5 Effect of Terms and Conditions and Policies, Procedures and Standards Upon Participation
Agreements. Each Participation Agreement shall incorporate by reference, and require that
the Participant agree to comply with, these Terms and Conditions and the Policies,
Procedures and Standards. HIO may make exceptions to this Section 1.5.5 (Effect of Terms
and Conditions Upon Participation Agreements), provided that such exceptions, either
individually or in the aggregate, do not materially reduce the obligations of the Participant to
HIO or other Participants, or provide that the Participant is not subject to those provisions of
these Terms and Conditions and the Policies, Procedures and Standards regarding the
privacy and security of Patient Data.

1.5.6 Change or Termination of Services. HIO may cease to participate in any Other HIO, or may
or may reduce the functionality, or make any other change to, the System and/or the
Services, or may cease providing the Services, at any time upon the approval of the
Management Committee and upon not less than ninety (90) days prior written notice to
Participants.

SECTION 2
TERM AND TERMINATION OF PARTICIPATION AGREEMENTS

Term. Each Participation Agreement shall take effect upon execution by both parties hereto, and
shall remain in force and effect for a period of three (3) years, unless sooner terminated as provided
in these Terms and Conditions.

Participant’s Termination of Participation Agreement Based on Objection to Change.
Notwithstanding Section 1.4 (Changes to Terms and Conditions and Policies, Procedures and
Standards), the HIO shall not make any change to these Terms and Conditions and/or the Policies,
Procedures and Standards that either (a) materially reduces the rights or increases the obligations of
a Participant, (b) materially reduces the obligations of the HIO, or {(c) substantially changes the
provisions of the specific Terms and Conditions or Policies, Procedures and Standards regarding the
privacy or security of Patient Data, without providing to the Participant the right to terminate its
Participation Agreement by giving HIO written notice thereof not more than [thirty (30)] days
following HIO’s notice of the change. Such termination of a Participation Agreement shall be
effective as of the effective date of the change to which the Participant objects; provided, however,
that any change to these Terms and Conditions or the Policies, Procedures and Standards that HIO
determines is required to comply with any federal, state, or local law or regulation shall take effect
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2.3

2.4

2.5

2.6

2.7

2.8

2.9

2.10

as of the effective date HIO determines is required, and the termination of any Participant’s
Participation Agreement based on the Participant’s objection to the change shall be effective as of
HIQO’s receipt of the Participant’s notice of termination.

Participant’s Termination of Participation Agreement Without Cause. A Participant may terminate
its Participation Agreement at any time without cause by giving not less than ninety (90) days prior

written neotice to HIO.

Participant’s Termination of Participation Agreement Upon Uncured Breach. Without limiting the

obligations of HIO pursuant to Section 10.1 (HIO’s Performance of Obligations, Generally), a
Participant may terminate its Participation Agreement upon HIQO’s failure to perform a material
responsibility arising out of the Participant’s Participation Agreement, and that failure continues
uncured for a period of sixty (60) days after the Participant has given HIO written notice of that
failure and requested that HIO cure that failure.

Participant’s Termination of Participation Agreement Upon Breach of Privacy or Security. A
Participant may immediately terminate its Participation Agreement upon a Breach of Privacy or
Security, as described in Section 8.2 (Reporting of Breaches and_Security Incidents), when such
Breach of Privacy or Security continues uncured for a period of sixty (60) days after the Participant
has given HIO notice of that failure and requested that HIO cure that breach.

Participant’s Termination of Participation Agreement Upon_ Breach of Business Associate
Agreement. Notwithstanding any other provision of Section 1 {(Development and Administration of
Participation Agreements) to the contrary, the Participant may immediately terminate its
Participation Agreement based upon HIO’s breach of its Business Associate Agreement with the
Participant.

HIO’s Termination of Participation Agreement Without Cause. Except as provided otherwise in the
applicable Participation Agreement, HIO may terminate any Participant’s Participation Agreement
at any time without cause by giving not less than thirty (30) days prior written notice to the
Participant provided, however, that HIO shall not terminate the Participation Agreement of any
Participant without cause except incident to HIO’s termination of the Participation Agreements of
all Participants of the same Participant Type described in Exhibit B (Participant Types and Projects
and Other Health Information QOrganizations).

HIO’s Termination of Participation Agreement Upon Uncured Breach. Without limiting the
obligations of the Participant pursuant to Section 4.1 (Participant’s Performance of Obligations,

Generally), HIO may terminate any Participant’s Participation Agreement upon the Participant’s
failure to perform a material responsibility arising out of the Participant’s Participation Agreement,
and that failure continues uncured for a period of sixty (60) days after HIO has given the Participant
written notice of that failure and requested that the Participant cure that failure.

Effect of Termination of Participation Agreement. Upon any termination of a Participant’s

Participation Agreement, that party shall cease to be a Participant and thereupon and thereafter
neither that party nor its Authorized Users shall have any rights to use the System or the Services.

Survival of Provisions. The following provisions of these Terms and Conditions shall survive
expiration or termination of a Participant’s Participation Agreement: Section 3.5 (Responsibility for
Conduct of Participant and Authorized Users), Section 8 (Privacy and Security of Patient Data),
Section 9 (Business Associate Agreement), Section 13 (Proprietary and Confidential Information),
Section 14.8 (Limitation on Liability) and Section 15.2 (Indemnification).




3.1

3.2

33

34

3.5

. SECTION 3
AUTHORIZED USERS

Identification of Authorized Users. Each Participant shall adopt and implement a protocol for the
selection and identification of that Participant’s Authorized Users, and for those Authorized Users’
use of the System and the Services, according to this Section 3.1 (Identification of Authorized
Users) and Exhibit D (Data Security Requirements) a copy of which protocol shall be provided to
HIO upon request. Such protocol shall comply with the requirements set forth in the Policies,
Procedures and Standards, and shall describe, without limitation, the process by which the
Participant shall uniquely identify each individual as an Authorized User prior to allowing that
individual to use the System and the Services, the process by which the Participant shall verify the
credentials of each Authorized User prior to enabling that Authorized User to use the System and
the Services and the process by which the Participant shall notify HIO of the removal of users from
the Authorized User list. Each Participant shall comply with such protocol in all material respects.

Requirements of Authorized Users. At the time that a Participant identifies an Authorized User, the
Participant shall require that the Authorized User:

(a) Has completed a training program conducted by Participant in accordance with Section 4.6

(Training);

(b) Will be permitted by Participant to use the Services and the System only as reasonably
necessary for the performance of Participant’s activities as the Participant Type under which
Participant is registered with HIO pursuant to Exhibit B (Participant Types and Projects and
Other Health Information Organizations);

(c) Has agreed in writing not to disclose to any other person any passwords and/or other security
measures issued to the Aunthorized User pursuant to Section 3.3 (Passwords and Other Security

Mechanisms); and

'(d) Has acknowledged in writing that his or her failure to comply with these Terms and
Conditions may result in the withdrawal of privileges to use the Services and the System and
may constitute cause for disciplinary action by Participant.

Passwords and Other Security Mechanisms. Based on the information provided by the Participant
pursuant to Section 3.1 (Identification of Authorized Users) and Exhibit D (Data Security
Requirements), HIO shall issue a user name and password or other security measure to each
Authorized User that shall permit the Authorized User to access the System and use the Services.
HIO shall provide each such user name and password or other security measure to the Participant
and the Participant shall be- responsible to communicate that information to the appropriate
Authorized User. When the Participant removes an individual from its list of Authorized Users, and
informs HIO of the change, pursuant to Section 3.1 (Identification of Authorized Users), HIO shall
cancel the user name and password or other security measure of such individual with respect to the
Participant, and cancel and de-activate the user name and password or other security measure of
such individual, if that individual is, as a result of the change, no longer an Authorized User.

No Use by Anyone Other than Authorized Users. The Participant shall restrict access to the System
and, if applicable, use of the Services, only to the Authorized Users the Participant has identified to
HIO in accordance with Section 3.1 (Identification of Authorized Users).

Responsibility for Conduct of Participant and Authorized Users. The Participant shall be solely
responsible for all acts and omissions of the Participant and/or the Participant’s Authorized Users,
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3.6

4.1

4.2

4.3

4.4

4.5

and all other individuals who access the System and/or use the Services either through the
Participant or by use of any password, identifier or log-on received or obtained, directly or
indirectly, lawfully or unlawfully, from the Participant or any of the Participant’s Authorized Users,
with respect to the System, the Services and/or any confidential and/or other information accessed in
connection therewith, and all such acts and omissions shall be deemed to be the acts and omissions
of the Participant.

Termination of Authorized Users. The Participant shall require that all of its Authorized Users use
the System and the Services only in accordance with these Terms and Conditions, including, without
limitation, those governing the privacy and security of protected health information. The Participant
shall discipline appropriately any of its Authorized Users who fail to act in accordance with these
Terms and Conditions in accordance with the Participant’s disciplinary policies, procedures and
standards.

SECTION 4
GENERAL OBLIGATIONS OF PARTICIPANTS

Participant’s Performance of Obligations, Generally. The Participant shall, in accordance with the
terms of its Participation Agreement, diligently perform all of its obligations arising under these

Terms and Conditions and the Policies, Procedures and Standards and shall, promptly following
written notice of any material breach thereof by HIO, cure such breach.

Compliance with Laws and Regulations. Without limiting any other provision of these Terms and
Conditions relating to the parties’ compliance with applicable laws and regulations, the Participant
shall perform in all respects as contemplated by these Terms and Conditions in compliance with
applicable federal, state, and local laws, ordinances and regulations.

System Security. The Participant shall implement security measures with respect to the System and
the Services in accordance with the Policies, Procedures and Standards, which is incorporated herein
by reference.

Software and Hardware Provided by Participant. Except as provided in Section 7 (Associated
Hardware and Software to be Provided by HIO), if applicable, each Participant shall be responsible
for procuring all equipment and software necessary for it to access the System, use the Services, and
provide to HIO all information required to be provided by the Participant (“Participant’s Required
Hardware and Software”). Each Participant’s Required Hardware and Software shall conform to
HIO’s then-current specifications, as set forth in the Policies, Procedures and Standards. As part of
the Participant’s obligation to provide Participant’s Required Hardware and Software, the
Participant shall be responsible for ensuring that all the Participant’s computers to be used to
interface with the System are properly configured, including, but not limited to, the operating
system, web browser and Internet connectivity.

Malicious Software, Viruses, and Other Threats. The Participant shall use reasonable efforts to
ensure that its connection to and use of the System, including, without limitation, the medium
containing any data or other information provided to the System, does not include, and that any
method of transmitting such data will not introduce, any program, routine, subroutine or data,
including, but not limited to, malicious software or malware, viruses, worms, and Trojan Horses,
which will disrupt the proper operation of the System or any part thereof or any hardware or
software used by HIO in connection therewith, or which, upon the occurrence of a certain event, the
passage of time, or the taking of or failure to take any action will cause the System or any part
thereof or any hardware, software or data used by HIO or any other Participant in connection
therewith, to be destroyed, damaged, or rendered inoperable.
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4.6 Training. The Participant shall provide appropriate and adequate training to all of the Participant’s

personnel, including, without limitation, Authorized Users, in the requirements of applicable laws
and regulations governing the privacy and security of protected health information, including,
without limitation, the requirements imposed under the CMIA, HIPAA and HITECH.

SECTION 5
DATA RECIPIENT’S USE OF SYSTEM AND SERVICES

If, pursuant to the applicable Participation Agreement, the Participant is a Data Recipient, the terms

of this Section 5 (Data Recipient’s Use of System and Services) shall apply to that Participant.

5.1

5.2

5.3

54

3.5

Grant of Rights to Use System and Services.

5.1.1 Grant by HIO. HIO grants to each Data Recipient, and each Data Recipient shall be deemed
to have accepted, a non-exclusive, personal, nontransferable, limited right to have access to,
and use of, the System and the Services to be provided to that Data Recipient pursuant to the
applicable Participation Agreement, subject to the Data Recipient’s full compliance with
these Terms and Conditions and the Data Recipient’s Participation Agreement. HIO retains
all other rights to the System and all the components thereof. No Data Recipient shall obtain
any rights to the System except for the limited rights to use the System expressly granted by
these Terms and Conditions.

5.1.2 Applicable Policies, Procedures and Standards. All issues concerning the ownership and
rights in the System and the Services, and data and information obtained therefrom, shall be
as set forth in the Policies, Procedures and Standards, which are incorporated herein by
reference.

Permitted Purposes for Use of System and Services. A Data Recipient may use the System and the
Services only to receive, locate or retrieve Patent Data for the purposes specified in its Participation

Agreement. In no event shall a Data Recipient use the System and Services in any manner that is
prohibited by any applicable local, state or federal laws, regulations, policies or standards,

Permitted Degree of Access to Patient Data. A Data Recipient shall use the System and the Services
to request or seek access to only that amount of Patient Data that the Data Recipient is permitted to
request pursuant to applicable laws and regulations.

Compliance With Applicable Laws. Without limiting the generality of Section 5.2 (Permitted
Purposes for Use of System and Services), the Data Recipient shall in its use of the System and the
Services comply with all applicable laws and regulations, including, without limitation, HIPAA and
the CMIA.

Prohibited Uses of System and Services. A Data Recipient shall not use or permit the use of the
System or the Services for any prohibited use described in the Policies, Procedures and Standards,
which are incorporated herein by reference. Without limiting the generality of the foregoing, a Data
Recipient shall not use or permit the use of the Services for any use or purpose described below:

5.5.1 No Services Prohibited by Law. The Data Recipient shall not use the System or the Services
for which the Participant has registered for any purpose or in any manner that is prohibited
by the laws of the State of California.

5.5.2 No Use for Comparative Studies. A Data Recipient shall not use the System or the Services
to aggregate data to compare the performance of Participants and/or Authorized Users.

11



5.6

5.7

Permitted and Prohibited Uses and Disclosures of Patient Data. A Data Recipient may use and
disclose Patient Data acquired through the use of the System and the Services as and to the extent
permitted by law; provided, that the Participant shall not use or disclose Patient Data in any manner

prohibited pursuant to Section 6.5 (Limitations on Use and Disclosure of Patient Data).

Effect of Expiration or Termination on Data Recipient. Upon any expiration or termination of a
Data Recipient’s Participation Agreement, the Data Recipient shall cease to be a Participant and

thereafter shall have no right to, and shall not be permitted to, acquire Patient Data through the use
of the System and the Services.

SECTION 6
DATA PROVIDERS’ USE OF SYSTEM AND SERVICES

If, pursuant to the applicable Participation Agreement, the Participant is a Data Provider, the terms

of this Section 6 (Data Providers’ Use of System and Services) shall apply to that Participant.

6.1

6.2

6.3

6.4

Grant of Rights by HIO,

6.1.1 Grant by HIO. HIO grants to each Data Provider, and each Data Provider shall be deemed to
have accepted, a non-exclusive, personal, nontransferable, limited right to have access to,
and use of, the System for the purposes of complying with the obligations described in this
Section 6 (Data Provider’s Use of System and Services), subject to the Data Provider’s full
compliance with these Terms and Conditions and the Data Provider’s Participation
Agreement. HIO retains all other rights to the System and all the components thereof. No
Data Provider shall obtain any rights to the System except for the limited rights to use the
System expressly granted by these Terms and Conditions.

6.1.2  Applicable Policies, Procedures and Standards. All issues concerning the ownership and
rights in HIO’s System shall be as set forth in the Policies, Procedures and Standards, which
are incorporated herein by reference.

Provision of Data. The Data Provider shall participate in and maintain its connection to the
System’s service-based network and provide through the System the Patient Data described in any
and all addenda to the Participation Agreement as required for the Data Provider’s Participant Type
and data type Addendum of the Participant pursuant to Exhibit B (Participant Types and Projects

and Other Health Information Organizations).

Measures to Assure Accuracy of Data. Each Data provider shall use reasonable care with respect to
the accuracy and completeness of the Patient Data it provides through the System.

Grant of License to Use Patient Data. Subject to Section 6.5 (Limitations on Use and Disclosure of
Patient Data), the Data Provider grants to HIO a perpetual, fully-paid, non-exclusive, royalty-free
right and license to:

(a) License and/or otherwise permit others to access through the 'System and use all Patient Data
provided by the Data Provider in accordance with the Policies, Procedures and Standards and
these Terms and Conditions;

(b) Use such Patient Data to perform the Other Activities HIO performs pursuant to Section 10.9
(Other Activities); and

1117
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6.5

6.6

6.7

(c¢) Use such Patient Data to carry out HIO’s duties under these Terms and Conditions, including,
without limitation, system administration, testing, problem identification and resolution,
management of the System, data aggregation activities as permitted by applicable state and
federal laws and regulations, and otherwise as HIO determines is necessary and appropriate.

Limitations on Use and Disclosure of Patient Data. Notwithstanding Section 6.4 (Grant of License
to Use Patient Data), Patient Data provided by a Data Provider shall not be used or disclosed for any
purpose that is prohibited by the Policies, Procedures and Standards or any applicable laws or
regulations.

Limitations on Data Provider’s Provision of Patient Data. The Data Provider shall provide Patient
Data only to the extent permitted by, and in accordance with the applicable requirements of, the
Policies, Procedures and Standards, only to the extent permitted by applicable law and is the
minimum necessary.

Effect of Expiration or Termination Upon Data Provider. Upon any expiration or termination of a
Data Provider’s Participation Agreement, that Data Provider shall cease to be a Participant and

thereupon and thereafter shall have no obligation to provide Patient Data through the System and the
Services. Without limiting Section 9 (County of Humboldt HIPAA Business Associate Agreement),
if and to the extent that HIO maintains any Patient Data on the Data Provider’s behalf, HIO shall
not, from and after the effective date of the expiration or termination of the Data Provider’s
Participation Agreement, provide or make that information available to Data Recipients, and
thereupon and thereafter neither that party nor its Authorized Users shall have any rights to use the
System or the Services.

SECTION 7
ASSOCIJATED HARDWARE AND SOFTWARE TO BE PROVIDED BY HIO

If, pursuant to the applicable Participation Agreement, the Participant has agreed to receive

Associated Hardware and/or Associated Software from the HIO, the terms of this Section 7 (Associated
Hardware and Software to be Provided by HIO) shall apply to that Participant.

7.1

7.2

73

74

Description of Associated Hardware and Associated Software. From time to time, HIO shall
provide to the Participant the software and/or hardware required to access the System and use the

Services the Participant has expressly agreed to receive in its Participation Agreement, as more
particularly described in Exhibit C (Associated Hardware and Associated Software) when
applicable. The Associated Software and Associated Hardware shall be provided in compliance
with the specifications and/or service standards described on Exhibit C (Associated Hardware and

Associated Software) when applicable.

Grant of License. HIO grants to the Participant a non-exclusive, personal, nontransferable, limited
license to use the Associated Software and the Associated Hardware for access to, or use of, the
System and, if the Participant is a Data Recipient, for the purpose of obtaining the Services.

Copying. The Participant may make one (1) copy of the whole or any part of the Associated
Software in executable form for back-up or archival purposes; provided, that such copy must
reproduce and include the copyright notice of HIO.

Modifications; Derivative Works. The Participant shall not modify, reverse engineer, decompile,
disassemble, re-engineer or otherwise create or permit or assist others to create the Associated
Software or the System otherwise, or to create any derivative works from the Associated Software
or the System. The Participant shall not modify the Associated Software or combine the Associated
Software with any other software or services not provided or approved by HIO.
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7.5 Third-Party Software, Hardware, and/or Services.

7.5.1

7.5.2

Licenses, Subscription, and/or Other Agreements. The Associated Software includes certain
third-party software, hardware, and services, which may be subject to separate licenses or
subscription or other agreements or may require that a Participant enter into such agreements
with third-party vendors. The Participant shall execute such agreements as may be required
for the use of such software, hardware or services, and to comply with the terms of any
applicable license or other agreement relating to third-party products included in Associated
Software.

Standards and Warranties. The specifications, service standards and/or warranties to be
provided by the vendor or vendors of the Associated Software and/or the Associated
Hardware shall be described in the applicable agreements for those third-party products in
the Addendum associated with the third-party product.

SECTION 8
PRIVACY AND SECURITY OF PATIENT DATA

8.1 Confidential Informatilon.

8.1.1

Compliance with Applicable Laws and Regulations. HIO and each Participant agree to
protect the confidentiality of all Patient Data transmitted pursuant to these Terms and
Conditions in conformance with any and all applicable local, state and federal laws and
regulations, including, but not limited to: California Welfare and Institutions Code Sections
827, 5328, 10850 and 14100.2; California Health & Safety Code Sections 1280.15 and
1280.18; the California Information Practices Act of 1977; the CMIA; HITECH; HIPAA;
and any current and future implementing regulations promulgated thereunder, all as may be
amended from time to time.

Continuing Compliance with Confidentiality Laws. HIO and each Participant acknowledge
that local, state and federal laws, regulations, standards and contractual requirements
pertaining to confidentiality, electronic data security and privacy are rapidly evolving and
that amendment of these Terms and Conditions may be required to ensure compliance with
such developments. HIO and each Participant agree to promptly enter into negotiations
concerning an amendment to the Participation Agreement embodying written assurances
consistent with the standards and requirements of HIPAA, the HITECH Act, the CMIA and
any other applicable local, state and federal laws, regulations, standards or contractual
requirements.

8.2 Disclosure and Security Requirements.

8.2.1

8.2.2

Compliance with Applicable Laws and Regulations. HIO and each Participant shall comply
with any and all local, state and federal privacy, security and confidentiality requirements
applicable to the transmission of Patient Data pursuant to these Terms and Conditions,
including, but not limited to, the Federal Privacy Regulations contained in 45 C.F.R. Parts
160 and 164, the Federal Security Standards contained in 45 C.F.R. Parts 160, 162 and 164
and the Federal Standards for Electronic Transactions contained in 45 C.F.R. Parts 160 and
162; 42 C.F.R. Sections 431.300, et seq.; and 45 C.F.R. Section 205.50, all as may be
amended from time to time.

Compliance with Policies, Procedures and Standards. HIO and each Participant shall
comply with any and all privacy, security and confidentiality requirements applicable to the
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8.2.3

transmission of Patient Data pursuant to these Terms and Conditions, including, without
limitation, Protected Health Information, Personal Information, Personally Identifiable
Information and Medical Information, set forth in the Policies, Procedures and Standards.

Disclosure of Patient Data.

8.2.3.1

8.2.3.2

8233

8234

8235

8.2.3.6

8.2.3.7

8.2.3.8

Use and Disclosure of Patient Data. HIO and each Participant shall not use, store,
disclose or access Patient Data transmitted pursuant to these Terms and Conditions
in any manner that would constitute a breach of the Participation Agreement or a
violation of any applicable local, state or federal laws, regulations, rules or
standards.

Unauthorized Disclosures of Patient Data. Except as otherwise specifically
permitted by these Terms and Conditions, HIO and each Participant shall not
disclose Patient Data transmitted pursuant to these Terms and Conditions to any
third-party, unless such disclosure is required by local, state or federal law.

Use of Patient Data, HIO and each Participant shall not use Patient Data
transmitted pursuant to these Terms and Conditions for any purpose other than
carrying out the duties and obligations set forth in the Participation Agreement.

Minimum Use and Disclosure of Patient Data. HIO and each Participant shall use
or disclose only the minimum amount of Patient Data necessary to accomplish the
intended purpose of the Participation Agreement.

Notification of Requests for Patient Data. HIO and each Participant shall promptly
notify all interested parties of any and all requests for disclosure of Patient Data
transmitted pursuant to these Terms and Conditions not emanating from a client,
patient or person whose name or identifying information becomes available to HIO
or the Participant pursuant to these Terms and Conditions.

Downloading Patient Data to Personal Devices. HIO and each Participant shall not
download Patient Data to any personal device, including, but not limited to, flash
drives, cell phones, iPads or tablets.

Maintenance and Preservation of Disclosure Records. HIO and each Participant
shall timely prepare accurate and complete performance records relating to the use
and disclosure of Patient Data transmitted pursuant to these Terms and Conditions,
and to maintain and preserve said records for at least six (6) years from the date of
expiration or termination of the Participation Agreement, except that if any
litigation, claim, negotiation, audit or other action is pending, the records shall be
retained until completion and resolution of all issues arising there from.

Availability of Disclosure Records. HIO and each Participant expressly agree to
make its internal practices, books and records relating to the use and disclosure of
Patient Data transmitted pursuant to these Terms and Conditions, available to any
duly authorized public agency to the extent required for determining its compliance
with any and all applicable local, state and federal laws and regulations. HIO and
each Participant shall, within five (5) business day, provide to the other party
copies of any such documentation.
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83

8.2.3.9 Accounting Requirements. HIO and each Participant shall comply with the
accounting requirements set forth in 45 C.F.R. Section 164.528 and any associated
regulations or informal guidance issued by the United States Department of Health
and Human Services — Office of Civil Rights, all as may be amended from time to
time.

Breaches of Privacy and Security Incidents.

8.3.1

8.3.2

8.3.3

834

Identification and Mitigation of Security Incidents and Breaches of Patient Data. IfHIO ora
Participant has reason to believe that Patient Data may have been accessed, disclosed or

acquired in breach of these Terms and Conditions, HIO or the Participant shall immediately
take all actions necessary to preserve forensic evidence and to identify, mitigate and
remediate the cause of the suspected breach or other security incident.

Reporting Breaches of Patient Data to Non-Breaching Parties. The breaching party shall
notify all non-breaching parties, by telephone call and e-mail or fax, immediately after

discovering a breach of Patient Data in electronic media or in any other media, if the Patient
Data was, or is reasonably believed to have been, accessed or acquired by an unauthorized
person.

Reporting Suspected Security Incidents to Non-Breaching Parties. The breaching party shall
notify all non-breaching parties, by telephone call and e-mail or fax, within twenty-four (24)
hours after discovering any other suspected security incident, intrusion, loss or unauthorized
use or disclosure of Patient Data in violation of these Terms and Conditions, the Policies,
Procedures and Standards or any applicable local, state or federal laws or regulations.

8.3.3.1 Discovery of Breaches and Security Incidents. For purposes of these Terms and
Conditions, a breach of, or security incident involving, Patient Data shall be treated
as discovered by the breaching party as of the first day on which such breach is
known, or by exercising reasonable diligence would have been known, to the
breaching party or any person, other than the person committing the suspected
breach, who is an employee, officer or other agent of the breaching party.

Reporting Suspected Breaches and Security Incidents to Affected Individuals. To the extent
deemed warranted, the breaching party shall provide notice to any and all individuals

affected by a suspected breach of, or security incident involving, Patient Data. The
breaching party shall be responsible for paying the full costs associated with notifying the
affected individuals, which may include, but are not limited to, the costs to retain an outside
consulting firm to undertake the notification effort. In addition, the breaching party shall
consult with the non-breaching party regarding the steps required to notify the affected
individuals and any other persons, media outlets or governmental agencies, and must supply
the non-breaching party with the following information:

8.3.4.1 Description of Suspected Breach or Security Incident. A brief description of the
circumstances surrounding the suspected breach of, or security incident involving,
Patient Data, including, without limitation, the date of occurrence and discovery
thereof, if known.

8.3.4.2 Description of the Information Involved. A description of the types of Patient Data
that were involved in the suspected breach or security incident, including, but not
limited to, the full name, date of birth and client identification number of all
affected third parties.
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83.5

8.3.6

83.7

8.3.4.3 Description of Remedial Actions. A brief description of the actions being taken by
the breaching party to remediate the breach of, or security incident involving,
Patient Data, mitigate losses and protect against any further breaches or security
incidents.

Investigation of Suspected Breaches and Security Incidents. The, breaching party shall
mmmediately investigate any and all suspected breaches of, or security incidents involving,
Patient Data. Within seventy-two (72) hours of the discovery of such suspected breach or
security incident, the breaching party shall submit an updated “Privacy Incident Report”
containing the applicable information to the extent known at that time.

Remediation of Breaches and Security Incidents. Upon discovery of a breach of, or security
incident involving, Patient Data, the breaching party shall:

8.3.6.1 Corrective Action. Take prompt corrective action to mitigate any risks or damages
involved with the breach or security incident and to protect the operating
environment.

8.3.6.2 Legal Compliance. Take any action pertaining to such breach or security incident
required by any and all applicable local, state and federal laws and regulations.

Cooperation with Remediation Efforts. Upon discovery of a breach of, or security incident
involving, Patient Data, the breaching party shall give highest priority to immediately
mitigating and remediating the breach or security incident, and shall devote such resources
as may be required to accomplish that goal. In addition, the breaching party shall cooperate
with the mitigation and remediation efforts of the non-breaching parties, including, without
limitation, providing any and all information necessary to enable the non-breaching parties
to fully understand the nature and scope of the breach or security incident, including, but not
limited to, identification of each affected individual. In the event that the breaching party’s

- assistance 1s required to reinstall software, such assistance shall be provided at no cost to the

8.3.8

8.3.9

8.3.10

non-breaching parties and in accordance with the non-breaching parties’ policies and
standards.

Remediation Report. The breaching party shall provide to the non-breaching parties a
written report of the investigation of a breach of, or security incident involving, Patient Data
within ten (10) business days of the discovery of such breach or security incident. The
report shall include, without limitation, the information specified above, as well as a full,
detailed corrective action plan, including information on measures that were taken to
remediate and/or contain the breach or security incident.

Reporting Unsuccessful Security Incidents. The Participant shall provide, as required by the
Policies, Procedures and Standards, an annual report to HIO which summarizes the nature
and extent of any and all Unsuccessful Security Incidents involving Patient Data or the
Participant’s access or use of the System or the Services that occurred during the period
covered by such report.

Reports to Participants. HIO shall provide monthly reports to all Participants which
describes any and all breaches of, and security incidents involving, Patient Data which HIO
becomes aware of during the prior month. HIO shall provide annual reports to all
Participants summarizing any and all Unsuccessful Security Incidents reported by
Participants to HIO pursuant to Section 8.3.9 (Reporting Unsuccessful Security Incidents)
during the period covered by such report.
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3.4

Safeguarding Patient Data. HIO and each Participant shall implement administrative, physical and
technical safeguards that reasonably and appropriately protect the confidentiality, integrity and
availability of all Patient Data transmitted pursuant to these Terms and Conditions. HIO and each
Participant shall develop and maintain a written information privacy and security program that
includes administrative, technical and physical safeguards appropriate to the nature, size and
complexity of the relevant operations and activities, including, at a minimum, the safeguards set
forth in Exhibit D (Data Security Requirements).

SECTION 9
HUMBOLDT COUNTY BUSINESS ASSOCIATE AGREEMENT

HIO shall execute and adhere to the terms and conditions set forth in the “County of Humboldt

HIPAA Business Associate Agreement” which is attached hereto as Exhibit A (County of Humboldt
HIPAA Business Associate Agreement) and incorporated herein by reference.

10.1

10.2

10.3

10.4

10.5

10.6

10.7

SECTION 10
HIO’S OPERATIONS AND RESPONSIBILITIES

Performance of Obligations, Generally. HIO shall, in accordance with the terms of the Participation
Agreement, diligently perform all of its obligations arising under these Terms and Conditions and
the Policies, Procedures and Standards and shall, promptly following notice from any Participant of
a material breach thereof, cure that breach. Without limiting the generality of the foregoing, HIO
shall perform all of its obligations arising under these Terms and Conditions and the Policies,
Procedures and Standards in a manner that complies with all applicable laws and regulations.

Participation Agreements. HIO shall require that all Participants enter into a Participation
Agreement or another legally binding agreement to comply with these Terms and Conditions in
accordance with Section 1.5.5 (Effect of Terms and Conditions and Policies, Procedures and
Standards Upon Participation Agreements). Without limiting Section 1.5.4 (Approval and
Disapproval of Applications for Participation Agreements), HIO shall enter into Participation
Agreements only with those parties that satisfy the requirements for participation set forth in the
Policies, Procedures and Standards.

Monitoring of Participants. HIO shall regularly monitor Participant’s compliance with the
requirements for participation set forth in the Policies, Procedures and Standards.

Maintenance of System. HIO shall maintain the functionality of the System and the Services in
accordance with the Policies, Procedures and Standards, and shall provide such service, security,
and other updates as HIO determines are appropriate from time to time.

Training. HIO shall provide training to each Participant regarding the Participant’s rights and
obligations under its Participation Agreement and these Terms and Conditions, and the access and
use of the System and Services, including such user manuals and other resources HIO determines
appropriate to support the System and Services.

Telephone and/or E-Mail Support. HIO shall provide, by telephone and/or e-mail, during normal
business hours, support and assistance in resolving difficulties in accessing and using the System
and the Services.

Audits and Reports. HIO shall provide Participation Reports, Usage Reports, Public Agency
Reports and Audit Trail Reports to each Participant as set forth in the Policies, Procedures and
Standards.
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10.8 Access to Patient Data. HIO shall permit access to Patient Data maintained by HIO only by

11.1

11.2

11.3

11.4

12.1

Participants and other parties authorized by the Data Provider that provided such information, in a
manner that complies with the Policies, Procedures and Standards.

SECTION 11
GOVERNANCE

Management Committee Composition. HIO shall create and maintain a Management Committee
composed of HIO’s Chief Executive Officer, HIO’s Information Technology Manager and three (3)
additional members selected by HIO’s Board of Directors.

Meetings and Responsibilities of Management Committee. The Management Committee shall meet

quarterly to consider and make recommendations to HIO’s Board of Directors on various issues
pertaining to the use of the System and the Services by Participants, including, but not limited to,
technical issues, privacy, information stored and accessed by Participants, use of information, and
other issues including disputes related to the network or the parties’ participation therein.

Management Committee Bylaws. The Management Committee shall adopt bylaws for the conduct
of its meetings and other proceedings. Without limiting the generality of the foregoing, the
Management Committee’s bylaws shall provide procedures and rules concerning how the
Management Committee shall call and conduct its meetings and take action.

Board of Directors Acting as the Management Committee. HIO’s Board of Directors may assume

the activities and responsibilities of the Management Committee.

SECTION 12
PROPRIETARY AND CONFIDENTIAL INFORMATION

Scope of Proprietary _and Confidential Information. In the performance of their respective
responsibilities pursuant to these Terms and Conditions, HIO and Participants may come into
possession of certain Proprietary and Confidential Information of the other. For the purposes hereof,
“Proprietary and Confidential Information” means all trade secrets, business plans, marketing plans,
know-how, data, contracts, documents, scientific and medical concepts, member and customer lists,
costs, financial information, profits and billings, and referral sources, existing or future services,
products, operations, management, pricing, financial status, goals, strategies, objectives, and
agreements of HIO or the Participant, as the case may be, whether written or verbal, that are
confidential in nature; provided, however, that Proprietary and Confidential Information shall not
include Patient Data or any other information that:

{a) Isin the public domain not as a result of a breach of these Terms and conditions, or any other
confidentiality or nondisclosure agreement by any other party;

(b) Is already known or obtained by any other party other than in the course of the other party’s
performance pursuant to these Terms and Conditions, and without breach of any
confidentiality, nondisclosure or other agreement by such other party;

(¢) Is independently developed by any other party without causing a breach of these Terms and
conditions or any other confidentiality or nondisclosure agreement by such other party; and/or

(d) Becomes known from an independent source having the right to disclose such information and
without similar restrictions as to disclosure and use and without breach of these Terms and
Conditions, or any other confidentiality or nondisclosure agreement by such other party.
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12.2

12.3

12.4

13.1

Nondisclosure of Proprietary and Confidential Information. In the performance of their respective
responsibilities pursuant to these Terms and Conditions, HIO and the Participant each shall:

(a) Keep and maintain in strict confidence all Proprietary and Confidential Information received
from the other, or from any of the other’s employees, accountants, attorneys, consultants, or
other agents and representatives, in connection with the performance of their respective
obligations under these Terms and Conditions;

(b) Not use, reproduce, distribute or disclose any such Proprietary and Confidential Information
except as permitted by these Terms and Conditions; and

(¢) Prevent its employees, accountants, attorneys, consultants, and other agents and
representatives from making any such use, reproduction, distribution, or disclosure.

Equitable Remedies. All Proprietary and Confidential Information represents a unique intellectual
product of the party disclosing such Proprietary and Confidential Information (the “Disclosing
Party”). The unauthorized disclosure of said Proprietary and Confidential Information would have a
detrimental impact on the Disclosing Party. The damages resulting from said detrimental impact
would be difficult to ascertain but would result in irreparable loss. It would require a multiplicity of
actions at law and in equity in order to seek redress against the receiving party in the event of such
an unauthorized disclosure. The Disclosing Party shall be entitled to equitable relief in preventing a
breach of this Section 13 (Proprietary and Confidential Information) and such equitable relief s in
addition to any other rights or remedies available to the Disclosing Party.

Notice of Disclosure. Notwithstanding any other provision hereof, nothing in this Section 13
(Proprietary and Confidential Information) shall prohibit or be deemed to prohibit a party hereto
from disclosing any Proprietary and Confidential Information (or any other information the
disclosure of which is otherwise prohibited hereunder) to the extent that such party becomes legally
compelled to make such disclosure by reason of a subpoena, order of a court, administrative agency
or other governmental body of competent jurisdiction or any applicable law or regulation, including,
but limited to, the California Public Records Act and California Government Code Section 8546.7,
and such disclosures are expressly permitted hereunder; provided, however, that a party that has
been requested or becomes legally compelled to make a disclosure otherwise prohibited hereunder
by reason of a subpoena or order of a court, administrative agency or other governmental body of
competent jurisdiction shall provide the other party with notice thereof within five (5) calendar days,
or, if sooner, at least three (3) business days before such disclosure will be made so that the other
party may seek a protective order or other appropriate remedy. In no event shall a party be deemed
to be liable hereunder for compliance with any such subpoena, order of any court, administrative
agency or other governmental body of competent jurisdiction or applicable law or regulation.

SECTION 13
DISCLAIMERS, EXCLUSIONS OF WARRANTIES, LIMITATIONS
OF LIABILITY

Carrier Lines. By using the System and the Services, each Participant shall acknowledge that access
to the System is to be provided over various facilities and communications lines, and information
will be transmitted over local exchange and Internet backbone carrier lines and through routers,
switches, and other devices (collectively, “carrier lines”) owned, maintained, and serviced by third-
party carriers, utilities, and Internet service providers, all of which are beyond HIO’s control. HIO
assumes no liability for, or relating to, the integrity, privacy, security, confidentiality, or use of any
information while it is transmitted on the carrier lines, or any delay, failure, interruption,
interception, loss, transmission, or corruption of any data or other information attributable to
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transmission on the carrier lines. Use of the carrier lines is solely at user’s risk and is subject to all
applicable local, state, national, and international laws.

13.2 No Warranties. Except as described in Exhibit C (Associated Hardware and Associated Software),

13.3

134

13.5

13.6

or in an applicable third-party agreement described in Section 7.5.1 (Licenses. Subscriptions and/or
Other Agreements), access to the System, use of the Services, and the information obtained by a
Data Recipient pursuant to the use of those services are provided “as is” and “as available™ without
any warranty of any kind, expressed or implied, including, but not limited to, the implied warranties
of merchantability, fitness for a particular purpose, and non-infringement. The Participant is solely
responsible for any and all acts or omissions taken or made in reliance on the System or the
information in the System, including inaccurate or incomplete information. It is expressly agreed
that in no event shall HIO be liable for any special, indirect, consequential, or exemplary damages,
including, but not limited to, loss of profits or revenues, loss of use, or loss of information or data,
whether a claim for any such liability or damages is premised upon breach of contract, breach of
warranty, negligence, strict liability, or any other theories of liability, even if HIO has been apprised
of the possibility or likelihood of such damages occurring. HIO disclaims any and all liability for
erroneous transmissions and loss of service resulting fromr communication failures by third-party
telecommunication service providers or the System.

Other Participants. By using the System and the Services, each Participant shall acknowledge that
other Participants have access to the System and Services, and that other parties have access to the
information contained in the System through their participation in an Other HIO. Such other
Participants have agreed to comply with the Policies, Procedures and Standards, applicable data type
addendum, concerning use of the information; however, the actions of such other parties are beyond
the control of HIO. Accordingly, HIO does not assume any liability for or relating to any
impairment of the privacy, security, confidentiality, integrity, availability, or restricted use of any
information on the System resulting from any Participant’s actions or failures to act.

Participant’s Actions. The Participant shall be solely responsible for any damage to a computer
system, loss of data, and any damage to the System caused by that Participant or any person using a
user ID assigned to the Participant or a member of the Participant’s workforce.

Unauthorized Access: Lost or Corrupt Data. HIO is not responsible for unauthorized access to the
Participant’s transmission facilities or equipment by individuals or entities using the System or for
unauthorized access to, or alteration, theft, or destruction of the Participant’s data files, programs,
procedures, or information through the System, whether by accident, fraudulent means or devices, or
any other method. The Participant is solely responsible for validating the accuracy of all output and
reports and protecting the Participant’s data and programs from loss by implementing appropriate
security measures, including routine backup procedures. The Participant waives any damages
occasioned by lost or corrupt data, incorrect reports, or incorrect data files resulting from
programming error, operator error, equipment or software malfunction, security violations, or the
use of third-party software. HIO is not responsible for the content of any information transmitted or
received through HIO’s provision of the Services.

Inaccurate Data. All data to which access is made through the System and/or the Services originates
from Data Providers and other parties making data available through one (1) or more Other Health
Information Sharing Programs, and not from HIO. All such data is subject to change arising from
numerous factors, including, without limitation, changes to patient health information made at the
request of the patient, changes in the patient’s health condition, the passage of time and other
factors. HIO neither initiates the transmission of any data nor monitors the specific content of data
being transmitted. Without limiting any other provision of these Terms and Conditions, HIO shall
have no responsibility for or liability related to the accuracy, content, currency, completeness,
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13.7

13.8

14.1

14.2

content, or delivery of any data either provided by a Data Provider, or used by a Data Recipient,
pursuant to these Terms and Conditions.

Patient Care. Without limiting any other provision of these Terms and Conditions, the Participant
and the Participant’s Authorized Users shall be solely responsible for all decisions and actions taken
or not taken involving patient care, utilization management, and quality management for their
respective patients and clients resulting from, or in any way related to, the use of the System or the
Services or the data made available thereby. No Participant or Authorized User shall have any
recourse against, and through the Participation Agreements that apply thereto, each shall waive, any
claim against HIO for any loss, damage, claim, or cost relating to or resulting from its own use or
misuse of the System and/or the Services or the data made available.

Limitation of Liability. Notwithstanding anything in these Terms and Conditions to the contrary, to
the maximum extent permitted by applicable laws, the aggregate liability of HIO, and HIO’s
officers, directors, employees, and other agents, to any Participant with respect to the subject of
these Terms and Conditions, regardless of theory of liability, shall be limited to the aggregate fees
actually paid by the Participant in accordance with these Terms and Conditions for the six (6) month
period preceding the event first giving rise to the claim; provided, however, that this Section 14.8
(Limitation of Liability).

SECTION 14
INSURANCE AND INDEMNIFICATION

Insurance. Without limiting the parties’ indemnification obligations provided for herein, HIO and
each Participant shall obtain and maintain insurance coverage in accordance with the Policies,
Procedures and Standards. Without limiting the generality of the foregoing, HIO and each
Participant shall comply with the insurance requirements representing the community standard for
coverage.

Indemnification.

14.2.1 Indemnification, Generally. Nothing in these Terms and Conditions or any Participation
Agreement shall limit HIO’s or a Participant’s respective legal and equitable obligations to
each other and to other Participants arising out of the doctrines of equitable indemnity,
comparative negligence, contribution or other common law bases of liability.

14.2.2 Specific Indemnities. Notwithstanding Section 15.2.1 (Indemnification, Generally), HIO
and each Participant (each, an “Indemnifying Party”) shall hold the other (the “Indemnified
Party”) free of and harmless from all liability, judgments, costs, damages, claims, or
demands, including reasonable attorneys' fees, net of the proceeds of insurance, arising out
of any Breach of Privacy or Security arising out of the act or omission of the Indemnifying
Party or any of the Indemnifying Party's Authorized Users, members, agents, staff, or
employees.

14.2.3 Rules for Indemnification. Any indemnification made pursuant to these Terms and
Conditions shall include payment of all costs associated with defending the claim or cause of
action involved, whether or not such claims or causes of action are meritorious, including
reasonable attorneys’ fees and any settlement by or judgment against the party to be
indemnified. In the event that a lawsuit is brought against the party to be indemnified, the
party responsible to indemnify that party shall, at its sole cost and expense, defend the party
to be indemnified, if the party to be indemnified demands indemnification by written notice
given to the Indemnifying Party within a period of time wherein the Indemnifying Party is

22



15.1

15.2

15.3

16.1

16.2

not prejudiced by lack of notice. Upon receipt of such notice, the Indemnifying Party shall
have control of such litigation but may not settle such litigation without the express consent
of the party to be indemnified, which consent shall not be unreasonably withheld,
conditioned or delayed. The indemnification obligations of the parties shall not, as to third-
parties, be a waiver of any defense or immunity otherwise available, and the Indemnifying
Party, in indemnifying the Indemnified Party, shall be entitled to assert in any action every
defense or immunity that the indemnified party could assert on its own behalf.

SECTION 15
TRANSPARENCY, OVERSIGHT, ENFORCEMENT AND ACCOUNTABILITY

Transparency. HIO shall develop, implement and conduct measures to provide Participants
information concerning the ongoing operations of the System and the Services, including, without
limitation, the efficiency, effectiveness, and security thereof, and the uses and disclosures of Patient
Data made by and among Participants pursuant to their use thereof, as described in the Policies,
Procedures and Standards. Such measures shall include HIO’s provision to Participants of the
reports described in Section 8.3.10 (Reports to Participants).

Oversight. The Management Committee shall review and prepare periodic reports to HIO and
Participants concerning the ongoing operations of, and other information regarding the System and
the Services. Such reports shall include, without limitation, information regarding the efficiency,
effectiveness, and security of the System and the Services, and the accesses to and uses and
disclosures of Patient Data made by and among Participants pursuant to their use thereof, including,
without limitation, Participants’ adherence to the specific Terms and Conditions and/or Policies,
Procedures and Standards regarding the privacy and security of Patient Data.

Enforcement and Accountability. The Management Committee may, either independently or upon

the request of a Participant, review the uses and disclosures of Patient Data by any Participant,
including, without limitation, the Participant’s adherence to these Terms and Conditions and/or the
Policies, Procedures and Standards, and make recommendations regarding action to be taken by
HIO with respect thereto. Such activities of the Management Committee and HIO shall be
conducted as described in the Policies, Procedures and Standards. Any action taken by HIO shall be
taken only in accordance with these Terms and Conditions and the Policies, Procedures and
Standards, and HIO shall provide the Participant an opportunity to provide information regarding
the matter(s) involved in any such action to the HIO before any action is taken.

SECTION 16
MISCELLANEOUS PROVISIONS

Applicable Law. The interpretation of these Terms and Conditions and the resolution of any
disputes arising under these Terms and Conditions and Participants’ Participation Agreements shall
be governed by the laws of the State of California. If any action or other proceeding is brought on
or in connection with these Terms and Conditions or a Participation Agreement, the venue of such
action shall be exclusively in Humboldt County, in the State of California.

Non-Assignability. Neither HIO nor any Participant shall assign or transfer its rights or obligations
under any Participation Agreement, either voluntarily or by operation of law, without the prior
written consent of the other party. Any assignment in violation of this Section 16.2 (Non-
Assignability) shall be void, and shall be cause for immediate termination of the Participation
Agreement. This Section 16.2 (Non-Assignability) shall not be applicable to service agreements or
other arrangements usually or customarily entered into by HIO or a Participant to obtain supplies,
technical support or professional services.
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16.3

16.4

16.5

16.6

Third-Party Beneficiaries. There shall be no third-party beneficiaries of any Participation
Agreement.

Supervening Circumstances. Neither the Participant nor HIO shall be deemed in violation of any
provision of a Participation Agreement if it is prevented from performing any of its obligations by
reason of severe weather and storms, earthquakes or other natural occurrences, strikes or other
labor unrest, power failures, nuclear or other civil or military emergencies, acts of legislative,
judicial, executive, or administrative authorities or any other circumstances that are not within its
reasonable control. This Section 16.4 (Supervening Circumstances) shall not apply to obligations
imposed under applicable laws and regulations or obligations to pay money.

Severability. Any provision of these Terms and Conditions or any Participant Participation
Agreement that shall prove to be invalid, void, or illegal, shall in no way affect, impair, or
invalidate any other provision of these Terms and Conditions or such Participation Agreement, and
such other provisions shall remain in full force and effect.

Notices. Any and all notices required or permitted under these Terms and Conditions shall be in
writing and either served personally or sent by certified mail, to the respective addresses set forth
below. Notice shall be effective upon actual receipt or refusal as shown on the receipt obtained
pursuant to the foregoing.

HIO: North Coast Health Improvement and Information Network

16.7

16.8

16.9

16.10

Attention: Martin Love, Chief Executive Officer
2662 Harris Street
Eureka, California 95503

Participant: Humboldt County Department of Health and Human Services — Administration

Attention: Paul Sheppard, Assistant Director
507 F Street
Eureka, Califorma 95501

Waiver. No provision of these Terms and Conditions or any Participant Participation Agreement
shall be deemed waived and no breach excused, unless such waiver or consent shall be in writing
and signed by the party claimed to have waived or consented. Any consent by any party to, or
waiver of, a breach by the other, whether expressed or implied, shall not constitute consent to,
waiver of, or excuse for any such breach in the future, or of the breach of any other requirement of
these Terms and Conditions or any Participation Agreement.

Independent Contractors. In the performance of their respective responsibilities under any
Participation Agreement, HIO and the Participant are and shall be at all times acting as the
independent contractor of the other, and not by virtue of that Participation Agreement or otherwise
under these Terms and Conditions acting as an employee, agent, or partner of, or joint venture with,
the other.

Amendment. No addition to, or modification of, these Terms and Conditions or any Participation
Agreement shall be valid unless made in writing and signed by the parties hereto.

Nuclear Free Humboldt County Ordinance Compliance. HIO certifies by its execution of the
Participation Agreement that it is not a Nuclear Weapons Contractor, in that HIO is not knowingly

or intentionally engaged in the research, development, production, or testing of nuclear warheads,
nuclear weapons systems, or nuclear weapons components as defined by the Nuclear Free
Humboldt County Ordinance. HIO agrees to notify Participant immediately if it becomes a
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16.11

16.12

16.13

Nuclear Weapons Contractor as defined above. Participant may immediately terminate its
Participation Agreement if it determines that the foregoing certification is false or if HIO becomes
a Nuclear Weapons Contractor.

Interpretation. These Terms and Conditions and Participant’s Participation Agreement shall be
deemed to have been prepared equally by both HIO and Participant, and shall not be construed or
interpreted more favorably for one party on the basis that the other party prepared it.

Independent Construction. The titles of the sections, subsections, and paragraphs set forth in these
Terms and Conditions, Participant’s Participation Agreement and the Policies, Procedures and
Standards are inserted for convenience of reference only, and shall be disregarded in construing or
interpreting any of the provisions thereof,

Complete Understanding. The Participation Agreement, including all attachments thereto, these
Terms and Conditions and the Policies, Procedures and Standards, constitutes the entire agreement
between HIO and a Pamclpant and no other agreements, oral or otherwise, regarding the subject
matter contained therein shall be deemed to exist or to bind either HIO or the Participant. In
addition, the Participation Agreement, including all attachments thereto, these Terms and
Conditions and the Policies, Procedures and Standards, shall supersede, in its entirety, any and all
oral and written agreements between the parties.




HEALTH INFORMATION EXCHANGE ORGANIZATION PARTICIPATION AGREEMENT

EXHIBIT A
) COUNTY OF HUMBOLDT
HIPAA BUSINESS ASSOCIATE AGREEMENT

Recitals:

A. The County of Humboldt, hereinafter referred to as “COUNTY,” as a “Covered Entity” (defined
below) wishes to disclose certain information to North Coast Health Improvement and
Information Network, hereinafter referred to as “BUSINESS ASSOCIATE” (defined below),
pursuant to the terms of the Agreement, some of which may constitute Protected Health
Information (“PHI”) (defined below).

B. COUNTY and BUSINESS ASSOCIATE intend to protect the privacy and provide for the security
of PHI disclosed to BUSINESS ASSOCIATE pursuant to the Agreement in compliance with the
Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the
Health Information and Technology for Economic and Clinical Health Act, Public Law 111-005
(“the HITECH Act”), and regulations promulgated thereunder by the U.S. Department of Health
and Human Services (the “HIPAA Regulations™) and other applicable laws.

C. As part of the HIPAA Regulations, thé Privacy Rule and Security Rule (defined below) requires
COUNTY to enter into an Agreement containing specific requirements with BUSINESS
ASSOCIATE prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, Sections
164.314(a), 164.502(e), and 164.504(e) of the Code of Federal Regulations (“C.F.R”) and
contained in this Agreement.

The parties agree as follows:
1. Definitions

a. Breach shall have the meaning given to such term under the HITECH Act and HIPAA
Regulations [42 U.S.C. Section 17921 and 45 C.F.R. Section 164.402].

b. Breach Notification Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts
160 and 164, Subparts A and D.

c. Business Associate shall have the meaning given to such term under the Privacy Rule, the
Security Rule, and the HITECH Act, including, but not limited to, 42 U.S.C. Section 17938 and 45
C.F.R. Section 160.103.

d. Covered Entity shall have the meaning given to such term under the Privacy Rule and the
Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

¢. Designated Record Set shall have the meaning given to such term under the Privacy Rule,
including, but not limited to, 45 C.F.R. Section 164.501.

f. Electronic Protected Health Information means Protected Health Information that is maintained
in or transmitted by electronic media.

g. Electronic Health Record shali have the meaning given to such term in the HITECH Act,
including, but not limited to, 42 U.S.C. Section 17921.
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h. Health Care Operations shall have the meaning given to such term under the Privacy Rule,
including, but not limited to, 45 C.F.R. Section 164.501.

i. Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164,
Subparts A and E.

j. Protected Health Information or PHI means any information, whether oral or recorded in any
‘form or medium: (i) that relates to the past, present or future physical or mental condition of an
individual; the provision of health care to an individual; or the past, present or future payment for
the provision of health care to an individual; and (ii) that identifies the individual or with respect
to which there is a reasonable basis to believe the information can be used to identify the
individual, and shall have the meaning given to the term under the Privacy Rule, including, but not
limited to, 45 C.F.R. Section 164.501. Protected Health Information includes Electronic Protected
Health Information [45 C.F.R. Sections 160.103, 164.501].

k. Protected Information shall mean PHI provided by COUNTY to BUSINESS ASSOCIATE or
created, maintained, received, or transmitted by BUSINESS ASSOCIATE on COUNTY s behalf,

1. Security Incident shall have the same meaning given to such term under the Security Rule,
including, but not limited to, 45 C.F.R. Section 164.304.

m. Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164,
Subparts A and C.

n. Unsecured PHI shall have the meaning given to such term under the HITECH Act and any
guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. Section 17932(h)
and 45 C.F.R. Section 164.402.

2. Obligations of Business Associate

a. Permitted Uses. BUSINESS ASSOCIATE shall use Protected Information only for the purpose
of performing BUSINESS ASSOCIATE’s obligations under the Agreement and as permitted or
required under the Agreement, or as required by law. Further, BUSINESS ASSOCIATE shall not
use Protected Information in any manner that would constitute a violation of the Privacy Rule or
the HITECH Act if so used by COUNTY. However, BUSINESS ASSOCIATE may use Protected
Information as necessary (i) for the proper management and administration of BUSINESS
ASSOCIATE; (ii) to carry out the legal responsibilities of BUSINESS ASSOCIATE; or (iii) as
required by law. [45 C.F.R. Sections 164.504(e)(2), 164.504(e)(4)(i)].

b. Permitted Disclosures. BUSINESS ASSOCIATE shall disclose Protected Information only for
the purpose of performing BUSINESS ASSOCIATE’s obligations under the Agreement and as
permitted or required under the Agreement, or as required by law. BUSINESS ASSOCIATE shall
not disclose Protected Information in any manner that would constitute a violation of the Privacy
Rule or the HITECH Act if so disclosed by COUNTY. However, BUSINESS ASSOCIATE may
disclose Protected Information as necessary (i) for the proper management and administration of
BUSINESS ASSOCIATE; (ii) to carry out the legal responsibilities of BUSINESS ASSOCIATE;
or (iii) as required by law. If BUSINESS ASSOCIATE discloses Protected Information to a third
party, BUSINESS ASSOCIATE must obtain, prior to making any such disclosure, (i) reasonable
written assurances from such third party that such Protected Information will be held confidential
as provided pursuant to this Agreement and used or disclosed only as required by law or for the
purposes for which it was disclosed to such third party, and (ii) a written agreement from such
third party to immediately notify BUSINESS ASSOCIATE of any breaches, suspected breaches,
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security incidents, or unauthorized uses or disclosures of the Protected Information in accordance
with paragraph 2.1. of the Agreement, to the extent it has obtained knowledge of such occurrences
[42 U.8.C. Section 17932; 45 C.F.R. Section 164.504(e)].

. Prohibited Uses and Disclosures. BUSINESS ASSOCIATE shall not use or disclose PHI other
than as permitted or required by the Agreement, or as required by law. BUSINESS ASSOCIATE
shall not use or disclose Protected Information for fundraising or marketing purposes. BUSINESS
ASSOCIATE shall not disclose Protected Information to a health plan for payment or health care
operations purposes if the patient has requested this special restriction, and has paid out of pocket
in full for the health care item or service to which PHI solely relates [42 U.S.C. Section 17935(a)
and 45 C.F.R. Section 164.522(a)(vi)]. BUSINESS ASSOCIATE shall not directly or indirectly
receive remuneration in exchange for Protected Information, except with prior written consent of
COUNTY and as permitted by the HITECH Act, 42 U.S.C. Section 17935(d)(2), and the HIPAA
regulations, 45 C.F.R. Section 164.502(a)(5)(ii); however this prohibition shall not affect payment
by COUNTY to BUSINESS ASSOCIATE for services provided pursuant to the Agreement.

. Appropriate Safegnards. BUSINESS ASSOCIATE shall implement appropriate safeguards as
are necessary to prevent the use or disclosure of Protected Information otherwise than as permitted
by the Agreement, including, but not limited to, administrative, physical and technical safeguards
in accordance with the Security Rule, including, but not limited to, 45 C.F.R. Sections 164.308,
164.310, and 164.312. [45 C.F.R. Section 164.504(e)(2)(i1)(B); 45 C.F.R. Section 164.308(b)].
BUSINESS ASSOCIATE shall comply with the policies, procedures and documentation
requirements of the Security Rule, including, but not limited to, 45 C.F.R. Section 164.316. [42
U.S.C. Section 17931].

Business Associate’s Subcontractors and Agents. BUSINESS ASSOCIATE shall ensure that
any agents and subcontractors that create, receive, maintain or transmit Protected Information on
behalf of COUNTY, agree in writing to the same restrictions and conditions that apply to
COUNTY with respect to such Protected Information and implement the safeguards required by
paragraph 2.d. above with respect to Electronic PHI [45 C.F.R. Section 164.504(e)(2)(i1)(D); 45
C.F.R. Section 164.308(b)]. BUSINESS ASSOCIATE shall implement and maintain sanctions
against agents and subcontractors that violate such restrictions and conditions and shall mitigate
the effects of any such violation (see 45 C.F.R. Sections 164.530(f) and 164.530(e)(1)).

Access to Protected Information. If BUSINESS ASSOCIATE maintains a designated record set
on behalf of COUNTY, BUSINESS ASSOCIATE shall make Protected Information maintained
by BUSINESS ASSOCIATE or its agents or subcontractors in Designated Record Sets available
to COUNTY for inspection and copying within five (5) days of a request by COUNTY to enable
COUNTY to fulfill its obligations under state law [California Health and Safety Code Section
123110] and the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.524 [45 C.F.R.
Section 164.504(e)(2)(i1)(e)]. If BUSINESS ASSOCIATE maintains Protected Information in
electronic format, BUSINESS ASSOCIATE shall provide such information in electronic format as
necessary to enable COUNTY to fulfill its obligations under the HITECH Act and HIPAA
Regulations, including, 42 U.S.C. Section 17935(e) and 45 C.F.R. Section 164.524.

. Amendment of PHI. If BUSINESS ASSOCIATE maintains a designated record set on behalf of
COUNTY, within ten (10) days of a request by COUNTY for an amendment of Protected
Information or a record about an individual contained in a Designated Record Set, BUSINESS
ASSOCIATE and its agents and subcontractors shall make such Protected Information available to
COUNTY for amendment and incorporate any such amendment or other documentation to enable
COUNTY to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R.
Section 164.526. If an individual requests an amendment of Protected Information directly from
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BUSINESS ASSOCIATE or its agents or subcontractors, BUSINESS ASSOCIATE must notify
COUNTY in writing within five (5) days of the request and of any approval or denial of
amendment of Protected Information maintained by BA or its agents or subcontractors [45 C.F.R.
Section 164.504(e)(2)(i1)(F)].

. Accounting of Disclosures. Within ten (10) days of a request by COUNTY for an accounting of
disclosures of Protected Information, BUSINESS ASSOCIATE and its agents and subcontractors
shall make available to COUNTY the information required to provide an accounting of disclosures
to enable COUNTY to fulfill its obligations under the Privacy Rule, including, but not limited to,
45 C.F.R. Section 164.528, and the HITECH Act, including, but not limited to, 42 U.S.C. Section
17935(c), as determined by COUNTY. BUSINESS ASSOCIATE agrees to implement a process
that allows for an accounting to be collected and maintained by BUSINESS ASSOCIATE and its
agents and subcontractors for at least six (6) years prior to the request. However, accounting of
disclosures from an Electronic Health Record for treatment, payment or health care operations
purposes are required to be collected and maintained for only three (3} years prior to the request,
and only to the extent that BUSINESS ASSOCIATE maintains an Electronic Health Record. Ata
minimum, the information collected and maintained shall include: (i) the date of disclosure; (ii)
the name of the entity or person who received Protected Information and, if known, the address of
the entity or person; (iit) a brief description of Protected Information disclosed; and (iv) a brief
statement of purpose of the disclosure that reasonably informs the individual of the basis for the
disclosure, or a copy of the individual’s authorization, or a copy of the written request for
disclosure. If a patient submits a request for an accounting directly to BUSINESS ASSOCIATE
or its agents or subcontractors, BUSINESS ASSOCIATE shall within five (5) days of the request
forward it to COUNTY in writing.

Governmental Access to Records. BUSINESS ASSOCIATE shall make its internal practices,
books and records relating to the use and disclosure of Protected Information available to
COUNTY and to the Secretary of the U.S. Department of Health and Human Services (the
“Secretary”) for purposes of determining BUSINESS ASSOCIATE’s compliance with HIPAA
[45 C.F.R. Section 164.504(e)(2)(i)(I)]. BUSINESS ASSOCIATE shall provide COUNTY a
copy of any Protected Information and other documents and records that BUSINESS
ASSOCIATE provides to the Secretary concurrently with providing such Protected Information to
the Secretary.

Minimum Necessary. BUSINESS ASSOCIATES, its agents and subcontractors shall request,
use and disclose only the minimum amount of Protected Information necessary to accomplish the
purpose of the request, use or disclosure. [42 U.S.C. Section 17935(b); 45 C.F.R. Section
164.514(d)]. BUSINESS ASSOCIATE understands and agrees that the definition of “minimum
necessary” is in flux and shall keep itself informed of guidance issued by the Secretary with
respect to what constitutes “minimum necessary.”

. Data Ownership. BUSINESS ASSOCIATE understands that BUSINESS ASSOCIATE has no
ownership rights with respect to the Protected Information.

Notification of Possible Breach. BUSINESS ASSOCIATE shall notify COUNTY within twenty-
four (24) hours of any suspected or actual breach of Protected Information; any use or disclosure
. of Protected Information not permitted by the Agreement; any security incident (i.e., any
attempted or successful unauthorized access, use, disclosure, modification, or destruction of
information or interference with system operations in an information system) related to Protected
Information, and any actual or suspected use or disclosure of data in violation of any applicable
federal or state laws by BUSINESS ASSOCIATE or its agents or subcontractors. The notification
shall include, to the extent possible, the identification of each individual whose unsecured
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Protected Information has been, or is reasonably believed by the BUSINESS ASSOCIATE to
have been accessed, acquired, used, or disclosed, as well as any other available information that
COUNTY is required to include in notification to the individual, the media, the Secretary, and any
other entity under the Breach Notification Rule and any other applicable state or federal laws,
including, but not limited, to 45 C.F.R. Section 164.404 through 45 C.F.R. Section 164.1408, at the
time of the notification required by this paragraph or promptly thereafter as information becomes
available. BUSINESS ASSOCIATE shall take (i) prompt corrective action to cure any
deficiencies and (ii) any action pertaining to unauthorized uses or disclosures required by
applicable federal and state laws. [42 U.S.C. Section 17921; 45 C.F.R. Section
164.504(e)(2)(i1)(C); 45 C.F.R. Section 164.308(b)].

m. Breach Pattern or Practice by Business Associate’s Subcontractors and Agents. Pursuant to
42 U.8.C. Section 17934(b) and 45 C.F.R. Section 164.504(e)(1)(ii), if BUSINESS ASSOCIATE
knows of a pattern or activity or practice of a subcontractor or agent that constitutes a material
breach or violation of the subcontractor or agent’s obligations under the Agreement or other
arrangement, BUSINESS ASSOCIATE must take reasonable steps to cure the breach or end the
violation. If the steps are unsuccessful, BUSINESS ASSOCIATE must terminate the Agreement
or other arrangement if feasible. BUSINESS ASSOCIATE shall provide written notice to
COUNTY of any pattern of activity or practice of a subcontractor or agent that BUSINESS
ASSOCIATE believes constitutes a material breach or violation of the subcontractor or agent’s
obligations under the Agreement or other arrangement within five (5) days of discovery and shall
meet with COUNTY to discuss and attempt to resolve the problem as one of the reasonable steps
to cure the breach or end the violation.

n. Audits, Inspection and Enforcement. Within ten (10) days of a request by COUNTY,
BUSINESS ASSOCIATE and its agents and subcontractors shall allow COUNTY or its agents or
subcontractors to conduct a reasonable inspection of the facilities, systems, books, records,
agreements, policies and procedures relating to the use or disclosure of Protected Information
pursuant to this Agreement for the purpose of determining whether BUSINESS ASSOCIATE has
complied with this Agreement or maintains adequate security safeguards. BUSINESS
ASSOCIATE shall notify COUNTY within five (5) days of learming that BUSINESS
ASSOCIATE has become the subject of an audit, compliance review, or complaint investigation
by the Office for Civil Rights or other state or federal government entity.

3. Termination

a. Material Breach. A breach by BUSINESS ASSOCIATE of any provision of this Agreement, as
determined by COUNTY, shall constitute a material breach of the Agreement and shall provide
grounds for immediate termination of the Agreement, any provision in the Agreement to the
contrary notwithstanding. [45 C.F.R. Section 164.504(e)(2)(iii)].

b. Effect of Termination. Upon termination of the Agreement for any reason, BUSINESS
ASSOCIATE shall, at the option of COUNTY, return or destroy all Protected Information that
BUSINESS ASSOCIATE or its agents or subcontractors still maintain in any form, and shall
retain no copies of such Protected Information. If return or destruction is not feasible, as
determined by COUNTY, BUSINESS ASSOCIATE shall continue to extend the protections of
Section 2 of this Agreement to such information, and limit further use and disclosure of such PHI
to those purposes that make the return or destruction of the information infeasible [45 C.F.R.
Section 164.504(e)(i1)(2){(1)]. If COUNTY elects destruction of the PHI, BUSINESS ASSOCIATE
shall certify in writing to COUNTY that such PHI has been destroyed in accordance with the
Secretary’s guidance regarding proper destruction of PHI.
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4. Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that
complies and is consistent with HIPAA, the HITECH Act, and the HIPAA regulations.

IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the dates

hereinafter indicated.

NORTH COAST HEALTH IMPROVEMENT AND INFORMATION NETWORK:

By: Mlm-’ ,/‘& Date:

Name: Ha, o Love

Title: (_EO

By: 7 5\ "k(c Z—_._::\‘- Date:
Name: 2056 MHA ' [ den | Z‘QAU‘\

Title: C.O0O

COUNTY OF HUMBOLDT:

By: Date:

Connie Beck

Director

Department of Health and Human Services
(Pursuant to the authority granted by the
Humboldt County Board of Supervisors on
March 27, 2018)

Al
f G |

2/a/)§
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HEALTH INFORMATION EXCHANGE ORGANIZATION PARTICIPATION AGREEMENT
EXHIBIT B
PARTICIPANT TYPES, DATA TYPES AND PROJECTS, AND OTHER HEALTH
INFORMATION ORGANIZATIONS

Participant Types

Data Types and Projects

—
SR NN SN SN Sy S

Other HIOs

[ ]
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HEALTH INFORMATION EXCHANGE ORGANIZATION PARTICIPATION AGREEMENT

EXHIBIT C
~ ASSOCIATED SOFTWARE AND ASSOCIATED HARDWARE

Hardware: None

Information Technology Services

Standard Interface - LIS Software: Apollo LIMS
Type of Interface: Inbound Laboratory Orders and Results to Open Door Health Ce\nters

NCHIIN Project Management Fee: $75.00/hour. Estimated 33 hours for interface deyelopment, testing
and go live. Scoped cost not to exceed $2500.00. Changes to scope may” ificur additional costs.

Software: ACT.md Care Coordination Platform (Web A

NCHIIN will provide the ACT.md platform to Permanent dn d@ portive Housing and/:;s\sociated
programs (year 3 of a 3 year term): [

Integration between NCHIIN and AGT.md
20 Full-Access Platform Subscnptlons (licenses)
8 Custom Forms

1 Care Plan Template
Data Exports
Migration from Version 1 to Version'2
/ L//

License Feg (year 3 of a.'?;\year term! December,|2018 to Decer}lber42019) —$16,800

I

NCHIIN will prov1de th% following as requestedithrough the term:

i

Addmonal ull- Access latform SL!bscr{pmons (fee’through 2019, $840.00/year (may be prorated)
Additional Custom Forms“and Care Plan\femp)at)es — Current ACT.md fee schedule

Data Exchange Prolect\ K

Project 1: Mental health Chent Datajfo CT md Platform, Initial and Update data.

NCHIIN and DHHS w111 develop data exchange methods between DHHS Mental Health (eHR)
Electronic Health nforf atlon/system (Netsmart Avatar eHR) for populating the ACT.md Care
Coordination Platform/and updating client information for DHHS staff. See Addendum

Cost 33, 000.0 00’
Yearly Maintenance Cost (No maintenance cost for year 1} $150/Year



1.

HEALTH INFORMATION EXCHANGE ORGANIZATION PARTICIPATION AGREEMENT

1.1

1.2

1.3

1.4

EXHIBIT D .
DATA SECURITY REQUIREMENTS

Personnel Controls.

Employee Training. All workforce members who assist in the performance of functions or
activities on behalf of North Coast Health Improvement and Information Exchange Network,
hereinafter referred to as “HIO,” or access or disclose Patient Data, including, without
limitation, Protected Health Information, Personal Information, Personally Identifiable
Information and Medical Information, must complete information privacy and security
training, at least annually, at their own expense. Each workforce member who receives
information privacy and security training must sign a certification indicating the member’s
name and the date on which the training was completed. These certifications must be retained
for a period of six (6) years following expiration or termination of the Participation
Agreement.

Employee Discipline. Appropriate sanctions must be applied against workforce members who
fail to comply with any of the privacy, security and confidentiality requirements contained
herein, including termination of employment where appropriate.

Confidentiality Statement. All persons that will be working with Patient Data must sign a
confidentiality statement that includes, at a minimum, General Use, Security and Privacy
Safeguards, Unacceptable Use and Enforcement Policies. The statement must be signed by the
workforce member prior to gaining access to Patient Data. The statement must be renewed
annually. HIO shall retain each person’s written confidentiality statement for inspection for a
period of six (6) years following expiration or termination of the Participation Agreement.

Background Check. Before a member of the workforce may access Patient Data, a
background screening of that worker must be conducted. The screening should be
commensurate with the risk and magnitude of harm the employee could cause, with more
thorough screening being done for those employees who are authorized to bypass significant
technical and operational security controls. HIO shall retain each workforce member’s
background check documentation for a period of three (3) years following expiration or
termination of the Participation Agreement.

Technical Security Controls.

2.1

2.2

23

24

Workstation and Laptop Encryption. All workstations and laptops that store Patient Data
either directly or temporarily must be encrypted using a FIPS 140-2 certified algorithm which
is 128bit or higher, such as Advanced Encryption Standard (“AES”).

Server Security. Servers containing unencrypted Patient Data must have sufficient
administrative, physical, and technical controls in place to protect that data, based upon a risk
assessment/system security review,

Minimum Necessary. Only the minimum necessary amount of Patient Data required to
perform necessary business functions may be copied, downloaded or exported.

Removable Media Devices. All electronic files that contain Patient Data must be encrypted
when stored on any removable media or portable device, including, without limitation, USB
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2.5

2.6

2.7

2.8

2.9

2.10

2.11

thumb drives, floppies, CD/DVD, Blackberry, backup tapes, etc. Encryption must be a FIPS
140-2 certified algorithm which is 128bit or higher, such as AES.

Antivirus Software. All workstations, laptops and other systems that process and/or store
Patient Data must install and actively use a comprehensive anti-virus software solution with
automatic updates scheduled at least daily.

Patch Management, All workstations, laptops and other systems that process and/or store
Patient Data must have critical security patches applied, with system reboot if necessary.
There must be a documented patch management process which determines installation
timeframe based on risk assessment and vendor recommendations. At a maximum, all
applicable patches must be installed within thirty (30) days of vendor release. Applications
and systems that cannot be patched within the required time frame due to significant
operational reasons must have compensatory controls implemented to minimize risk until the
patches can be installed. Applications and systems that cannot be patched must have
compensatory controls implemented to minimize risk, where possible.

Data Destruction. When no longer needed, all Patient Data must be wiped using the Gutmann
or United States Department of Defense (*DOD”) 5220.22-M (7 Pass) standard or by
degaussing. Media may also be physically destroyed in accordance with NIST Special
Publication 800-88.

User Identification and Password Controls. All users must be issued a unique user name for
accessing Patient Data. Usernames must be promptly disabled, deleted or the password

changed upon the transfer or termination of an employee with knowledge of the password, at

maximum within twenty-four (24) hours. Passwords are not to be shared. Passwords must be
at least eight (8) characters and must be a non-dictionary word. Passwords must not be stored
in readable format on the computer. Passwords must be changed at least every ninety (90)
days, preferably every sixty (60) days. Passwords must be changed if revealed or
compromised. Passwords must be composed of characters from at least three of the following
four groups from the standard keyboard:

Upper case letters (A-Z);

Lower case letters (a-z);

Arabic numerals (0-9);

Non-alphanumeric characters (punctuation symbols).

System Timeout. The system providing access to Patient Data must provide an automatic
timeout, requiring re-authentication after no more than twenty (20) minutes of inactivity.

Warning Banners. All systems providing access to Patient Data must display a waming
banner stating that data is confidential, systems are logged and system use is for business
purposes only by authorized users. Users must be directed to log off the system if they do not
agree with these requirements.

System Logging. The system must maintain an automated audit trail which can identify the
user or system process which alters Patient Data. The audit trail must be date and time
stamped, must log both successful and failed accesses, must be read only and must be
restricted to authorized users. If Patient Data is stored in a database, database logging
functionality must be enabled. Audit trail data must be archived for at least three (3) years
after occurrence.
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2.12 Access Controls. The system providing access to Patient Data must use role based access
controls for all user authentications, enforcing the principle of least privilege.

2.13 Transmission Encryption. All data transmissions of Patient Data outside the secure internal
network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher,
such as AES. Encryption can be end to end at the network level, or the data files containing
Patient Data can be encrypted. This requirement pertains to any type of Patient Data in motion
such as website access, file transfer and E-Mail.

2.14 Intrusion Detection. All systems involved in accessing, holding, transporting and protecting
Patient Data that are accessible via the internet must be protected by a comprehensive intrusion
detection and prevention solution.

Audit Controls.

3.1 System Security Review. HIO must ensure audit control mechanisms that record and examine
system activity are in place. All systems processing and/or storing Patient Data must have at
least an annual system risk assessment/security review which provides assurance that
administrative, physical and technical controls are functioning effectively and providing
adequate levels of protection. Reviews should include vulnerability scanning tools.

3.2 Log Reviews. A]l systems processing and/or storing Patient Data must have a routine
procedure in place to review system logs for unauthorized access.

3.3 Change Control. All systems processing and/or storing Patient Data must have a documented
change control procedure that ensures separation of duties and protects the confidentiality,
integrity and availability of data.

Business Continuity and Disaster Recovery Controls.

4.1 Emergency Mode Operation Plan. HIO must establish a documented plan to enable
continuation of critical business processes and protection of the security of Patient Data held in
an electronic format in the event of an emergency. Emergency means any circumstance or
situation that causes normal computer operations to become unavailable for use in performing
the work required under the Participation Agreement for more than twenty-four (24) hours.

4.2 Data Backup Plan. HIO must have established documented procedures to backup Patient Data
to maintain retrievable exact copies of Patient Data. The plan must include a regular schedule
for making backups, storing backups offsite, an inventory of backup media and an estimate of
the amount of time needed to restore Patient Data should it be lost. At a minimum, the
schedule must be a weekly full backup and monthly offsite storage of data.

Paper Document Controls.

5.1 Supervision of Data. Patient Data in paper form shall not be left unattended at any time,
unless it is locked in a file cabinet, file room, desk or office. Unattended means that
information is not being observed by an employee authorized to access the information.
Patient Data in paper form shall not be left unattended at any time in vehicles or planes and
shall not be checked in baggage on commercial airplanes.

5.2 Escorting Visitors. Visitors to areas where Patient Data is contained shall be escorted, and
Patient Data shall be kept out of sight while visitors are in the area.
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5.3

54

5.5

5.6

Confidential Destruction. Patient Data must be disposed of through confidential means, such
as cross cut shredding and pulverizing.

Removal of Data. Only the minimum necessary amount of Patient Data may be removed from
the premises of HIO except with express written permission from the County of Humboldt.
Patient Data shall not be considered “removed from the premises,” if it is only being
transported from one of HIO’s locations to another of HIO’s locations.

Faxing. Faxes containing Patient Data shall not be left unattended and fax machines shall be
in secure areas. Faxes shall contain a confidentiality statement notifying persons receiving
faxes in error to destroy them. Fax numbers shall be verified with the intended recipient
before sending the fax.

Mailings. Mailings containing Patient Data shall be sealed and secured from damage or
inappropriate viewing of such Patient Data to the extent possible. Mailings which include five
hundred (500) or more individually identifiable records of PHI or PI in a single package shall
be sent using a tracked mailing method which includes verification of delivery and receipt,
unless the prior written permission to use another method is obtained.

/
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Alerts — Any alerts for client care
Admitting/Attending/Discharge physician names

Date of last service (includes service description/ICD10 code)
Mental Health contact phone number

Mental Health contact email address

Date — Date information was extracted

Data for initial and update client data for the ACT.md platform.
Client Demographics

Data Provider(s)

DHHS - Data provided by DHHS 1

Data Recipient(s)

NCHIIN - North Coast Health Information and Improvement Network. Local
HIE Health Information Exchange for County of Humboldt (1ntegrat10t1 with
ACT.md care coordination platform) to provide initial and upda*e datalfor clients
in the platform. % j

Exchange Conditions

JERE—

DHHS and NCHIIN will agree on a secure data transport method to send
encrypted data to NCHIIN. DHHS will send client health data to NCHIIN daily.

Only client data that contains an approvedf lienit ROl on file w111 be-sent. Inthe
event a client revokes thetr ROI approvmg use of the1r personal h/ealt I
information, DHHS will send an electron ¢ record i dlcatmg the ROI approval
change. NCHIIN will mark that chent in ormadlon to not allow any ﬁmflre data
disclosure, NCHIIN w111 continte to dehvera dressed messages contammg PHLI.

| | J
NCHIIN w111 store DHHS client/data for the purpose of prolrldmg data for later
initial and update data[ Lo the ACT.md care oordination platform—for/DHHS
Staff. |

A the healtih i format:Pn arm{es at NCHIIN data center, NCHIIN will perform a
/clitnt ID match process £ lmk/the DHHS Mental Hedlth client to other électronic
system records within theh\l‘\C database to proﬁde an initial and Update Data
by vlyay of exc{la\nge m‘degratlon vsiﬂh 1>C);f\/.1)nd care coordination platform.
\Irigger: NCHITN will onltor Clant’Demogmphlcs and when there is 2 match
w1th a DHHS chent ml the T}ICH]]N repository as a client in the ACT.md
platform ;NCI—[[[N will provtde initial or update data (as appropriate) to the

platf rm/

NOII-HH\} will mal}?am and track deliveries of data provided to out51de care
pI'OJVIdefI'S which will include a record of date, time, client name, approved data
exc farflggpartner and ROI flag value

xlfT/fHIIN will maintain information within the NCHIIN database to ensure the
~‘most’ current client information is provided to the partner agencies.

Permitted Uses * | Client demographic information for DHES case managers using ACT. md
platform for client services.
Authorized Users Employees of Humboldt County DHHS who have been; (i) authenticated and

given access in compliance with NCHIIN HIE Policies and Standards by the
Participant; (ii) accepts responsibility for compliance with the terms of
Participation Agreement; (iii) require access to Data to facilitate the provision of

case management services
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HEALTH INFORMATION EXCHANGE ORGANIZATION PARTICIPATION AGREEMENT

PROJECT ADDENDUM
FACILITY ALERTS, HUMBOLDT COUNTY DEPARTMENT OF HEALTH AND HUMAN
SERVICES PROGRAM INFORMATION EXCHANGE

Project Name and Mental health Client Data for ACT.md Platform, Initial and Update Data
Effective Date Effective:
Data Submitted for Data source used for data elements: DHHS Mental Health (eHR) Electronic
Exchange Health Information system, Netsmart Avatar eHR. (Reporting formats and data
output templates to be developed.) 1
Data elements are provided in ASCII delimitated record format by DHHS for
Community Exchange and Future Programs.
Client Demographics {K J
» Client ID — Netsmart Avatar client’TD
»  First name ( e Ve _
»  Middle name q/\
* Last name '
* Nickname .
»  Address — most recent!Addres sprovided|by client
®  Gender l I
= SSN- Soc1a1 ecurity Number
* DOB - Datd of Birth /
. R(D]\\ Client release of information flag [Y=YES —NO
. Med1cat10ns| Preécrlti?d includu"lg dosage, &equency/date started

' ogram"hiformatlon gtMan aiEn gmto ACT md!'}
o= Progqam/Se ide 1\1ame '

" Cas‘e Manac r/E\’reg,r{arnl z}dmmistratlvefSupport Name
" Chse Managqr/Program Administrative Support Contact Information
Svmperf\"rlrt\ans Psychlatrlc’Facllltv ( Sﬁ Alerts
» SV AdmissiGn Date, Tlme//J &
. SVTDlscharge Date’ T[lfme
. CSU 'Aimission T Date Time
u CSU Dlscharée Date Time
\Mental Health'Dats”
f Dx (diagnosis)
Date/Sf last service (includes service description/ICD10 code)
Medications prescribed including dosage, frequency, date started
v Allergies — List of known allergies
» Admitting/Attending/Discharge Clinician names
» Clinician Centact Information
» Mental Health contact name
»  Mental Health contact phone number
»  Mental Health contact email address
= Alerts — Any alerts for client care
]

/ N
@

Notes — Informational notes to support quality care
Other information

Allergies — List of known allergies

Basic diagnosis information (admitting, discharge)
Notes — Informational notes to support quality care
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Specific Safeguards All Participants shall adhere to the HIE Policies, Procedures and Standards 1.1
and Privacy available at http://nchiin.org.
Requirements
Licensed Software ACT.md Care Coordination Software
Certification N.A,
Requirements
Definitions for Project | 1. “Record” means all communications related to a Client’s information that are
Addendum recorded in any form or medium and that are maintained by the Department,
HEALTH INFORMATION EXCHANGE PARTICIPANT
By By: //’\1
Martin Love Connie Beck f/’~] |
Chief Executive Officer DHHS Director |
Date: Date: _¢ "
By: NLE REQUIRETGI“ENTS APRROVED:
Name:
Title:
Date:
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NORTH12 OP ID: EK
ACORD CERTIFICATE OF LIABILITY INSURANCE " oarzsizot7

THIS CERTIFICATE IS ISSUED AS A MATTER CF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE FOLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the

certificate holder in lieu of such endorsement(s).

PRODUCER

Brakke-Schafnitz Ins. Brokers
License #0K07568

28202 Cabot Road, Suite 600
Laguna Niguel, CA 82677-1251

RANIACT gteve P. Burkhalter
| PHONE - 948-365-5100
RnaEss: steve.burkhalter@sig.us

[FRX o 949.365.5161

Steve P. Burkhalter INSURER(S) AFFORDING COVERAGE NAIC &
wsurer A: Ohio Security Insurance Co 24082
INSURED North Coast Health Improvement INSURER B :
and Information Network
2662 Harris Street INSURER C:
Eureka, CA 95503 INSURER D :
INSURER E 1
INSURER F ¢
COVERAGES CERTIFICATE NUMBER: REVISION-NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM CR CONDITICN OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFCRDED BY THE PCLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

INSR KOO BUBR FOLICY EEF | POLICY EXP
LTR TYPE OF INSURANCE INSD [wvp POLICY NUMBER (MMDD/YYYY) [(MMDDIYYYY) LTS
A | X | commerciaL GENERAL LiasiLTY EACH OCCURRENGE 3 1,000,000
A T RENT,
| cLamsmane [ X] occur X | X |BKsS55988238 0611512017 | 061152018 | DARACEIORENTED T 500,000
_— MED EXP (Any one person) 5 15,000
L PERSONAL 8 ADVINJURY | § 4,000,0004
GEN'L AGGREGATE LIMIT APPLIES PER: N GENERAL AGGREGATE 3 2,000,008
roviey [ | BS []iec PRODUCTS - COMPIOP AGG | § 1,000,000
OTHER: s
COMBINED SINGLE LIMIT
AUTOMOBILE LIARILITY Ay $
ANY AUTO BODILY INJURY (Perperson) | §
ALL OWNED SCHEDULED BODILY INJURY (Per accitent)| $
] NON-OWNED FROPERTY DAMAGE s
HIRED AUTOS AUTOS {Per accidant)
s
UMBRELLA LIAS OCCUR EACH OCCURRENCE g
EXCESS LIAB CLAIMS-MADE| AGGREGATE s
pep | | retenmons s
WORKERS COMPENSATION PER OTH-
AND EMPLOYERS' LIABILITY YIN | Sifnre | |5
ANY PROPRIETORPARTNEREXECUTIVE E.L. EACH ACCIDENT s
OFFICER/MEMBER EXCLUDED? I:l N/A
{Mandatory In NH) EL. DISEASE - EA EMPLOYER $
If yes, describe under
DESCRIPTION OF CPERATIONS below. EL. DISEASE- POLCYLMIT | §

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 131, Additional Remarks Schedule, may be attached if more space Is required)

It is agreed Certificate Holder is additional insured under the General

Liability Policy as required by written contract per attached #CG88100413.

r

CERTIFICATE HOLDER

CANCELLATION

STJOSEP

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

[

AUTHORIZED REPRESENTATIVE

Py

ACORD 25 (2014/01)

© 1988-2014 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



