
Exhibit F, Attachment B

INFORMATION EXCHANGE AGREEMENT
BETWEEN

THE SOCIAL SECURITY ADMINISTRATION (SSA)
AND

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

A. PURPOSE: The purpose of this Information Exchange Agreement ("lEA") is to establish
terms, conditions, and safeguards under which SSA will disclose to the State Agency certain
information, records, or data (herein "data") to assist the State Agency in administering
certain federally funded, state-administered benefit programs (including state-funded state
supplernentary payment programs under Title XVI of the Social Security Act) identified in
this lEA. By entering into this lEA, the State Agency agrees to comply with;

the terms ̂ "^onditions set forth in the Computer Matching and Privacy Protection Act
Agreement ( CMPPA Agreement") attached as Attachment 1, governing the State
Agency s use of the data disclosed from SSA's Privacy Act System of Records; and
all other terms and conditions set forth in this lEA and Attachments 2 through 6.

PROGRAMS AND DATA EXCHANGE SYSTEMS: (1) The State Agency will use the
data recei ved or accessed from SSA under this lEA for the purpose of administering the
federally funded, state-administered programs identified in Table 1 below In Table 1 the
State Agency has identified: (a) each federally funded, state-administered program thai it
administers; and (b) each SSA data exchange system to which the State Agencv needs access
in order to administer the identified program. The list of SSA's data exchange'systems is
ttached as Attachment 2. Attachment 2 provides a brief explanation of each system as
well as use parameters, as necessary.

TABLE I

B.

FEDERALLY FUNDED BENEFIT programs' 1
Program SSA Data Exchange Svstemf^)

^ Medicaid BENDEX/SDX/SVES IV/SOLQ/SVES-1-
Citizenship/Quarters of Coverage/PUPS

□ Temporary Assistance to Needy Families
(TANF)

U Supplemental Nutrition Assistance Program
(SNAP- formally Food Stamps)

Q Unemployment Compensation

Q State Child Support Agency
LJ Low-Income Home Energy Assistance

Program (LI-HEAP)

□ Workers Compensation

□ Vocational Rehabilitation Services

m
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D Foster C«re (IV-E)

BENDEX^X/SVES,V.SVES-,C.H»n...„□ WoiMti, Infants and OilMref, (w.i.c.)
Q Medicare Savtngt Programs (MSP)

I.1S nit

Me<»lcare ii44{0utreich)
ra ^ l^irarc II«Oulreicb Filt

siw. 1 —FfOftfamriuyramMedi-Cat Access Program (MUP) f^WM&change SvitiwiitT
8EN0EX/iDX/Sve IV

c. program 01 FSTIONN'aIRF. p
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using .he- dm iransTi^Itr. SwJ j "EA
Table 2

□  vsi„ be tnmMnitU-d direcl, be.wocn SSA .nd ,hc Sute Agencv.
1VCalifon,ia Office ofTechnolog,<1TMS). a «x-ure n«cha„is„. ap;::^ bv SSA 'f^'sr ' T'" Sysa-m"and ihc State Agency pursnan. lo the Stati SIC Ai^em ■m'' """

«, ,0 an agtecnten. Nnwecn SSA and CMS a-gardg of^e ntb'"'

treatment, and sttfegnarding of data n«rr ih- Pri ' ''"7'-' "imi't'ions on u.te,intended by the C omputer Mmchta !l Pri! f p'" ^ x>2a). aa
Management and Budget guidelines the Feder^l lnf"'^""'' <>{2002 (44 C,S.C. S 2541. cS seaT^nd 'nfontwiton Security .Management Act of
gmdellnes. In addition, the State Agency yvilJ comnl ^^n'cc "nd TechnologyExchange Security Rcguircmcnts ̂ t^'p^cto Information'-
Electronic Infomiiilion with the .S<k«iI Wurit\ a I ■ - ■ Agencies Exchanging
EMS Hub, aiiached as Au^chmrnt * The SSA. inmsmmetl via
Atfacbmcni 4 yt this II-A prevail for ill SS \ V (^onimls ideniillcd under
in l ahlc I of du. IM. 'y Agency, as idcmiHcd
lax InformaUon Sccuriiv Guidelines for l edo'nl s. niso comply with the107.5, published by the SeVretarv o, I '^B-^«cieV Publication

Revenue Service tlRS» website* hitn ^'www it? at iliv following Internal
iyb„c.,i„ I. '«■ '«b

^TATE AffENG\ 'S RESPONsiliti iTtL'42 n.10 SSA field Officx-s lo obtain daia lhai'lhc Slate Aecncv
IE A in accordance with fable I \y hcte disoaririe ft under thistnd SSA-a dam. the State .Agency w.^mfcc .rt nowT .■"'^■^''"'^■'"PPlied data
10 tut SSA field office: " referring the indit idual

,,4 "•.
St.

■m
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• Check its records to be sure thai the data ot the original submission has not chanced (o e.
last iiamc recently changed):

•  C.ontact the incti>'iduai it* verily the data submilicd is accurate! and,
• Consult wiih tlw SSA Regional OtTicc Contact to discuss <*ptioHs before advising

individuttK lo contact $SA for rcwiution. The Regional Oltlce Conlaci will inform the
State Agency of ihc current protocol ihnmgh which the individual should contact SSA.
i.c,. visiting [he field ofiicc, calling the national network service number, or creating an
online account v ia my Social Security.

G. TONTRACTOR/AGENT RESPONSIBILITIES: Tlie Stale Ajtcncy will restrict access to
the data obtained from SSA to only those auilK>fized Stale employees, coniraetoni and
^ents who need such data m pcrtbrm their otJicial duties m coiuJcction with purposes
identified m this IhA. At SSA's request, the State Agency will obtain from each of its
contractors and agents a current list of the cntpioyees of its contractors and agents who have
.access to SSA duia disclos^'d under this ItA. The State Agency wil( require its contractors,
agcnis. and all emp1o)ecs ol such ctmiraciors or agents with authorised access to the SSA
data disclosed under this IRA. to comply with the terms and condiiions set forth in this IHA,
and not to duplicate, disscminaic, or disclose such data wiihom obtaining SSA's prior written
uppreval. In addition, the State Agency will comply with Ihc Iimiiaiions on use, duplication.
lUid rntisclowc of SSA Jala set forth in Section IX . of the CMPPA Agiccmcnl c.qxcinlly
With respect to its contractors and agents.

H. SAFEGI'ARDIM; and RKPORTING RKSPONSIBIIJTIES Ff)H PI RSONALI V
IDFNTIFIABI.F INFORMATION rPiP): n kmjaally

I. Ihc Slate Agcney will ensure that its employees, contractors, and agents:
a. properly safeguard PI I furnished by SSA under thi.s IHA from loss, ihefi. or

inadvertent disclosure:
b. understand thai they are fesix»nsihlc for safeguarding this information ai all limes.

regardless of whether or not the State employee, contractor, or agent is at his or her
regular dutv station:

c. ensure thai laptops and other electronic dc\ iccs/mcdia containing Pl| are encrypted
and'or pfLssword protected;

d. send emails containing PII only if encrypted or if to and from addresses that arc
secure; and

e. limit disclosure of the mtormaiion and details relating to a PII loss only to those with
a need to know. ^

2. If an cmployix- of ihc Stale Agency or on employee of the State Agency "s contractor or
agent becomes aware of suspected or actual loss of PII, he or .she mu,sl immediaielv
eomaet the State Agency official lesponsible for Sysleni.s Security designated below or
hi.s or her delegate, fhat Slate Agency official or delegate mast then notify tlie SSA
Regional (.tltlce Coritaei and the SSA Systems Securits Contact identified below If for
any rca.so.i, the ivsponsihle State Agency official or delegate Is unable to notifv the SSA
Regional O^lficc or the SSA Systems Security Contact within I hour, iIk- rcsixrnsible Stale
Agency onicial or delegate mu,sl rcpon the incident bv contaetmg SSA's National
Network Service Center at l-877^<)7-4«89. Hie respon,sihlc Slate Agency official or
delegate will use lite worksheet, ailaehcd as Altaehnicnl 6, to quickly gather and

'  4
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orgiini/c inlbrmaiion aKiui ihc inckteni The respoosihlc Slate Ag*mcy oflleial or
Jclcgalc mw5l jKov ide to SSA itnicl) updates as any additional tatbnmilion about the loss
of PII bceoincs available.

3. SSA make ihc rtcccssaty contact within SSA to file a formal report in accordance
with SSA proccdurcii. SSA will notify the Dcpartnieni of Homeland Security's United
Stales Computer hmcrgcncy Readiness learn if loss or jx>tcmial loss of PII related to a
dam exchange under this IHA occurs.

4. If the State Agency experiences a loss or breach of data, it will dctcmiinc whether or not
to pn)\ idc notice to mdividuois whose data has been lost or breached and bear any costs
associated with the notice iw an> mitigation.

I. POINTS OF CONTACT:

FOR SSA

Sao Fraacisco Regional OfTkc:
NaiKv IkMjon
Dam Exchange ( oordinator
f'rank Hsgcl federal Building
1221 Nevin Avenue

Richmond. CA 9480]

Phone: (310)9711-8256
Fax: (510)^70-8101
Email: Nancv.Borionrrt'ssa.gov

Program and Policy Usucm;
Michael VV ilkins

State Liaison Program Miinagcr
OfiTce of Retirement and Disability Policy
Office of Dam Exchange smd Policy
Publicalions

Office of Data Excliange
3609 /\nnex Building
640! Security Btmlesard
Bahimore, MI) 212.15

Phone: {4lO)%t>-4965

Fax; (410)%6-4054
Email: Michael.WilkinR''g''Ma-gQ\

Systems Issues:
Michelle J. Anderson. Branch Chief

DBIAE'Daia luxchunge and Verification
Branch

Data Exchange Issues:
Sarah Reagan
Oovernmeni Infomialion Specialist
Office of the General Counsel

Office of Privacy and Disclosure
617 Alimeyer
6401 Security Boulcvanl
Baliiniorc, MD 21235

Phone: (410)965-9127
Fox: 1410)594-0115
Email: Sarah.Rcaflan^t/^ssa.gov

Systems Security Issues:
Scan Flagan, Acting Director
Divi.sion of Compliance and
Assessments

Office of Information Security
Office of Systems
Swial Security Administration
.1829 Annex Building
f>40l Security Boulcv aid
Baiiimarc. MD 2! 235

Phone; <410)965-4519
Fax: (410)597-0845
Email; S*sin HaituivS sx
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Office of Information Icchnotoi^y Husim.'ss
Support

Office o( Systems
.1-D-l Robert M. Ball Building
6401 Securit) Boulcsard
Baltimore, VfO 21235

Phone; (410)%5-5943
lax: (410)966-3147

Email:

FOR S fA IE AGENCY

Agreement iMues;

Rockv Evmw

Chief. Eligibility Admini-Uralion Section
program Review Branch
Mcdi-Cal Eligibility Division (MCED)
1501 Capitol Avenue
Sacramento. CA 95814

Phone: (916)3)9-8434

Fax: (916)552-9477
Eniflil:

Technical Issues:

YK Cbalamcheria

Chief. Application Development &
SupiKiri Branch
Enicrrprisc liinovmive Technology
Services! ITU S)
1.501 Capitol Avenue
Sacnimouio, CA 95814

Phone: (916)32241044
Fax: (916)440-7065
Email: ^TC-C-l^ilamcherla ̂  dhcs.ca.gov

Scan Wicland

Chief, Business & Application
Inicgratian Section
F.nterpri.se Inm^vativc Tcchnolog)
Services I EMS)
1501 Capitol Avenue
Sacramento. CA 95814

Phone: (916)550-7088
Fax: (916)440-7065

Email: ScanAVieland^/dhcs.ca.gov

.1. DlIfCATION: the effective date of this lEA is March ft. 2017. This lEA will remain in
effect for as long as: (I) a CMPPA Agrmneni governing this lEA is in effect between SSA
and the State or the State Agency; ami (2) the State Agency submits a certification in
accordance with Section K. below at least 30 days before the expiration and renewal of such
CMPPA Agreement.

K. CERTIFICATION AND PROGR.YM ( IIANCES: At least 30 days before the expiration
and renewal ol the State CMPPA Agrccineni governing this lE/V the Stale Agency will
certify in wTiiing to SSA lliai: (I) It is in compliance w iih the terms and conditions of this
lEA; (2) the datii exchange processes under this lEA have been and will be conducted
without change; and (3) it will, upon SSA*s request, provide audit reports or other documents
that demonstrate review and oversight activities. 11"there arc substantive changes in any of
the programs or data exchange processes listed in this IF A. tite parties will modify the Iea in

6
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accordance with Section L. below and the State Agency will submit for SSA's approval iww
program tiucsiionnaincs under Section C. above describing such changes prior to using SSA's
data lu adntinlstcr such new or changed program.

L. MODIFICATION: Modilications to ibis lEA must be in writing and agreed lu by the
panics.

M. TKRMINATION: The parties may tcrminuic this lEA at an) time upon mutual WTillcn
consent. In addition, either part) may unitaleraity terminate this IF A upon 90 days advance
written notice to the other party. Such unilateral termination will be cfTectivc 90 days after
the dale of the notice, or at a later date specified in the notice.

SSA may immediately and unilaterally suspend ilw data Ilinv under this lEA, or terminate
this IFA. if SSA, in its sole discretion, determines that the Slate Agency (including its
employees, ccmtraciors. and agcni.s) has: (I) made an imauihori/xd use or disclosure of
SSA-supplicd data; or (21 violiUcd or failed to follow the lerrns and conditions of this IFA Or
ibeCMPPA Agreement-

N. INTEGRATION: This lEA, including all attachments, constitutes the entire agreement of
the parties with respect to its subject matter. There ha\ c been no representations, warranties,
or promises mudc outside ol this IFA Ihis IF.A shall lake precedence over any other
document that may be in conflict with it.

ATIACHMENTS

1 - CMPPA Agreement
2 - SSA Data Exchange Systems
3 - Systems Security Rcnuirements for SSA Wch Acccs\ to SSA Information

Through ICON
4 - Electronic Informuiion Exchange Security Requirements and Procedures for State and

I^al Agencies Exchanging Electronic l^brmaiion with the Social Security
Administration

5 - Security Certification Requirements for ase of the SSA IXua Set 1 ransmittcd via CMS*
Hub

6 - PII Loss Reporting >^'orkshccl
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O. AUTHORIZED SIGNA ITfRES: The signatories below wajrani and represent thai they
liavc competent authoril) on bchaU'of their respective agency to enter into the oblieatiotts sel
forth in this H A.

Srx:iAK SECURfTY ADMTiNISTRATION
REGION IX

I. Kim

Regional Commis.sioner

05j
Date

THE CALIFORNIA DEPARTMIHsn OE IIF^I.TIt CARE SFRVK I S

~  .h'
Jennifer Kj^i
I>irccior, qdjlifomia Dcpannieni trf Health Care Services

Date
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2017 iEA Cenrt^icAnoH oc Compuahcc

(lEA/f)

CERTIFICATION OF COMPLIANCE
FOR

THE INFORMATION EXCHANtJE AGREEMENT
BETWEEN

THE SOQAL SECURITY ADMINISTRATION (SSAJ
AND

THE CAUTORNIA DEPARTMENT OF IIFALTH CARE SERVICF^ (STATE
AGENCY)

(Siute .4.(»t'nrv I.eveh

In accordance with the terms of the Information Exchange Agreement (lEA/F) between SSA and
the Stale Agency, the State Agency, through its authorized represenUlive, hereby certifies that,
as of ibc date of this certification:

L The Slate Agency Is in compliance with the terms and conditions of (he lEA/F;

2. The Slate Agency has conducted the data exchange processes under the lEA/F without
cbangis, except as modified in accordance with the lEA/F:

3. The State Agency will continue to conduct the data exchange processCsS under the lEA/F
without change, except as may be modified in accordance with the lEA/F;

4. Upon SSA*s request, titc State Agency will provide audit reports or other documents that
demonstrate compliance with the review and oversight activities required under the
lEA/F and the governing Computer Matching and Privacy Protection Act Agreement;
and

5. In compliance with the requirements of the "Elctnronic Information Exchange Security
Requirements and Procedures for Stale and Local Agencies Exchanging Electronic
Information with the Social Security Administration" (last updated July 2015)
Attachment 4 to the lEAT, as periodically updated by SSA, the Slate Agency has not
made any changes in the following areas that ct>uld poicniially affect the security of SSA
data:

• General System Security Design and Operating Finvironmeni
• System Access Control
• Automated Audit Trail

• Monitoring and Anomaly Detection
• Management Oversight
• Data and Communications Security
• Contractors of Electronic Information Exchange Partners
• Cloud Service Providers for Electronic Information Exchange Partners
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2017 TEA crnmarioM or comkiahcf

(tfA/F)

The State Agency will submit an updated Security Design Plan ai least 30 days prior lo
making any changes to the areas listed above and provide updated coniractof employee
lists before allowing new employees* access to SSA provided data.

6. The Stale Agency agrees that use of computer technology to transfer the data is more
economical, efficient, and faster than using a manual process. As such, the State Agency
will continue lo utilize data exchange lo obtain data it needs to administer the programs
for which it is authorized, under the lEA/F. Further, before dimcting an individual to an
SSA field office to obtain data, the State Agency will verify that the information it
submitted lo SSA via data exchange is correct, and verify with the individual that the
information lu:,i'she supplied is accurate. The use of electronic data exchange cxpc^ics
program udmuiistration and limits SSA field office traffic.

The signatory bcIow warranLs and represents that he or she is u representative of the Stale
Agency duly authorized to make this ceriiricaiion on behalf of the State Agency.

DEPARTMENT OF UEALTU CARE SERVICES OF CAUFCJRNIA

Jennifer Kent

Director

Sj /iT-
Date
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ATTACHMENT 1

COMPUTER MATCHING AND PRIVACY PROTECTION ACT AGREEMENT

(CMPPA)
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COMPirreR MAICIIING AND PRIVACY PROTCCTION ACT AGREEMENT
betwkhn

THE SOCIAL SECURITY ADMINISTRATION
AND

the health and human services agency
OF CALIFORNIA

I. Purpose and Ugal Auttiorit>

A. Purpose

Computer Matching and Privacy Protection Act (CMPPA) Agreement
(^ement) bct%vcen the Social Security Administration (SSA) and the Health
and Human Services Agency of California (State Agency) sets forth the terms and
conditions governing disclosures of records, information, or data (collectively

Sv'fi^lr "n""* that administ'erstedcraUy funded benefit programs, mcludmg those under various provisions of the
Social S^nty Act (Act), such as section 1137 (42 U.S.C. § 1320b-.7) as well as
tne state-funded stale supplementary payment programs under Title XVI of the
c . he terms and conditions of this Agreement ensure that SSA makes such

wiA^h^"- tl^ta. in accordance
1988. 5 iTs'c^":^" Privacy Act of 1974, as amended by the CMPPA of

dl^Mi^'ver fi' '«»"«=ciigibiinj verification system to admmister specified federally funded benefit

LTTi^,Tvf *mentai> payment pmgram.s
m ̂  I.. deteraining entitlement10 ̂  eligibility for benefits under those programs, as well as other federally
fimtfed benefit programs. SSA discloses certain data about applicants (and in
from SSTp""''"™?' e applicant's household), for state benefits

B. Legal Authority

SSA's authority to disclose data and the State Agency's authority to collect
maintain, and use data protected under SSA SORs for specified purposes is:

•  Sections 453.1106(1>), and 1! 37 of the Act (42 U.S.C. §§ 6S3, 1306(b)
and 1320b-7) (income and eligibility verification data);•  26 U.S.C. § 6)03(1X7) and (8) (tax return data):

•  Section 202(xK3KBXiv) of the Act (42 U.S.C. § 402(x)(3KBKiv)> and
Section l6II(e)(lKlKiii)ofthcAct(42 U.S.C § l382(eKlHlKiii))
(prisoner data); \ a /r
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•  Section 205(rK3) of the Act (42 U.S.C. § 405(rX3)) and die Intelligence
Reform and Terrorism Prevention Acl of 2004. Pub. L. 108-458.
§ 72i3(aX2) (death data);

•  Sections 402.412.421, and 435 of Pub. L. 104-193 (8 U.S.C. §§ 1612,
1622, 1631,and 1645) (quarters of coverage data);

• Children's Health Insurance Program Reauthori/aiion Acl of 2009
(CHIPRA). Pub. 111-3 (citizenship data): and

•  Routine use exception to the Privacy Act. 5 U.S.C. § 552a(bK3) (data
necessary to administer other programs compatible with SSA programs).

This Agreement lurther carries out section 1106(a) of the Act (42 U.S.C. § 1306).
the regulations promulgated pursuant to that section (20 C.F.R. Part 401), the
Privacy Act of 1974 (5 U.S.C. § 552a). as amended by the CMPPA, related Office
of Management and Budget (0MB) guidelines, the F^cral Infonnalion Security
Management Act of 2002 (FISMA) (44 U.S.C. § 3541. et scq.), as amended by *
the Federal Information Security M4>demization Act of 2014 (Pub. L 113-283);
and rclaicd National Institute of Standards and Technology (NIST) guidelirres,'
which provide the requirements that the Stale Agency must follow with regard to
use, treatment and s^eguarding of data.

n. Scope

A. The State Agency will comply with the terms and conditions of this Agreement
and the Privacy Act as amended by the CMPPA.

B. The Stale Agency will c.xccuic an Information Exchange Agreement (lEA) with
SSA. documenting additional terms and conditions applicable lo those specific
data exchanges, including the particular benefit programs admimstered by the
State Agency, the data elements that will be disclosed, and the data protection
requircmenla implemented lo assist tlic State Agency in the administration of
those programs.

C. The State Agency will use the SSA data governed by this Agreement to determine
entitlement and eligibility of individuals for one or more offi>c following
programs, which are specifically identified in the IBA:

1. Temporary Assistance lo Needy Families (TANK) program under Part A
of l itle IV of the Act;

2. Mcdicaid provided under an approved Slate plan or an approved waiver under
1 itic XIX of the Act;

3. Stale Children's Health lasurartcc Program (CHIP) under Title XXI of
the Act, as amended by the Children's Health Insurance Program

Acl of2009;
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4. Supplemental Nutritional Assistance Program (SNAP) under the Food Stamo
Aetofl977(7U.S.C.§20ll,etseq,);

5. Women, Infants and Children Program (WIC) under the Child Nutrition Act
of 1966 (42 U.S.C. § 1771. ci scq.);

6. Medicare Savings Programs (MSP) under 42 U.S.C. § l396a(10KH);
7. Unemployment Compensation programs provided under a state law described

in section 3304 of the Internal Revenue Code of 1954;
tow Income Healing and f-ncrgy Assistance (UHEAP or home energy
grams) program under 42 U.S.C. § 8621;

9. Slatc-administcrcd supplemcmaiy pa>Tnenls of the type described in
section 1616(a) of the Act;

10. Programs under a plan approved under Titles t X» XIV. or XVI of the Act;
11. Fo^er Care and Adoption Assistance under Title IV of the Act;
12. Child Support Hnforcement programs under section 453 of the Act

(42 U.S.C. § 653);
13. Other applicable federally funded programs administered bv the State Agcncv'

under Titles I, IV. X XIV, XVI. XVni. XIX, XX, and XXI of the Act; and
14. .Any other federally ftmdcd programs administered by the Sute Agency that

arc compatible with SSA's programs.

D. The State Agency will ensure that SSA data disclosed for the specific purpose of
adnunistering a particular federally funded benefit program Is used only to
administer lliai program.

HI. Justification and Expected Kesulu

A. Justification

This Agrccnicm and related data exchanges with the State Agency arc necessary
for SSA to assist the State Agency in its administration of federally funded bencfil
prograrns by providing the data required to accurately determine entitlement and
eligibility of individuals for benefits provided under these programs. SSA uses
computer technology to transfer the data because it is more economical. etTicieni,
and faster than using manual processes.

B Expected Results

The State Agency will use the data provided by SSA to impnnc public service
and propm efficiency and integrity. The use of SSA data expedites the
application process and ensures that benefits arc awarded only to applicants that
satisfy the State Agency's program criteria. A cost-benefit analysis for the
exchange made under this Agreement is not required in accordance with the
determination by the SSA Data Integrity Board (DIB) to waive such analysis
pursuant to 5 U.S.C. § 552a(u)(4XB).
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IV« Record Description

A. Systems of Rjecords{SOR)

SSA SORs used for purposes of the subject data exchanges include:

• 60-0058 — Master Files of SSN Holders and SSN Applications;
• 60-0059" Earnings Recording and Self-Hmployrneni Income System;
• 60-0090 " Master Benc(iciar>' Record;
• 60-0103- Supplenwntal Security Income Record (SSR) and Special

Veterans Benefits (SVB);
• 60-0269 - Prisoner Update Processing System (PUPS); and
• 60-0321 " Medicare Part D and Part D Subsidy File.

The State Agency will only use the tax return data contained in SOR 60-0059
(Earnings Recording and Sclf-EmploTnent Income System) in accordance with
26U.S.C. §6103.

B. Data Elements

Data elements disclosed in computer matching go\*cmcd by this Agreement arc
Personally Identifiable Information (PII) from specified SSA SORs. including
names, SSNs. addresses, amounts, and other information related to SSA benefits
and earnings information. Specific listings of data elements arc available at:

htiD://www.ssa.po\/datatfxchangc/

C. Number of Records Involved

The maximum number of records involved in this matching activity is the number
of records maintained in SSA's SORs listed above in Section IV. A.

V- Notice and Opportunity to Contest Procedures

A. Notice to Applicants

The State Agency will noiifj- all individuals who apply for federally funded,
state-administered benefits that any data they provide are subject to verification
through computer matching with SSA, The State Agency and SSA will provide
such notice through appropriate language primed on application forms or separate
handouts.
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B. Notice to Beneficianes/Recipicnts'^Annuitant';

The Slate Agency w ill provide notice to beneficiaries, recipienis. and annuitants
under the programs covered by this Agreement informing ihcm of ongoing
compuicr matching with SSA. SSA will provide such notice through publication
in the Federal Register and periodic mailings to all beneficiaries, recipients, and
annuitants describing SSA's matching activities.

C. Opportunity to Contest

The Slate Agency will not terminate, suspend, reduce, deny, or take other adverse
action against an applicant for or recipiem of federally funded, statc-administeied
benefits based on data disclosed by SSA from iu SORs until the indi\iduaJ is
notified in writing of the potential adverse action and provided an opportunity to
contest the planned action. '^Adverse action" means any action that results in a
termination, suspension, reduction, or final denial of eligibility, payment, or
benefit. Such notices will;

1. Inform the individual of the match findings and the opportunity to contest
these findings;

2. Give the individual until the expiration of any time period established for the
relevant program by a statute or regulation for the individual to respond to
the notice. If no such time period is established by a statute or regulation for
the program, a 30-day period will be provided. The lime period begins on
the date on which notice is mailed or otherwise provided to the individual to
respond; and

3. Clearly stale that unless the individual responds to the notice in the required
time period, the State .Agency will conclude that the SSA data arc correct and
will effectuate the planned action or otherwise make the necessary
a<yusiment to the individual's benefit or entitlement.

VI, Records Accuracy Assessment and Vcrincation Procedures

Pursuant to 5 tfS.C. § 552a(pH 1 KA)(ii). SSA's DIB has determined that the State
Agency may use SSA's benefit data without independent verification. SSA has
independently assessed the accuracy of its benefits data to be more than 99 percent
accurate when the benefit record is created.

Prisoner and death daia, some of which is not independently verified by SSA, does
not have the same degree of accuracy as SSA's benefit data. Therefore, the State
Agency must independenily verify these data through applicable State verification
procedures and the notice and opportunity to contest procedures specified in
Section V of this Agreement before taking any adverse action against any individual
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Based on SSA's Omcc of Oua!il>- Review "Fiscal Year 20! 4 Enumeration Accuracy
Report" the SSA Enumeration System database (the Master Files of SSN Holders
and SSN Applications System) used for SSN matching is 99 percent accurate for
records updated by SSA employees.

Individuals applying for SSNs report their citizenship status at the time they apply for
their SSNs. There is no obligation for an individual to report to SSA a change in his
or her immigration status until he or she files for a Swial Security benefit. The State
Agency must independently verify citizenship data Ihrou^ applicable Slate
verification procedures and the notice and opportunity to contest procedures ̂ jecUicd
in Section V of this Agreement before taking any adverse action against any
individual.

VIE Disposition and Records Retention of Matched items

A. 1 he State Agency rtill retain all data received from SSA to administer programs
governed by this Agreement only for the required processing times for the
applicable federally funded benefit programs and will then destroy ait such data.

B. 1 he State Agency may retain SSA data in hardcopy to meet evidentiary
requirements, provided that ihcy retire such data in accordance with applicable
state laws governing the State Agency's retention of records.

C. The Slate Agency may use any accretions, deletions, or changes to the SSA data
governed by this Agrccmem to update their master files of federally funded,
state-admini^ered benefit program applicants and recipients and retain such
master files in accordance with applicable state laws governing the State
Agency's retention of records.

D. The State Agency may not create separate files or records comprised solely of the
data fvovidcd by SSA to administer programs governed by this Agrcemcm.

E. SSA will delete electronic data input files received from the State Agency af^cr it
processes the applicable match. SSA will retire its data in accordance with the
Federal Records Retention Schedule {44 IJ.S.C. ̂  3303a).

VIIL Security Procedures

SSA and the State Agency will comply w ith the security and safeguarding
requirements of the Privacy Act, as amended by the CNIPPA. related 0MB
guidelines, FiSMA, related NISI guidelines, and the current revision of Internal
Revenue Service (IRS) Publication 1075, Tax Information Security Ouidetines for
h'ederai State and Local As>encUs, available at http;//w ww .irs.gov In addition. SSA
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and the Stale Agency will have in place administrative, technical, and physical
safeguards for the matched data and results of such matches. Additional
administrative, technical, and physical security requirements governing all data SSA
provides electronically to the State Agency, including SSA's Etearonic Information
Exchange Securin- Ret/uiremems and Procedures for State and local Agencies
Exchanging Electronic Information with SSA, as as specific guidance on
safcguanling and reporting responsibilities for PII, are set forth in the IHAs.

SSA has the right to monitor titc State Agency's compliance with FISMA, the terms
of this Agreement, and the IKA and to make onsitc inspections of the Slate Agency
for purposes of auditing compliance, if necessary, during the lifetime of this
Agreement or of any extension of this Agreement This right includes onsiie
inspection of any entity that receives SSA infonnation from the State Agency under
the terms of this Agreement, if SSA determines it is necessary

IX. Records I'sage, Duplicatioa. and Kedisclosure Restrictions

A, llie State Agency will use and access SSA data and the records created using that
dau only for the purpose of verifying eligibility for the specific federally funded
benefit programs idemiHed in the IHA,

B- The Sute Agency will comply with the following limitations on use. duplication,
and redisclosure of SSA data;

I The Slate Agency will not use or rcdisclosc the data disclosed by SSA for any
purpose other than to determine eligibility for. or the amount of. benefits
^dcr the statc-adminisiered income/health maintenance programs identified
in this Agreement.

The Stale Agency will not extract information concerning individuals who are
neither applicants for. nor recipients of. benefits under the slatc-administercd
tncomelieallh maintenance programs identified in this Agreement. In limited
circumstances that arc approved by SSA. the State Agency may extract
information about an individual other than the applicant/recipient when the
npplicanl/recipieni has provided idcnrifying information about the individual
and the individual's income or resources afTcci the applicantVrccipiem's
eligibility for such program.

The State Agency will not disclose to an applicant'rccipicm information about
another individual (i.e., an applicant's household member) without the written
consent from the individual to whom the information pertains.

The State Agency will use the Federal lax inforrnaiion (bTI) disclosed by SSA
only to determine individual eligibility for. or the amount of, assistance under
a state plan pursuant to section 1137 programs and child support enforcement
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programs in accordance wih 26 U-S C. § 6t03(lK7) and (8). The State
Agency receiving FI'I will maintain all FTI from IRS in accordance with

26 U-S-C. § 6103tpX^) and the IRS Publication 1075. Contractors and agents
acting on behalf of the Slate Agency will only have access to tax retuni data
where specifically authorized by 26 t/.S.C. § 6103 and the current revision
IRS Publication 1075.

5. The Slate Agency will use the citizenship status data disclosed by SSA only to
determine cniillcmcnt of new applicants to: (a) the Nfedicaid program and
CHIP pursuant to CHIPRA, Pub. l- 111-3; or (b) federally funded,
state-administered health or income maintenance programs approved by SSA.
The Stale Agency will further comply with additional terms and conditions
regarding use of citizenship data, as set forth in the Stale Agency's lEA.

6. The State Agency will restrict access to the data disclosed by SSA to only
those authorized State employees, contractors, and agents who need such data
to perform their official duties in connection with the purposes idcmificd in
ihU Agreement.

7. The Slate Agency will enter into a written agreement with each of its
contractors and agents who need SSA data to perform their official duties
whereby such contractor or agent agrees to abide by all relevant Federal laws,
restrictions on access, use, and disclosure, and security requirement.s in this
Agreement. The Stale Agency will provide its contractors and agents with
copies of this Agreement, related lEAs. and all related attachments before
initial disclosure of SSA data to such contractors and agents. Prior to signing
Ihis Agreement, and thereafter at SSA's re<}uest. the State Agency will obtain
from its contractors and agents a current list of the employees of such
contractors and agents with access to SSA data and provide such lists to SSA.

8. If the State Agency is authorized or required - pursuant to an applicable law,
regulation, or imra-govemmemal documentation - to provide SSA data to
another Sute or local government entity for the administration of the federally
funded, statc-adminisicrcd programs covered by this Agreement, the State
Agency must ensure that the State or local government entity, including its
employees, abides by all relevant Federal laws, restrictions on access, use. and
disclosure, and security requirements in this Agreement and the IHA. At
SSA s request, the State Agency will provide copies of any applicable law,
regulation, or intra-govemmenial documentation that authorizes the
intra-govcmmcntal relationship with the State or local govemmem entity.
Upon request from SSA. the State Agency will also establish how it ensures
that State or local government entity complies with the terms of this
Agreement and the lEA.

9. The State Agency's employees, contractors, aiut agents who access, use. or
disclose SSA data in a manner or purpose not authorized by this Agreement
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P"""™' "PP'i^'W'^ Federal

10. The Slate Agency will conduct triennial compliance reviews of its
comracloKs) and agcnlfs) no later than three years after the iniuai approval of

SSA TSirA^" ' with its conlractoris) and agent(s) with
«/-h-a iJr ^sency will provide documentation to SSA during itsscheduled compliance and certification rcsiews or upon request.

C. ntc State Agency will not duplicate in a separate file or disseminate without nrior
Agreement for any

The ̂ "«'"«nent to. or eligibility for. federally funded
n  State Agency proposing the redisclosure must specify in WTitinn to

Shc^^t? S^' li ® that justify the
1  for such redisclosure unless the^.sclostire IS r^uired by law or essential to the conduct of the malcWnr

cstcd rediscloburc. the State Agency will ensure thai any entity receivine the

dl'lfe , ""1 ri!' limiutiions on^ ®
^rjral SSA data, as well as all administrwivc. technical
^Ifsia, A Sfvcming all data SSA provides electronicallyto 1^ S^e Agewy including speciftc guidance on safeguarding and leportinB
re^nsibilmes for PIl. as set fonh in Uiis Agreement and the

X. Comptroller General Access

Accountability Office) may have access to^1 re^nds of the State Agency that the Comptroller Geneml deems nt^T^rvTo

XI. Duration, Modiflcalton. and Termination of (he Agreement

A. Duration

'■ '■

^iching Notice in the Federal Register at least 30 days prior to theFfrcctive Date (h, send required notices to the Congr4siot^ o^iuecs ofjurisdiction under 5 U.S.C. 5 552a(o)(2)<AXi) a. leTfo days
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Eftiectivc Dale; and (c) send the required rcpon to 0MB al least 40 days
prior to the Effective Date.

3. Wiihin 3 monihs prior the Expiration Date, the SSA DIB may, uiihout
additional review, renew this Agreement for a period not to exceed
12 months, pursuant to 5 U.S.C. § 552a(oK2)(DX if:

•  the applicable data exchange will continue without any change; and
•  SSA and the State Agcnc> certify to the DIB in writing that the

applicable data exchange has been conducted in compliance with this
Agreement.

4. If either SSA or the State Agency docs not wish to renew this Agreement, it
must notify the other party of its intent not to renew at least 3 months prior
to the Expiration Date.

B. Modification

Any modification to this Agreement must be in wxiiing. signed by both parlies,
and approved by the SSA DIB.

C. Termination

The parties may terminate this Agreement at any time upon mutual written
consent of both parties. Either party may unilaterally terminate this Agreement
uiwn 90 days ad\'ancc wriuen notice to the other party; such unilateral termination
will be effective 90 days after the date of the notice, or at a later date specified in
the notice.

SSA may immediately and unilaterally suspend the data flow or lennmaic this
Agreement if SSA determines, in its sole discrclion, that the Slate Agency has
violated or failed to comply with this Agreement.

XII. Reimbursement

In accordance with section 1106(b) of the Act, the Commissioner of SSA has
determined not to charge the State Agency the costs of furnishing the electronic data
from the SSA SORs under this Agreement.

XIII. Disclaimer

SSA is not liable for any damages or loss resulting from errors in the data provided
to the State Agency under any lEAs governed by this Agreement. Furthermore. SSA
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is not liable for any damages or loss resulting from the destruction of any cnatenah
or data provided bj' the State Agency.

The performance or delivco^ by SSA of the goods and/or scr\*iccs described herein
and the timeliness of said delivery are authorized only to the extent that they arc
consistent with proper performance of the official duties and obligations of SSA and
the relative importance of this request to others. If for any reason SSA delays or
fails to provide services, or discontinues the services or any part thereof, SSA is not
liable for any damages or loss resulting from such delay or for any such failure or
discontinuarKc.

XIV. Poiots of Contact

A. SSA Foiot of Contact

San Francisco Regional Office:
Jamie Luccro, Director

San Francisco Regional Office. Center for Disability and Programs Support
1221 Nevin Avc„ 6*^ Floor
Richmond, CA W801

Phone; 510-970-8297

Fax: 510-970-8101

Hmail: J am ic. L ucero ssa. gQ\-

B. State Agency Point of Contact

Sonia Hcrrcra

Califomia Health and Human Services Agency
1600 Ninth Street

Sacramento. CA 95814

Phone: 916-654-3459/Fax: 916-440-5001
Email: Sonia.HerTerarux:hhs.ca.g0v
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XV, SSA and Data Integrity Board Approval of Model CMPPA Agreement

The signatories below warrant and rqjrescnt that they have the competent aulhoniy
on behalf of SSA to approve the model of this CMPPA Agreement-

SOCIAl, SECURITY ADMINISTRATION

Mary Adn Zimmttinan
Acting Deputy Ivxccutivc Director
Office of Pri\ac> arxJ Disclosure
Office of the General C ounsel

I certify that the SSA Data Inl^ty Board approved the model of this CMPPA
Agreement.

Olcnn SkJar

Acting Chair
SSA Data Integnty Board

l^h_l
Date
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XVI. Aolhorized Sfj^alurcs

The sigoatories below warrant and represent that they have the compcicnl authority
on behalf of their respective agency to enter into the obligations set forth in this
Agreement

SOCIAL SECliRITV ADMINISTRATION

ykgpiceM. K
f\ Regional C
U San Franei*

I. Kim

Commisaioner

San Francisco

Date

HEALTH AND HLMAN SERVICES AGENCY

Diana S. Dooley
Sccrctarv

Date
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ATTACHMENT 2

AUTHORIZED DATA EXCHANGE SYSTEM(S)
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Attachment 2

Authorized Data Exchange Svstemts)

BEER (Beneficiary Earnings Exchange Record): Employer data for the last calendar year.

BENDEX (Beneficiary and Earnings Data Exchange): Primary source for Title II eligibility,
benefit and demographic data.

LIS (Low-Income Subsidy): Data from the Low-Income Subsidy Application for Medicare Part
D beneficiaries -- used for Medicare Savings Programs (MSP).

Medicare 1144 (Outreach): Lists of individuals on SSA roles, who may be eligible for medical
assistance for: payment of the cost of Medicare cost-sharing under the Medicaid program
pursuant to Sections I902(a)(10)(E) and 1933 of the Act; transitional assistance under Section
1860D-31 (f) of the Act; or premiums and cost-sharing subsidies for low-income individuals
under Section 1860D-I4 of the Act.

PUPS (Prisoner Update Processing System): Confinement data received from over 2000 state
and local institutions (such as jails, prisons, or other penal institutions or correctional facilities) -
PUPS matches the received data with the MBR and SSR benefit data and generates alerts for
review/action.

QUARTERS OF COVERAGE (QC): Quarters of Coverage data as assigned and described
under Title II of the Act ~ The term "quarters of coverage" is also referred to as "credits" or
"Social Security credits" in various SSA public information documents, as well as to refer to
"qualifying quarters" to determine entitlement to receive Food Stamps.

SDX (SSI State Data Exchange): Primary source of Title XVI eligibility, benefit and
demographic data as well as data for Title VIII Special Veterans Benefits (SVB).

SOLQ/SOLQ-I (State On-line Query/State On-line Query-Internet): A real-time online
system that provides SSN verification and MBR and SSR benefit data similar to data provided
through SVES.
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Attachment 2

SVES (State Verification and Exchange System): A batch system that provides SSN
verification, MBR benefit information, and SSR information through a uniform data
response based on authorized user-initiated queries. The SVES types are divided into
five different responses as follows:

SVES I: This batch provides strictly SSN verification.
SVES I/Citizenship* This batch provides strictly SSN verification and

citizenship data.
SVES 11: This batch provides strictly SSN verification and

MBR benefit information

SVES HI: This batch provides strictly SSN verification and
SSR/SVB.

SVES IV: This batch provides SSN verification, MBR benefit
information, and SSR/SVB information, which
represents all available SVES data.

* Citizenship status data disclosed by SSA under the Children's Health Insurance
Program Reauthorization Act of 2009, Pub. L 111-3 is only for the purpose of
determining entitlement to Medicaid and CHIP program for new applicants.

Im
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ATTACHMENT 3

SYSTEM SECURITY REQUIREMENTS THROUGH THE ICON SYSTEM

Not Applicable
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Attachment 3

Systems Security Requirements for SWA Access
to SSA Information Through the ICON System

12/9/2016
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Systems Security Requirements for SWA Access to
SSA Information Through the ICON System

A. General Systems Security Standards

SWA's that request and receive information from SSA through the ICON system
must comply with the following general systems security standards concerning access
to and control of SSA information. The SWA must restrict access to the information

to authorized employees who need it to perform their official duties. Similar to IRS
requirements, information retrieved from SSA must be stored in a manner that is
physically and electronically secure from access by unauthorized persons during both
duty and non-duty hours, or when not in use. SSA information must be processed
under the immediate supervision and control of authorized personnel. The SWA must
employ both physical and electronic safeguards to ensure that unauthorized personnel
cannot retrieve SSA information by means of computer, remote terminal or other
means.

All persons who will have access to any SSA information must be advised of the
confidentiality of the information, the safeguards required to protect the information,
and the civil and criminal sanctions for non-compliance contained in the applicable
Federal and State laws. SSA may. at its discretion, make on-site inspections or other
provisions to ensure that adequate safeguards are being maintained by the SWA.

B. System Security Requirements for SWA*s

SWA's that receive SSA information through the ICON system must comply with the
following systems security requirements which must be met before DOL will approve
a request from an SWA for online access to SSA information through the ICON
system. The SWA system security design and procedures must conform to these
requirements. They must be documented by the SWA and subsequently certified by
either DOL or by an Independent Verification and Validation (IV&V) contractor prior
to initiating transactions to and from SSA through the ICON.

No specific format for submitting this documentation to DOL is required. However,
regardless of how it is presented, the information should be submitted to DOL in both
hardcopy and electronic format, and the hardcopy should be submitted over the
signature of an official representative of the SWA. Written documentation should
address each of the following security control areas:
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1. General System Security Design and Operating Environment

The SWA must provide a written description of its^ system configuration and
security features. This should include the following:

a. A general description of the major hardware, software and communications
platforms currently in use, including a description of the system's security
design features and user access controls; and

b. A description of how SSA information will be obtained by and presented to
SWA users, including sample computer screen presentation formats and an
explanation of whether the SWA system will request information from SSA
by means of systems generated or user initiated transactions; and

c. A description of the organizational structure and relationships between
systems managers, systems security personnel, and users, including an
estimate of the number of users that will have access to SSA data within the
SWA system and an explanation of their job descriptions.

Meeting this Requirement

SWA's must explain in their documentation the overall design and security
features of their system. During onsite certification, the IV&V contractor, or other
certifier. will use the SWA's design documentation and discussion of the
additional systems security requirements (following) as their guide for conducting
the onsite certification and for verifying that the SWA systems and procedures
conform to SSA requirements.

Following submission to the DOL in connection with the initial certification
process, the documentation must be updated any time significant architectural
changes are made to the system or to its' security features. During its future
compliance reviews (see below), the SSA will ask to review the updated design
documentation as needed.

2. Automated Audit Trail

SWA's receiving SSA information through the ICON system must implement and
maintain a fully automated audit trail system capable of data collection, data
retrieval and data storage. At a minimum, data collected through the audit trail
system must associate each query transaction to its initiator and relevant business
purpose (i.e. the SWA client record for which SSA data was requested), and each
transaction must be time and date stamped. Each query transaction must be stored
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in the audit file as a separate record, not overlaid by subsequent query
transactions.

Access to the audit file must be restricted to authorized users with a "need to
know" and audit file data must be unalterable (read only) and maintained for a
minimum of three (preferably seven) years. Retrieval of information from the
automated audit trail may be accomplished online or through batch access. This
requirement must be met before DOL will approve the SWA's request for access
to SSA information through the ICON system.

If SSA-supplied information is retained in the SWA system, or if certain data
elements within the SWA system will indicate to users that the information has
been verified by SSA, the SWA system also must capture an audit trail record of
any user who views SSA information stored within the SWA system. The audit
trail requirements for these inquiry transactions are the same as those outlined
above for SWA transactions requesting information directly from SSA.

Meeting this Requirement

The SWA must include in their documentation a description of their audit trail
capability and a discussion of how it conforms to SSA's requirements. During
onsite certification, the IV&V contractor, or other certifier. will request a
demonstration of the system's audit trail and retrieval capability. The SWA must
be able to identify employee's who initiate online requests for SSA information
(or, for systems generated transaction designs, the SWA case that triggered the
transaction), the time and date of the request, and the purpose for which the
transaction was originated. The certifier, or IV&V contractor, also will request a
demonstration of the system's audit trail capability for tracking the activity of
SWA employees that are permitted to view SSA supplied information within the
SWA system, if applicable.

During its future compliance reviews (see below), the SSA also will test the SWA
audit trail capability by requesting verification of a sample of transactions it has
processed from the SWA after implementation of access to SSA information
through the ICON system.

3. System Access Control

The SWA must utilize and maintain technological (logical) access controls that
limit access to SSA information to only those users authorized for such access
based on their official duties. The SWA must use a recognized user access
security software package (e.g. RAC-F, ACF-2, TOP SECRET) or an equivalent
security software design. The access control software must utilize personal
identification numbers (PIN) and passwords (or biometric identifiers) in
combination with the user's system identification code. The SWA must have
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management control and oversight of the function of authorizing individual user
access to SSA information, and over the process of issuing and maintaining access
control PINs and passwords for access to the SWA system.

Meeting this Requirement

The SWA must include in their documentation a description of their technological
access controls, including identifying the type of software used, an overview of
the process used to grant access to protected information for workers in different
job categories, and a description of the function responsible for PIN/password
issuance and maintenance.

During onsite certification, the IV&V contractor, or other certifier, will meet with
the indiv!dual(s) responsible for these functions to verify their responsibilities in
the SWA s access control process and will observe a demonstration of the
procedures for logging onto the SWA system and for accessing SSA information.

4. Monitoring and Anomaly Detection

The SWA s system must include the capability to prevent employees from
browsing (i.e. unauthorized access or use of SSA information) SSA records for
information not related to an SWA client case (e.g. celebrities. SWA employees
relatives, etc.) If the SWA system design is transaction driven (i.e. employees
cannot initiate transactions themselves, rather, the SWA system triggers the
transaction to SSA). or if the design includes a "permission module" (i.e. the
transaction requesting information from SSA cannot be triggered by an SWA
employee unless the SWA system contains a record containing the client's Social
Security Number), then the SWA needs only minimal additional monitoring and
anomaly detection. If such designs are used, the SWA only needs to monitor any
attempts by their employees to obtain information from SSA for clients not in
their client system, or attempts to gain access to SSA data within the SWA system
by employees not authorized to have access to such information.

If the SWA design does not include either of the security control features
described above, then the SWA must develop and implement compensating
security controls to prevent their employees from browsing SSA records. These
controls must include monitoring and anomaly detection features, either
systematic, manual, or a combination thereof. Such features must include the
capability to detect anomalies in the volume and/or type of queries requested by
individual SWA employees, and systematic or manual procedures for verifying
that requests tor SSA information are in compliance with valid official business
pu^oses. The SWA system must produce reports providing SWA management
and/or supervisors with the capability to appropriately monitor user activity, such
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• User ID exception reports

This type of report captures information about users who enter incorrect
user ID'S when attempting to gain access to the system or to the
transaction that initiates requests for information from SSA, including
failed attempts to enter a password.

•  Inquiry match exception reports

This type of report captures information about users who may be initiating
transactions for Social Security Numbers that have no client case
association within the SWA system.

•  System error exception reports

This type of report captures information about users who may not
understand or be following proper procedures for access to SSA
information through the ICON system.

•  Inquiry activity statistical reports

This type of report captures information about transaction usage pattems
among authorized users, which would provide SWA management a tool
for monitoring typical usage pattems compared to extraordinary usage.

The SWA must have a process for distributing these monitoring and exception
reports to appropriate local managers/supervisors, or to local security officers, to
ensure that the reports are used by those whose responsibilities include monitoring
the work of the authorized users.

Meeting this Requirement

The SWA must explain in their documentation how their system design will
monitor and/or prevent their employees from browsing SSA information. If the
design is based on a "permission module" (see above), a similar design, or is
transaction driven (i.e. no employee initiated transactions) then the SWA does not
need to implement additional systematic and/or managerial oversight procedures
to monitor their employees access to SSA information. The SWA only needs to
monitor user access control violations. The documentation should clearly explain
how the system design will prevent SWA employees from browsing SSA records.

If the SWA system design permits employee initiated transactions that are
uncontrolled (i.e. no systematically enforced relationship to an SWA client), then
the SWA must develop and document the monitoring and anomaly detection
process they will employ to deter their employees from browsing SSA
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canTi , H t '■''P''" demonstrating theircapability to produce the types of reports described above, and the SWA shouldinclude a description of the process that will be used to distribute these reports to
managers/supervisors, and the management controls that will ensure the reports
are used for their intended purpose.

During onsite certification, the IV&V contractor, or other certifier will request a
demonstration of the SWA's monitoring and anomaly detection capability
•  If the design is based on a permission module or similar design or is
"rtm SSA.'"'"

If the desi^ is based on a permission module, the SWA will demonstrate theprocess y w ich requests for SSA information are prevented for Social Security
fern SSa"°'"''TfsTa syl^) ® known to the

If the design is based on systematic and/or managerial monitoring andoversig t, the SWA will provide copies of anomaly Ltection repons'and
demonstrate the report production capability.
During onsite certification, the IV&V contractor, or other certifier, also will meet
coLlir"''"' supervisors responsible for monitoring ongoingcompliance to assess their level of training to monitor their employee's use of
SSA information, and for reviewing reports and taking necessary action.
5. Management Oversight and Quality Assurance

luriL^'^ """" ■""'"'ain ongoing management oversight andacct^toTsT' n T'' employees haveaccess to SSA information through the ICON system, and to ensure there is
TsA ' TheT ^"^kange agreement withSSA. The management oversight function must consist of one or more SWA
aTeeL'm anTuSss't^'f^'''' '■^^P°"^"'ility for assuring thattype for which access fs g:i™''"°"
This function also should include responsibility for assuring that employeesgranted access to SSA information receive adequate training on the sensitivity of
InH h 7h r 'kat must be followed, and the penalties for misuse
acces^7 SsTinr P'™'"'" "monitor ongoing usage of the onlineaccess to SSA information. In addition, there should be the capability to
randomly sample work activity involving online requests for SSA information to
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Meeting this Requirement

S=£~~=f:i
oversight and monitoring of the use of SSA Inf , ^ "iformation, and

The

';:sr -«•

6. Security Awareness and Employee Sanctions

about their responsibility for proper use and^rmec^bn ofss^'f''"
SI-

sis *
Meeting this Requirement

r""" ■* -tpippincludes infomialion about their resSTSlbv fS" naimng for employees thai

material and employe, achtomledgm.S'.'S.m™'"' """«

tSl^ltlSstlTefc'lef^^.hose responslblS ".?Sie S T" *
-III meet »itb. s.t„p,. .p g„,
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understanding of the requirements and potential sanctions applicable to the use
and misuse of SSA information.

7. Data and Communications Security

tie "lust meet acceptable standards designated bythe Na lonal Institute of Standards and Technology (NIST). The recommended
encryption method to secure data in transport for use by SSA is the Advanced
Encryption Standard (AES) or triple DES (DES3) if AES is unavailable.

D. Onsite Systems Security Certification Review

The SWA must obtain and participate in an onsite review and compliance
certification of their security infrastructure and implementation of these security

rcoTsysTe7 Dorwil'l"' "leiCUN system. DOL will require an initial onsite systems security certification review
to be performed by either an independent IV&V contractor, or other DOL approved
certifier. The onsite certification will address each of the requirements described
above and will include, where appropriate, a demonstration of the SWA's

" walkthrough of theA data center to observe and document physical security safeguards a

thrrgTr rcON svsr^"' implementation of online access to SSA information
cnntrltn with managers/supervisors. The IV&V
Hk ih r will visit at least one of the SWA's field offices toscuss the online access to SSA information with a sample of line workers and

the SwT''"'?'"r" 'fi^migii "le 'CON systemthe SWA must submit to DOL a complete package of documentation as described
above and a complete certification from an independent IV&V contractor or other

ag?eernrw?h thrsw^'";' infmstructure ismagreement with the SWA documentation and consistent with SSA requirements Anv

before not ^«<i"'-ity imtml features must be resolved by the SWAbefore DOL will authorize their connection to SSA through the ICON system

tt'Sw i"SlsA"''°" DOL to connect to SSA through
SSA rn„H 1 1. f"-- f"ture systems security compliance reviews

S  ■
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reviewing and updating the SWA compliance with the systems security requirements
described above.
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1. Introduction

<ssA, .„

exchange agreements with the agency. ^ electronic information

(CRQ) and Securi^^ Sgl'piarrSDpTH Questionnaire
agency" or -state agency comractortr T""'"
officials and agreement signatories are not'fLiI^^"^''h 1°'^
therefore. SSA will continue to use Z TZZ^ZT
contractor{s), and agentfsV in thp agency or state agency,
Privacy Protection Act (CMPPA) and Z hatching and
This allows for easier al 1™, nd manr Agreements (lEA).
agreements between state arencies anTlsT'n'1 7"' data exchange
friendly" experience for the state offirlaU t, ^ f'®° Provide a more "user-their state agencies. complete these forms on behalf of

The objective of this document is twofold The fir^t !q u
properly certify EIEPs as compliant with SSA . V
procedures. The second is to ensure that EIF^r/7^ standards, requirements, and
information provided to them by SSA adequately safeguard electronic

S dS "" »'■ "I»» ""-"m ..Ipro.id,d Fiil], So ' 'r. ° ? t' "•"™« """ » SSA-
P....1U,,. r„, ss,-. s„.oi., c,„ino.d„.

became law as part of the Electron Management Act (FISMA). FISMAStates legislation that deLes a °7«»2. FISMA is the United
information, operations and assets no ' i ^ '■umework to protect governmentassigned the Natioliarinsfi.nte of sfa threats. FISMAthe U.S. Department of Commerce the rtsn ^"7®'"'"'''''^with FISMA. Unless otherwise stated a7of SS^7 compliancedefined management, operationa and technlaf 'rT'r'™'"'' ~ ^IST-Special Puhllcatlons (SP^) llhrarie; o^llXrce ̂ uS^^
eX^aTe^tnTelrs ^f a dataSystem Security Requirements (hereaLr referred to aTrSSfctT
SSA-provided information. This document is v-k n to gam access toinformation Exchange Security RequiremenTr^^irltfj-^"'-
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aZ „ rr Electronic Information with the Social SecurityAdministration m the agreements. The TSSR specifies minimally acceptable levels
of security standards and controls to protect SSA-provided information SSA
tnaintains the TSSR as a living document-subject to change-that addresses emergina
threats new attack methods and the development of new technology that potentially
compliance to he TSSR by periodically requesting the most current version from

the TSSRs I'sATf deficiencies, which result from updates to
ensin- i SSA refers to this process as Gap Analysis. EIEPs may proactively
curlt TSSr®'"^® the TSSRs by periodically requesting the most
agreemenf '^e data exchange
SSA's standard for categorization of information (Moderate) and information systems

o provide appropriate levels of security according to risk level. Additions
deletions, or modification of security controls directly affect the level of security and
due diligence SSA requires EIEPs use to mitigate risks. The emergeLe ̂ f ne^
threats, attack methods, and the development of new technology warrants frequent
reviews and revisions to our TSSR. Consequently, EIEPs should expect SSA^rTSSR
to evolve in harmony with the industry.

2. Electronic Information Exchange (EIE) Definition

^r discussion pupposes herein. EIE is any electronic process in which SSA
d scloses information under its control to any third party for program or non-
p ogram purposes, without the specific consent of the subject individual or any
agent acting on his or her behalf. EIE involves individual data transactions and data
files processed within the programmatic systems of parties to electronic information
haring agreements with SSA. This includes direct terminal access (DM) tô SA
ystems. batch processing, and variations thereof (e.g., online query regarfLs o^

the «atic method used to accomplish the activity or to interconnm Ssi^Uh

3. Roles and Responsibilities

The SSA Of/ice of Information Security (OIS) has agency-wide responsibility for
interpreting, developing, and implementing security policy; providing security and
integrity review requirements for all major SSA systems; managing SSA's fraud
monitoring and reporting activities, developing and disseminating security training
and awareness materials, and providing consultation and support for a variety of
agency initiatives. SSA's security reviews ensure that external systems receiving
information from SSA are secure and operate in a manner consistent with SSA's
nformation Technology (IT) security policies and in compliance with the terms of
electronic data exchange agreements executed by SSA with outside entities. Within

context of SSA s security policies and the terms of the electronic data exchange

Page 4
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agreements with SSA's EIEPs. SSA exclusively conducts and brings to closure initial
secunty certifications and triennial security compliance reviews. This includes (but
not limited to) any EIEP that processes, maintains, transmits, or stores SSA-provided
information in accordance with pertinent Federal requirements.
a. The SSA Regional Data Exchange Coordinators (DECs) serve as a bridge

between SSA and EIEPs. DECs assist in coordinating data exchange security
review activities with EIEPs; (e.g., providing points of contact with state agencies
assisting in setting up security reviews, etc.) DECs are also the first points of
contact for states if an employee of a state agency or an employee of a state
agency's contractor or agent becomes aware of suspected or actual loss of SSA-
provided information.

b. SSA requires EIEPs to adhere to the standards, requirements, and procedures
published in this TSSR document. '

•  '-Personally Identifiable Information (PII),- covered under several Federal
laws and statutes, refers to specific information about an individual used to
trace that individual's identity. Information such as his/her name. Social
Security Number (SSN), date and place of birth, mother's maiden name, or
biometric records, alone, or when combined with other personal or
identifying information is linkable or lined to a specific individual's
medical, educational, financial, and employment information.

•  The data (last 4 digits of the SSN) that SSA provides to its EIEPs for
purposes of the Help America Vote Act (HAVA) does not identify a
specific individual: therefore, is not "PlI" as defined by the Act.

•  Both SSA and EIEPs must remain diligent in the responsibility for
establishing appropriate management, operational, and technical safeguards
to ensure the confidentiality, integrity, and availability of its records and to
protect against any anticipated threats or hazards to their security or
integrity.

t mil Component (STC) is an organization that performsas an elec ronic information conduit or collection point for one of more other
entities (also referred to as a hub). An STC must also adhere to the same
management, operational and technical controls as SSA and the EIEP.

IVOTE; Disclosure of Federal Tax Information (FTI) is limited to certain
state programs supported by federal statutes under Sections

1137, 453, and 1106 of the Social Security Act. For information regarding

Page 5
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safeguard, for protecting FTI, conduit IRS Publication 1075, Tax Informatioa
Security Guidelines for Federal, State, and Local Agencies.

4. General Systems Security Standards

'■ Sn; "CoTiSf!," S"'"®'
ability to: "either prevents nor impedes the EIEF's

safeguard the information in conformance with SSA requirements

S^'irdTnff^^^^^^^^ " -""'y -ents that involve
detect instances of misuse or abuse of SSA-provided information

For o,.|„p|e, ,|„„j eo„,p„ii„g p„,
,.op.rd,„ EIEP., .„„p„.„oo „i,p j;
associated systems security requirements and procedures.

'  S,ep „o ss.
of Ihe cuwm agreemenl("^teli^^n ""f FlEPs only in suR,on
En^Prby SSA.'*^^ """'■'y'"® software or devices provided to the
transmitted! o^stmedln or'b^me'^^^^^^ '' T"'.P''"'^"sed. maintained,
devices, computers, or computer networks
subject to U.S. law. located in geographic or virtual areas not

' per'fLThei^fficlardrer -^o need it to
T^FpLu referred to as contractors) ofthe

he Sy stems Security Requiremenj^or additional irtformation. "
7. ElEPs must store information received from SSA in a manner that, at all times is

TSSR-Version 7.0 - 07/2015
Page 6
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physically and electronically secure from access by unauthorized persons.

8. The EIEP must process SSA-provided information under the immediate supervision
and control of authorized personnel.

both physical and technological barriers to prevent unauthorized
retrieval of SSA-provided information via computer, remote terminal, or other
lYic/i n N

lO.EIEPs must have formal PII incident response procedures. When faced with a
unauthorized access, software issues, or acts ofnature, the EIEP miist be able to respond in a manner that protects SSA-provided

iniormation affected by the incident.

n.EIEPs must have an active and robust security awareness program, which is
mandatory for all employees who access SSA-provided information.

employees with access to SSA-provided information of the
confidential nature of the information, the safeguards required to protecting the

apprabirPeTeral a'nrslL^ non-compliance contained in the
13. In accordance with the National Institute of Standards and Technology (NIST)

Special Publication (SP) on Contingency Planning requirements and
recommendations. SSA requires EIEPs to document a senior management approved
Contingeny plan that includes a disaster recovery plan that addresses both natural
disaster and cyber-attack situations.

14.pA requires the Cotitingency Plan to include details regarding the organizational

se"ctiri?v^TssTnmvid"d " ''"/'"t"' 'hesecurity ot SSA-provided information if a disaster occurs.

15. At Its discretion, SSA or its designee must have the option to conduct onsite securitv

Ztrol T ""f' O'her provisions, to ensure that EIEPs maintain adequate securi^ ̂controls to safeguard the information we provide.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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5. Systems Security Requirements

5.1 Overview

SSA-s TSSR represent the current industry standard for security controls,
safeguards, and countermeasures required for Federal information systems by
Federal regulations, statutes, standards, and guidelines. Additionally SSA's
TSSR includes organizationally defined interpretations, policies, and procedures
mandated by the authority of the Commissioner of Social Security in areas when
or where other cited authorities may be silent or non-specific.

SSA must certify that the EIEP has implemented security controls that meet the
requirements and work as intended, before the authorization to initiate
transactions to and from SSA, through batch data exchange processes or online
processes such as State Online Query (SOLQ) or Internet SOLQ (SOLQ-I).

The TSSR address management, operational, and technical controls regarding
security safeguards to ensure only authorized disclosure and usage of SSA
provided information used, maintained, transmitted, or stored by SSA's ElEPs.
SSA requires EIEPs to maintain an organizational access control structure that
adheres to a three-tiered best practices model. The SSA recommended model is
separation of duties," "need-to-know" and "least privilege."

SSA requires EIEPs to document and notify SSA prior to sharing SSA-provided
information with another state entity, or to allow them direct access to their
system. This includes (but not limited to) law enforcement, other state
agencies, and state organizations that perform audit, quality, or integrity
lunctioDs.

SSA recommends that the EIEP develop and publish a comprehensive

Idch-^ses"" document that specifically
1) the classification of information processed and stored within the

network.

2) management, operational, and technical controls to protect the information
Stored and processed within the network.

3) access to the various systems and subsystems within the network,

4) Security Awareness Training,

Page 8
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5) Employee and End User Sanctions Policy,
6) Contingency Planning and Disaster Recovery

7) Incident Response Policy, and

8) disposal of protected information and sensitive documents derived from
the system or subsystems on the network.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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5.2 General System Security Design and Operating Environment
(Phifuting (PL) Family - (System Security Plan), Contint^ency Plan (CP)
Family, Physical and Environmental (PE) Family
NIST SP 800-53 rev. 4)

In accordance with the NIST suite of Special Publications (SP) (e.g., 800-53,
800-34, etc.), SSA requires the EIEP to maintain policies, procedures,
descriptions, and explanations of their overall system design, configuration,
security features, and operational environment. They should include
explanations of how they conform to SSA's TSSRs. The EIEPs General System
Security design and Operating Environment must also address:

a) the operating environment(s) in which the EIEP will utilize,
maintain, store, and transmit SSA-provided information,

b) the business process(es) in which the EIEP will use SSA-provided
information.

c) the physical safeguards employed to ensure that unauthorized
personnel, the public or visitors to the agency cannot access SSA-
provided information,

d) details of how the EIEP keeps audit information pertaining to the use
and access to SSA-provided information and associated applications
readily available,

e) electronic safeguards, methods, and procedures for protecting the
EIEP's network infrastructure and for protecting SSA-provided
information while in transit, in use within a process or application,
and at rest,

f) a senior management approved Information System Contingency
Plan (ISCP) that addresses both intemal and external threats. SSA
requires the ISCP to include details regarding the organizational
business continuity plan (BCP) and a business impact analyses
(BIA) that addresses the security of SSA-provided information if a
disaster occurs. SSA recommends that state agencies perform
disaster exercises at least once annually.,

TSSR-Version 7.0 - 07/2015 jq
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g) how the ElEP prevents unauthorized retrieval of SSA-provided
information by computer, remote terminal, or other means; including
descriptions of security software other than access control software
(e.g., security patch and anti-malware software installation and
maintenance, etc.)

h) how the configurations of devices (e.g., servers, workstations,
portable devices) involving SSA-provided information complies
with recognized industry standards (i.e. NIST SP's) and SSA's
TSSR, and

i) organizational structure of the agency, number of users, and all
external entities that will have access to the system and/or
application that displays, transmits, and/or application that displays,
transmits and/or stores SSA-provided information.

Note; At its discretion. SSA or a third party (i.e. contractor) must
have the option to conduct onsite security reviews or make other
provisions, to ensure that EIEPs maintain adequate security controls
to safeguard the information we provide.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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5.3 System Access Control
(Access Control (AC) Family, NfSTSP 800-53 rev. 4)

only those users, processes acting on b h transactions and functions to

official duties or purpose(s) EIEPsmuste l '""sed on theirsecurity software package (e.g.,RAC-F. ACFriorSEcS T7"'"

^martCard/biometric identifier etr .•
letters, numbers, and special charact "eating users), (and lower case
orpersons. proc.ses o^de ^ ^ <■- user accountsexcess of those of ordinary urers

supponed C™Ts't rJid^'eTrirZ^^^^^^^^
processes, or devices whose functions m of persons,
—r««, ss. "

construction strength (length and cn ^"force sufficient
identified vulnerabilities and ensure f'' minimize risk-based
Technical controls should Ifo " T " --^P^"'-"-based standard (e.g., maximum pasTrrd'agTofTo'd "" ̂age of 3 - 7 days) and enforce automatic dfsablin! fbeen inactive for a specified period of time (e.g., 90 day'sZ

(e.g., passwo''rds TreltnLTeighTIhTcterfr^^^^^^^ construction
case letters, numbers, and/or special cbamr, requiring upper and lower

p«„r"^:srrprivileges in excess of those of o°rdina""srrs°"

TSSR-Version 7.0-07/2015
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In addition, SSA has the following specific requirements in the area of Access
Control:

1

4.

Upon hiring or before granting access to SSA-provided information,
EIEPs should verify the identities of any employees, contractors, and
agents who will have access to SSA-provided information in
accordance with the applicable agency or state's "personnel identity
verification policy."

SSA requires that state agencies have a logical control feature that
designates a maximum number of unsuccessful login attempts for
agency workstations and devices that store or process SSA-provided
information, in accordance with NIST guidelines. SSA recommends
no fewer than three (3) and no greater than five (5)..

SSA requires that the state agency designate specific official(s) or
functional component(s) to issue PINs, passwords, biometric
identifiers, or Personal Identity Verification (PIV) credentials to
individuals who will access SSA-provided information. SSA also
requires that the state agency prohibit any functional
component(s) or official(s) from issuing credentials or access
authorit> to themselves or other individuals within their job-
function or category of access.

SSA requires that EIEPs grant access to SSA-provided information
based on least privilege, need-to-know, and separation of duties.
State agencies should not routinely grant employees, contractors or
agents access privileges that exeeed the organization's business '
needs, SSA also requires that EIEPs periodically review employees,
contractors, and agent's system access to determine if the same
levels and types of access remain applicable.

If an EIEP employee, contractor, or agent is subject to an adverse
administrative action by the EIEP (e.g., reduction in pay,
disciplinary action, termination of employment), SSA recommends
the EIEP remove his or her access to SSA-provided information in
advance of the adverse action to reduce the possibility that will the
employee will perform unauthorized activities that involve SSA-
provided information.

Page 13
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6. SSA requires that work-at-home, remote access, and/or Internet
access comply with applicable Federal and state security policy and
standards. Furthermore, the EIEPs access control policy must define
the safeguards in place to adequately protect SSA-provided
information for work-at-home, remote access, and/or Internet access.

7. SSA requires EIEPs to design their system with logical control(s)
that prevent unauthorized browsing of SSA-provided information.
SSA refers to this setup as a Permission Module. The term
Permission Module" supports a business rule and systematic

control that prevents users from browsing a system that contains
SSA-provided information. It also supports the principle of
referential integrity. It should prevent non-business related or
unofficial access to SSA-provided information. Before a user or
process requests SSA-provided information for verification, the
system should verify it is an authorized transaction. Some
organizations use the term ''referential integrity" to describe the
verification step. A properly configured Pennission Module should
prevent a user from performing any actions not consistent with a
need-to-know business process. If a logical permission module
configuration is not possible, the state agency must enforce its
Access Control List (ACL) in accordance with the principle of least
privilege. The only acceptable compensating control for a system
that lacks a permission module is a 100% review of all
transactions that involve SSA-provided information.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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5.4 Automated Audit Trail
(Audit and Accountability- (AU) Family, NISTSP 800-53 rev. 4)

SSA requires EIEPs, and other STCs or agencies that provide audit trail services
to other state agencies that receive information electronically from SSA. to
implement and maintain a fully automated audit trail system (ATS). The system
must be capable of creating, storing, protecting, and (efficiently) retrieving and
collecting records identifying the individual user who initiates a request for
information from SSA or accesses SSA-provided information. At a minimum,
individual audit trail records must contain the data needed (including date and
time stamps) to associate each query transaction or access to SSA-provided
information with its initiator, their action, if any, and the relevant business
purpose/process (e.g., SSN verification for Medicaid). Each entry in the audit
file must be stored as a separate record, not overlaid by subsequent records. The
ATS must create transaction flies to capture all input from interactive internet
applications that access or query SSA-provided information.

SSA requires that the agency's ATS create an audit record when users view
screens that contain SSA-provided information. If an STC handles and audits
the EIEP's transactions with SSA, the EIEP is responsible for ensuring that the
STC s audit capabilities meet NIST's guidelines for an automated audit trail
system. The EIEP must also establish a process to obtain specific audit
information from the STC regarding the EIEP's SSA transactions.

SSA requires that EIEPs have automated retrieval and collection of audit
records. Such automated functions can be via online queries, automated reports,
batch processing, or any other logical means of delivering audit records in an
expeditious manner. Information in the audit file must be retrievable by an
automated method and must allow the EIEP the capability to make them
available to SSA upon request.

Access to the audit file must be restricted to authorized users with a "need to
know." audit file data must be unalterable (read-only), and maintained for a
minimum of three (3) (preferably seven (7)) years. Information in the audit file
must be retrievable by an automated method and must allow the EIEP the
capability to make them available to SSA upon request. The EIEP must backup
audit trail records on a regular basis to ensure its availability. EIEPs must apply
the same level of protection to backup audit files that apply to the original files
to ensure the integrity of the data.
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If the EIEP retains SSA-provided information in a database (e.g., Access
database. SharePoint, etc.), or if certain data elements within the EIEP's system
indicates to users that SSA verified the information, the EIEP's system must also
capture an audit trail record of users who view SSA-provided information stored
within the EIEP's system. The retrieval requirements for SSA-provided
information at rest and the retrieval requirements for regular transactions are
identical. Similar to the Permission Module requirement above, the only
acceptable compensating control for a system that lacks an Automated
Audit Trail System (ATS) is a 100% review of all transactions that involve
SSA-provided information.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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5.5 Personally Identmable Information (PII)
Pr/r„cy 0//97.,

""""""""

information linked or linkable to a specific ind viduar A
and place of birth, mother's maiden^,
regardless of whether combined with other dati " ^ 's PH,

rprsr

the EIEplTblabTe to °;i
^^individualspotentiallyaffectedSncTdl^t't^^^^

controls for saflg^aTd^ingTsl"prlv^^^^^^
trrexplain how the methods and contmircLfZTo NlsVreqdrlZnts

remain^" the cul^alrifed

forfvide^tiary'pXt?th^ HSrurd^^SnSSi^
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5,6 Monitoring and Anomaly Detection

(Information Security Continuous Monitoring (ISCM) for Federal
Information Systems and Organizations. NISTSP 800-137. E-Government
Act of2002 (P.L. 107-34"). and Security Assessment and Authorization
(CA) and Risk Assessment (RA) Families. NISTSP 800-53 rev. 4)

SSA requires that the EIEPs use an Intrusion Protection System (IPS) or
an Intrusion Detection System (IDS). The EIEP must establish and/or
maintain continuous monitoring of its network infrastructure and assets to
ensure that:

1) the EIEP's security controls continue to be effective over time,

2) the EIEP uses industry-standard Security Information Event
Manager (SIEM) tools, anti-malware software, and effective
antivirus protection,

3) only authorized individuals, devices, and processes have access to
SSA-provided information,

4) the EIEP detects efforts by external and internal entities, devices, or
processes to perform unauthorized actions (e.g., data breaches,
malicious attacks, access to network assets, software/hardware

installations, etc.) as soon as they occur,

5) the necessary parties are immediately alerted to unauthorized actions
performed by external and internal entities, devices, or processes,

6) upon detection of unauthorized actions, measures are immediately
initiated to prevent or mitigate associated risk.

7) in the event of a data breach or security incident, the EIEP can
efficiently determine and initiate necessary remedial actions, and

8) trends, patterns, or anomalous occurrences and behavior in user or
network activity that may be indicative of potential security issues
are readily discernible.

TSSR-Version 7.0 - 07/2015 Pagg
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The EIEP's system must include the capability to prevent users from
unauthorized browsing of SSA records. SSA requires the use of a transaction-
driven permission module design, whereby employees are unable to initiate
transactions not associated with the normal business process. If the EIEP uses
such a design, they also must have anomaly detection to monitor an
employee's unauthorized attempts to gain access to SSA-provided information
and attempts to obtain information from SSA for clients not in the EIEP's
client system. The EIEP should employ measures to ensure the permission
module s integrity. Users should not be able to create a bogus case and
subsequently delete it in such a manner that it goes undetected. The SSA
permission module design employs both role and rules based logical access
control restrictions. (Refer to Access Controh

If the EIEP s design does not use a permission module and is not transaction-
driven, until at least one of these security features exists, the EIEP must develop
and implement compensating security controls to deter employees from
browsing SSA records. These controls must include monitoring and anomaly
detection features, such as; systematic, manual, or a combination thereof. Such
features must include the capability to detect anomalies in the volume and/or
type of transactions or queries requested or initiated by individuals and include
systematic or manual procedures for verifying that requests and queries of
SSA-provided information comply with valid official business purposes.

Risk Management Program

SSA recommends that EIEPs develop and maintain a published Risk
Assessment Policy and Procedures document. A Risk Management
Program may include, but is not limited to the following:

1. A risk assessment policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among
organizational entities, and compliance.

2. Procedures to facilitate the implementation of the risk assessment
policy and associated risk assessment controls.

3. A function that conducts an assessment of risk, including the likelihood
and magnitude of harm, from the unauthorized access, use, disclosure,
disruption, modification, or destruction of the information system and
the information it processes, stores, or transmits,

4. An independent function that conducts vulnerability and risk
assessments, reviews risk assessment results, and disseminates such
information to senior management.

5. A firm commitment from senior management to update the risk
assessment whenever there are significant changes to the information
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system or environment of operation or other conditions that may affect
the security of SSA-provided information,

6. A robust vulnerability scanning protocol that employs industry standard
scanning tools and techniques that facilitate interoperability among
tools and automates parts of the vulnerability management process,

7. Remediates legitimate vulnerabilities in accordance with an
organizational assessment of risk, and

8. Shares information obtained from the vulnerability scanning process
and security control assessments with senior management to help
eliminate similar vulnerabilities in other information systems that
receive, process, transmit, or store SSA-provided information.

Note: The EIEP's decision to initiate or maintain an official Risk
Management Program and establish a formal Risk Assessment
Strategy for mitigating risk is strictly voluntary, but highly
recommended by SSA.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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5.7 Management Oversight and Quality Assurance

Tp80o:537::T'''"' '^onJes.^Isr

335=SS=s=ongoing compliance with the terms of the EIEP's electronic infnrmat"
sharing agreement with SSA and the TSSRs estahlich^H f ^'^"lation

include responsihilityto^ntr'Th^rS^^
;iTs;=r Er-'
SSA requires the EIEP to ensure that users granted access to SSA nmv'H a

.SSS5==3S=-

"  "" -«• -"''A-
b) Perform random sampling of work activity that involves SSA-provided

SremeTts''

EErs,;r
Errors;,
S3—
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1. User ID Exception Reports:

This type of report captures information about users who enter incorrect
user IDs when attempting to gain access to the system or to a transaction
that initiates requests for information from SSA. including failed
attempts to enter a password.

2. Inquirx Match Exception Reports:

This type of report captures information about users who initiate
ransactions for SSNs that have no client case association within the
EIEP s system (the EIEP's management must review 100% of these
cases).

3. System Error Exception Reports:

This type of report captures information about users who may not

S?d"infor™Ln ^SA-
4. Inquirx Activitx Statistical Reports:

This type of report captures information about transaction usage
patterns among authorized users and is a tool that enables the EIEFs
management to monitor typical usage patterns in contrast to
extraordinary usage patterns.

The EIEP must have a process for distributing these monitoring and
exception reports to appropriate local managers/supervisorsor to local
securit)' officers. The process must ensure that only those whose
responsibilities inclnde monitoring anomalous activity of users, to include
those who have exceptional system rights and privileges, use the reports.

(THE REST OF THIS PAGE H.AS BEEN LEFT BLANK INTENTIONALLY)
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•^'•"""'unications Security

^MPj, and siuen Jn Jr Manage,nent (CM), Media
SP 800-53 rev. 4) ""d <^o,„n,un,ca„on (SC) Families, NIST

mobile OTP., „OT SSg"' °° "" ™'"'
s-S= «.=!,. er

Word encryption,) require a key leneth" f^7f Microsoft
recommends that the key (also refcrred t characters. SSA
characters and numbers. SSA supports tL^NIST rrH^I"
EIEP deliver the key so that it does not am "'felines that requires the
secure the key when not in ~ ^he EIEP must

St£r.r.,;rTritr;^^^ r--- -f ̂ a.
electronic communications such as emaik hT Internet or other
information, they must use a secure enrr t fansmit SSA-provided
Layer (SSL) or Transport Layer Securit^CTLsT'ssT'l'"'''
bit encryption protocols or more secure mltlwl "''"'"^'''"""'ends 256-
Network technology. The EIEP shnnlH .a i j Virtual Private
device to which the EIEP can control andlimh " ^ address or
authorized individuals and/or processes SSA recn"' ""'j'^P'^'^'fi^lly
Media Access Control (MAC) Filterin a ir- ""at EIEPs use

btls'iSst;u^SoTeisTdtal'^riS 7
retention. The EIEP should delete n, a time for data
provided information whel the busiLsTnur^r'f- "
exists. purpose for retention no longer

provided by SSA. ThrEIEP^ay aXT'"'^ '''t of information
the ElEP-s matched record frra pSiru d f '"fo-ation to
prohibits duplication and redisclosure of SSA-2rovided""f
written approval from SSA 'riformation without
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This prohibition applies to both internal and external sources who do not have a
"need-to-know SSA recommends that ElEPs use either Trusted Platform
Module (TPM) or Hardware Security Module (HSM) technology solutions
to encrypt data at rest on hard drives and other data storage media.

SSA requires EIEPs to prevent unauthorized disclosure of SSA-provided
information after they complete processing and after the EIEP no longer
requires the information. The EIEP's operational processes must ensure that no
residual SSA-provided information remains on the hard drives of user's
workstations after the user exits the application{s) that use SSA-provided
information. If the EIEP must send a computer, hard drive, or other computing
or storage device offsite for repair, the EIEP must have a non-disclosure clause
in their contract with the vendor. If the EIEP used the item in connection with
a business process that involved SSA-provided Information and the vendor will
retrieve or may view SSA-provided information during servicing, SSA reserves
the right to inspect the EIEP's vendor contract. The EIEP must remove SSA-
provided information from electronic devices before sending it to an external
vendor for service. SSA expects the EIEP to render SSA-provided information
unrecoverable or destroy the electronic device if they do not need to recover the
information. The same applies to excessed, donated, or sold equipment placed
into the custody of another organization.

To sanitize media, the EIEP should use one of the following methods:

1. Overwriting/Clearing:

Overwrite utilities can only be used on working devices. Overwriting is
appropriate only for devices designed for multiple reads and writes. The EIEP
should overwrite disk drives, magnetic tapes, floppy disks. USB flash
drives, and other rewriteable media. The overwrite utility must completely
overwrite the media. SSA recommends the use nursing media
sanitization to make the data irretrievable, protecting data against laboratory
attacks or forensics. Reformatting the media does not overwrite the data.

2. Degaussing;

Degaussing is a sanitization method for magnetic media (e.g., disk drives, tapes,
lloppies, etc.). Degaussing is not effective for purging non-magnetic media (e.g.,
optical discs). SSA and NIST Guidelines require EIEP to use a certified tool
designed to degauss each particular type of media. NIST guidelines require
certification of the tool to ensure that the magnetic flux applied to the media is
strong enough to render the information irretrievable. The degaussing process
must render data on the media irretrievable by a laboratoiy attack or laboratory
forensic procedures.
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Physical (lestructirm?

NIS I guidelines require physical destruction when degaussing or over
writing cannot be accomplished (for example, CDs. Hopples DVDsdamaged tapes, hard drives, damaged USB Hash drives, etc.). Examples
of physical destruction include shredding, pulverizing, and burning.

r^uiref to fiiVr^ T'" ̂̂ A-provided Information in hardcopy only if
data Tn » n requirements, provided the agencies retire suchdata n accordance with applicable state laws goveming state awncCs
nrovideH must control print media containing SSA-provided informatmn to restrict access to authorized employees wL need
such access to perform official duties. ElEPs must destroy mint media
containing SSA-provided infonnatlon in a secure manner when no longer
required for business purposes. SSA requires the EIEP to destroy nanef
shredd'^" ' information by burning pufping

accrctions, deletions, or changes to the SSAprovided information governed by the CMPPA aarcement tn nnrf^t th •

or lining through documents to obscure^' formation does not meet SSA's requirements for appropriate destruction

aimiStrsSA"''''?- communications and datatumished to SSA contain no viruses or other malware.

Special Note regarding Ciond Service Providers:
If the EIEP will .store .SSA-provided information through a Cloud Service
DeseHhI'th Provider

protect SSA-prov.ded information at rest and when in St ^
EIEPs cannot legally process, transmit, or store SSA-Drovided

SSA^ChTef InLtaMo"limceT"' f™"
(THE REST OF THIS PAGE H.AS BEEN LEFT BLANK INTENTIONALLY)
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5.9 Incident Reporting
(The Privacy Act of 1974, E-Govemment Act of2002 (P.L 107-347)and the Incident Response (IR) Family, NISTSP HOO-53 rev. 4)

FISMA, NIST Guidelines, and Federal Law require the EIEP to develop and

Pll''bs'^s fIfP to tospond to potential data breaches orloses. ElEPs must articulate, in writing, how the policies and procedures

infiTtion ' ^^'^tototoents. The procedures must include the following
Ifyour agency experiences or suspects a breach or loss ofPI! or a
security ,ncidenl. which includes SSA-provided information, they must
notify the State official responsible for Systems Security designated in the
^eenient^That State official or delegate must then notify the SSA
Regional Office Contact or the SSA Systems Security Contact identified in
the agi-eemenl. If for any reason, the responsible State official or
delegate IS unable to notify the SSA Regional Office or the SSA Sy.stems
Security Contact within one hour, the re.sponsible State Agency official or
delegate must report the incident by contacting SSA's National Network
Service Center (NNSC) toll free at 877-697-4889 (select Security and
PII Reporting from the options list). The EIEP will provide updates as
hey become available to SSA contact, as appropriate. Refer to the
worksheet provided in the agreement to facilitate gathering and
organizing information about an incident.

R SSA, or another Federal investigating entity (e.g. TIGTA or DOJ)

consider establishing incident response teams to address PII and SSA
provided information breaches. ^uuress i ii and

Incident reporting policies and procedures are part of the security awareness
program. Incident reporting pertains to all employees, contractors, or agents

The wFn' to whether they have direct responsibility for contacting SSA.The written policy and procedures document should include specific names
titles, or functions of the individuals responsible for each stage of the
notification process. The document should include detailed instructions for
ow, and to whom each employee, contractor, or agent should report the

potential breach or PII loss.
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5.10 Security Awareness Training and User Sanctions

Management (PM) Families, N/ST SP m-s"rZ J ""'"''"S"""

security training''fo7an"empbyee^ ran?' awareness program and
provided information. The training and?™ SSA-Provided intortSati;rS-,rf=^.~^^

the sensitivity of SSA-provided information and addresses the
jvacy Act and other Federal and state laws governing its use and

a.

b.

c.

d.

e.

the rules of behavior concerning use and security in systems and/or
applications processing SSA-provided information,

the responsibilities of employees, contractors, and agent's pertaining
proper use and protection of SSA-provided information,

the proper disposal of SSA-provided information,

f- the security breach and data loss incident reporting procedures,

the basic understanding of procedures to protect the network from
malware attacks.

g-

h.

prevention, and
spoofing, phishing and pharming, and network fraud

i. P°«sihle criminal and civil sanctions and penalties for misuse of
SSA-provided information.

SSA requires the ElEPto provide security awareness trainins to all

-li'S-nTnrSS^^

TSSR-Version 7.0-07/2015
Page 27



Exhibit F, Attachment B

SSA requires the EIEP to provide security awareness training to all
employees, contractors, and agents who access SSA-provided information.
1 he training should be annual, mandatory, and certified by the personnel who
receive the training. SSA also requires the EIEP to certify that each employee
contractor, or agent who views SSA-provided information also certify that
they understand the potential criminal and administrative sanctions or
penalties for unlawful disclosure. SSA requires the state agency to require
employees, contractors, and agents to sign a non-disclosure agreement, attest
to their receipt of Security Awareness Training, and acknowledge the rules of
behavior concerning proper use and security in systems that process SSA-
provided information. The non-disclosure attestation must also include
acknowledgement from each employee, contractor, and agent that he or she
understands and accepts the potential criminal and/or civil sanctions or
penalties associated with misuse or unauthorized disclosure of SSA-provided
information The state agency must retain the non-disclosure attestations for at
least five (5) to seven (7) years for each individual who processes, views or
encounters SSA-provided information as part of their duties.

SSA strongly recommends the use of login banners, emails, posters, signs,
memoranda, special events, and other promotional materials to encourage'
security awareness throughout your enterprise.

The state agency must designate a department or party to take the
responsibility to provide ongoing security awareness training for all
employees, contractors, and agents who access SSA-provided information
1 raining must include:

•  The sensitivity of SSA-provided information and address the
Privacy Act and other Federal and state laws governing its use and
misuse

•  Rules of behavior concerning use and security in systems
processing SSA-provided information

Restrictions on viewing and/or copying SSA-provided information

•  The employee, contractor, and agent's responsibility for proper use
and protection of SSA-provided information

•  Proper disposal of SSA-provided information

•  Security incident reporting procedures

•  Basic understanding of procedures to protect the network from
malware attacks
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•  Spoofing, Phishing and Pharming scam prevention

•  The possible sanctions and penalties for misuse of SSA-provided
information

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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5.11 Contractors of Electronic Information Exchange Partners
(The Privacy Act of 1974, E-Government Act of2002 (P.L, 107-347),
and Risk Assessment (RA), System and Services Acquisition (SA),
A wareness and Training (A f). Personnel Security (PS), and Program
Management (PM) Families, NISTSP HOO-53 rev. 4)

The state agency's employees, contractors, and agents who access, use. or
disclose SSA data in a manner or purpose not authorized by the Agreement
may be subject to both civil and criminal sanctions pursuant to applicable
Federal statutes. The state agency will provide its contractors and agents with
copies of the Agreement, related lEAs, and all related attachments before
initial disclosure of SSA data to such contractors and agents. Prior to signing
the Agreement, and thereafter at SSA's request, the state agency will obtain
from its contractors and agents a current list of the employees of such
contractors and agents with access to SSA data and provide such lists to SSA.

Contractors of the state agency must adhere to the same security
requirements as employees of the state agency. The state agency is
responsible for the oversight of its contractors and the contractor's
compliance with the security requirements. The state agency must enter into
a written agreement with each of its contractors and agents who need SSA
data to perform their official duties. Such contractors or agents agree to
abide by all relevant Federal laws, restrictions on access, use, disclosure, and
the security requirements contained within the state agency's agreement with
SSA.

The state agency must provide proof of the contractual agreement with all
contractors and agents who encounter SSA-provided information as part of
their duties. If the contractor processes, handles, or transmits information
provided to the state agency by SSA or has authority to perform on the state
agency's behalf, the state agency should clearly state the specific roles and
functions of the contractor within the agreement. The state agency will
provide SSA written certification that the contractor is meeting the terms of
the agreement, including SSA security requirements. The service level
agreements with the contractors and agents must contain non-disclosure
language as it pertains to SSA-provided information.

The state agency must also require that contractors and agents who will
process, handle, or transmit information provided to the state agency by SSA to
include language in their signed agreement that obligates the contractor to
follow the terms of the slate agency's data exchange agreement with SSA. The
state agency must also make certain that the contractor and agent's employees
receive the same security awareness training as the state agency's employees.
The state agency, the contractor, and the agent should maintain awareness-
training records for their employees and require the same mandatory annual
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certification procedures.

conduct compliance reviews at least triennTallv
(3) years after the approved initial security certifi""!""^""^'"®
agences will provide SSA with dorumenLTn cf
reviews of their contractors and agents The state '^'^""■'"8 compliance

meet 5bA s requirements:

a) safeguards for sensitive information.

°° ""'"""■I "■« .. SSA-

rir™™r; 'r-™
information, and

to. use of, and redisclosure of SSA-provLed

.r:z:t7:r

™  "rr BrASK ,»„.™„Acrv,

c)

d)
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5.12 Cloud Sen ice Providers (CSP) for Electronic Information Exchange
Partners

(NIST SP 800-144, NIST SP 800-145, NISTSP 800-146, OMB Memo M-
14-03, MIST SP 137)

The National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-145 defines Cloud Computing as ''a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be
rapidly provisioned and released with minimal management effort or service
provider interaction. This cloud model is composed of five essential characteristics,
three service models, and four deployment models." The three service models, as
defined by NIST SP 800-145 are Software as a Service (SaaS), Platform as a
Service (PaaS), and Infrastructure as a Service (laaS). The Deployment models are
Private Cloud. Community Cloud, Public Cloud, and Hybrid Cloud. Furthermore,
The Federal Risk and Authorization Program (FedRAMP) is a risk management
program that provides a standardized approach for assessing and monitoring the
security of cloud products and services.

SSA requires the State Agency, contractor(s), and agent(s) to exercise due diligence
to avoid hindering legal actions, warrants, subpoenas, court actions, court
judgments, state or Federal investigations, and SSA special inquiries formatters
pertaining to SSA-provided information.

SSA requires the State Agency, contractor(s), and agent(s) to agree that any state-
owned or subcontracted facility involved in the receipt, processing, storage, or
disposal of SSA-provided information operate as a "de facto" extension of the State
Agency and is subject to onsite inspection and review by the State Agency or SSA
with prior notice.

SSA requires that the State Agency thoroughly describe all specific contractual
obligations of each party to the Cloud Service Provider (CSP) agreement between
the state agency and the CSP vendor(s). If the obligations, services, or conditions
widely differ from agency to agency, we require separate SDP Questionnaires to
address the CSP services provided to each state agency involved in the receipt,
processing, storage, or disposal of SSA-provided information.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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Review Programs

SPslSsZV!)' '•"<! Pl"""ing (PL) Family, NIST
Th^certifir"!^ certification and compliance review programs are distinct processes
eltctmnic access episodic process when an EIEP initially requestsc ronic access to SSA-provided information or makes substantive chanees tn

protocol, delivery method, infrastructure, or platform The
certification process entails two stages (refer to 6.1 for details) intended to ensure that
management, operational, and technical security measures work as designed SSA

SToTbihal^rftsrT" ^IEP performedt^y or on behalf of SSA. The purpose of the review is to to assess an ElEP's confomiance
to SSA s eurrent secunty requirements at the time of the leview engagement The

infomatirnTl'T SSA-provided
Srecuruy" t ::::°h7sS^^
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6.1 The Security Certification Program
(NIST SP HOO-IH - System Security Plans, Security Assessment and
ioO~53rfv% (CA), and Planning (PL) Families, NIST SP
The secunty certification process applies to EIEPs that seek online electronic
access to SSA-provide information and consists of two general phases:

a) Phase 1: The Security Design Plan (SDP) is a formal written plan
authored by the EIEP to document its management, operational and
technical security controls to safeguard SSA-provided information (refer
to Documentuw Sprurity rpntrofs in thp Security

NOTE: SSA may have legacy EIEPs (EIEPs not certified under
the current process) who have not prepared an SDP. SSA
strongly recommends that these EIEPs prepare an SDP.

The EIEP s preparation and maintenance of a current SDP will
aid them in determining potential compliance issues prior to
reviews, assuring continued compliance w ith SSA's TSSRs,and
providing for more efficient security reviews.

b) Phase 2: The SSA Onsite Certification is a formal security review
conducted by SSA, or on its behalf, to examine the full suite of
management, operational, and technical security controls implemented by
the EIEP to safeguard data obtained from SSA electronically (refer to
The Certification Process^

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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6.2 Documenting Security Controls in the SOP
(NISTSP 800-JS - System Security Plans, Security Assessment and
Authorization Controls (CA), and Planning (PL) Families, ISISTSP
800-53 rev. 4)

6.2.1 When an SDP is required;

EIEPs must submit an SDP when one or more of the following
circumstances apply: ^

a) to obtain approval for requested access to SSA-provided Infortnation for an
initial agreement,

b) to obtain approval to reestablish previously terminated access to SSA-
provided information,

c) to obtain approval to implement a new operating or security platform that
will involve SSA-provided information,

d) to obtain approval for significant changes to the EIEP's organizational
structure, technical processes, operational environment, or security
implementations planned or made since approval of their most recent SDP
or of their most recent successfully completed security review,

e) to confirm compliance when one or more security breaches or incidents
involving SSA-provided information occurred since approval of the EIEP's
most recent SDP or of their most recent successfully completed security
review,

f) to document descriptions and explanations of measures implemented as the
result of a data breach or security incident,

g) to document descriptions and explanations of measures implemented to
resolve non-compliancy issue(s), and

h) to obtain a new approval after SSA revoked approval of the most recent
SDP

SSA may require a new SDP if changes occurred (other than those listed

wilh SSa"* exchange agreement
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SSAwill not approve the SDP or allow the initiation of transactions

"wMtheTSSRs EIEP complies

j' . ■ f """ only as an STC, (ransft-rring SS^-provided information to other ElEI's must, per the terms of their
agreements with SSA, adhere to SSA's TSSR and excreise their
responsihilities regarding protection of SSA-provided information
(Sec Page 48 nefinifion of STC)

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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6.3 The Certification Process

Authonzation Asspsment andNISTSP 800~S3 rev 4) PUmmng (PL) Pamthes,
Once the EIEP has successfully satisfied Phase 1 SSA will
certification review. The objechve of the on^e Liew ̂to ens^e the" eTeP',
management operatjonal, and technical controls safeguarding SSA-nrovided

LXn":nd "inTen^df;.'"''™''"

iLd"e:tY:::p;r7iat'""
security requirement,

1) a demonstration of the EIEP's implementation of each

2) a physical review of pertinent supporting documentation to verify the
accuracy of responses in the SDP,

3) a demonstration of the functionality of the software interface for the system
that will receive, process, and store SSA-provided information,

4) a demonstration of the Automated Audit Trail System (ATS),

5) a walkthrough of the EIEP's data center to observe and document physical
security safeguards,

Lt wIsSA," i-Pl-cntation of electronic exchange of
7) a discussions with managers, supervisors, information security officers

system administrators, or other state stakeholders,

8) an examination of management control procedures and reports pertaining to
anomaly detection or anomaly prevention,

9) a demonstradon of technical tools pertaining to user access control and if
appropriate, browsing prevention.

TSSR-Version 7.0 - 07/2015
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10) a demonstration of the permission module or similar design, to show how
the system triggers requests for information from SSA.

11) a demonstration of how the process for requests for SSA-provided
information prevents SSNs not present in the EIEP's system from sending
requests to SSA.

We may attempt to obtain information from SSA using at least one,
randomly created, fictitious number not known to the EIEPs system.

During a certification or compliance review. SSA or a certifier acting on its behalf,
may request a demonstration of the EIEP's ATS and its record retrieval capability.'
SSA or a certifier may request a demonstration of the ATS' capability to track the
activity of employees who have the potential to access SSA-provided information
within the EIEP's system. The certifier may request more information from those
EIEPs who use an STC to handle and audit transactions. SSA or a certifier may
conduct a demonstration to see how the EIEP obtains audit information from the
STC regarding the EIEP's SSA transactions.

If an STC handles and audits an EIEP's transactions, SSA requires the EIEP to
demonstrate both their in-house audit capabilities and the process used to obtain
audit information from the STC.

If the EIEP employs a contractor or agent who processes, handles, or transmits
the EIEP s SSA-provided information offsite. SSA, at its discretion, may request
to include the contractor's facility in the onsite certification review. The
inspection may occur with or without a representative of the EIEP.

Upon successful completion of the onsite certification review, SSA will
authorize electronic access to production data by the EIEP. SSA will provide
written notification of its certification to the EIEP and all appropriate internal
SSA components.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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6.5 The Compliance Review Program and Process

~  Security Plans, Configuration Management
"nd Planning

Similar to the certification process, the compliance review program entails a
process intended to ensure that ElEPs that receive electronic information from SSA
are in full compliance with the SSA's TSSRs. SSA requires EIEPs to complete
and submit (based on a timeline agreed upon by SSA and EIEP's stakeholders) a
Compliance Review Questionnaire (CRQ). The CRQ (similar to the SDP)
describes the EIEP's management, operational, and technical controls used to
protect SSA-provided information from misuse and improper disclosure We also
want to verify that those safeguards function and work as intended.

As a practice, SSA attempts to conduct compliance reviews following a 3-5 year
periodic review schedule. However, as circumstances warrant, a review may take
place at any time. Three prominent examples that would trigger an ad hoc review
are.'

A. a significant change in the outside EIEP's computing platform.

B. a violation of any of SSA's TSSRs, or

C an unauthorized disclosure of SSA-provided information by the EIEP.

SSA may conduct onsite compliance reviews and include both the EIEP's main
facility and a field office.

SSA may at its discretion, request that the EIEP participate in an onsite compliance
review of their security infrastructure to confirm the implementation of SSA's
security requirements.

D. a demonstration of the EIEP's implementation of each requirement

E. a random sampling of audit records and transactions submitted to SSA

F. a walkthrough of the EIEP's data center to observe and document physical
security safeguards

G. a demonstration of the EIEP's implementation of online exchange of data
with SSA,
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H. a discussion with managers, supervisors, information security officers,
system administrators, or other state stakeholders,

I. an examination of management control procedures and reports pertaining to
anomaly detection and prevention reports,

J. a demonstration of technical tools pertaining to user access control and, if
appropriate, browsing prevention,

K. a demonstration of how a permission module or similar design triggers
requests for information from SSA, and

L. a demonstration of how a permission module prevents the EIEP's system
from processing SSNs not present in the EIEP's system.

1) We can accomplish this by attempting to obtain information from SSA
randomly created, fictitious number not known to

the EIEP's system.

SSA may perform an onsite or remote review for reasons including but not
limited, to the following:

a) the EIEP has experienced a security breach or incident involving SSA-
provided information

b) the EIEP has unresolved non-compliancy issue(s)

c) to review an offsite contractors facility that processes SSA-
provided information

d) the EIEP is a legacy organization that has not yet been through SSAs
security certification and compliance review programs

e) the EIEP requested that SSA perform an IV & V (Independent
Verification and Validation review)

a^demn "'f ^ its behalf, may requesta demonstration of the system s audit trail and retrieval capability. The certifier
may request a demonstration ofthe system's capability for tracking the activity of
eniployees who view SSA-provided information within the EIEP's system The
certiHer may request ElEPs that have STCs that handle and audit transactions with
SSA to demonstrate the process used to obtain audit information from the STC.
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obtain audit information from the STC regarding the EIEP s transactions with SSA.

If the EIEP employs a contractor who will process, handle, or transmit the EIEP's
SSA-provided information offsite, SSA, at its discretion, may request to include in
the onsite compliance review an onsite inspection of the contractor's facility. The
inspection may occur with or without a representative of the EIEP. The format of
the review in routine circumstances (e.g.. the compliance review is not being
conducted to address a special circumstance, such as a disclosure violation, etc.)
will generally consist of reviewing and updating the EIEP s compliance with the
systems security requirements described above in this document. At the conclusion
of the review, SSA will issue a formal report to appropriate EIEP personnel. The
Compliance Report will address findings and recommendations from SSA s
compliance review, which includes a plan for monitoring each issue until closure.

NOTE: SSA will never request documentationfor compliance reviews unless
necessary to assess the EIEP's securit)' posture. The information is only
accessible to authorized individuals who have a need for the information as it
relates to the EIEP s compliance with its electronic data exchange agreement
with SSA and the associated system security requirements and procedures. SSA
will not retain the EIEP's documentation any longer than required. ,^5/4 will
delete^ purge, or destroy the documentation when the retention requirement
expires.

Compliance Reviews are either on-site or remote reviews. High-risk review s must
be onsite reviews, medium risk reviews are usually onsite, and low risk reviews
may qualify for a remote review via telephone. The past performance of the entire
state determines whether a review is onsite or remote SS.A determines a state's
risk level based on the "high water mark principle." If one agency is high risk,
the entire state is high risk. The following is a high-level example of the analysis
that aids SSA in making apreliminary determination as to which review format is
appropriate. SSA may also use additional factors to determine whether SSA will
perform an onsite or remote compliance review.

A. High/Medium Risk Criteria

1) undocumented closing of prior review finding(s).

2) implementation of management, operational or technical controls
that affect security of SSA-provided information (e.g.
implementation of new data access method), or

3) a reported PII breach within the state.
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B, Low Risk Criteria

1) no prior review finding(s) or prior finding(s) documented as closed

2) no implementation of technical/operational controls that impact
security of SSA provided

3) information (e.g. implementation of new data access method) no
reported PII breach

6.5.1 EIEP Compliance Review Participation

SSA may request to meet with the following stakeholders during the
compliance review:

a) a sample of managers, supervisors, information security officers,
system administrators, etc. responsible for enforcing and
monitoring ongoing compliance to security requirements and
procedures to assess their level of training to monitor their
employee s use of SSA-provided information, and for reviewing
reports and taking necessary action

b) the individuals responsible for performing security awareness and
employee sanction functions to learn how EIEPs fulfill this
requirement

c) a sample of the EIEP's employees to assess their level of training
and understanding of the requirements and potential sanctions
applicable to the use and misuse of SSA-provided information

d) the individua!(s) responsible for management oversight and quality
assurance functions to confirm how the EIEP accomplishes this
requirement

e) any additional individuals as deemed appropriate by SSA (i.e.
analysts, Project/Program Manager, claims reps, etc.)

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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6.6 Scheduling the Onsite Review

SSA will not schedule the onsite review until SSA approves the EIEP's SDP or th.

schedul T -i- h V agfeL upon a
information for an initial agreement or compliance review for other ElEP^s) Unles

nie scheduling of the onsite review may depend on additional factors including:
a) the reason for submission of an SDP or CRQ,

b) the severity of security issues, if any.

c) circumstances of the previous review, if any, and

d) SSA s workload and resource considerations.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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7. Additional Definitions

Back Button:

Refers to a button on a web browser's toolbar, the backspace button on a computer
keyboard, a programmed keyboard button or mouse button, etc., that returns a
user to a previously visited web page or application screen.

Breach:

Refers to actual loss, loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where unauthorized persons have access or potential access to PII or
Covered Information, whether physical, electronic, or in spoken word or recording

Browsing:

Requests for or queries of SSA-provided information for purposes not related to the
performance of official job duties

Choke Point:

The firewall between a local network and the Internet is a choke point in
network security, because any attacker would have to come through that
channel, which is typically protected and monitored.

Cloud Computing:

The term refers to Internet-based computing derived from the cloud drawing
representing the Internet in computer network diagrams. Cloud computing
providers deliver on-line and on-demand Internet services. Cloud Services
normally use a browser or Web Server to deliver and store information

Cloud Computing (NIST SP 800-145 Excerpt):

Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or service
provider interaction. This cloud model is composed of five essential characteristics, three service
models, and four deployment models.

Essential Characteristics:

On-demand self-service - A consumer can unilaterally provision computing capabilities, such as
server time and network storage, as needed automatically without requiring human interaction with
each service provider.

Broad network access - Capabilities are available over the network and accessed through standard
mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones,
tablets, laptops, and workstations).
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Resource pooling - The provider's computing resources are pooled to serve multiple consumers
using a multi-tenant model, with different physical and virtual resources dynamically assigned and
reassigned according to consumer demand. There is a sense of location independence in that the
customer generally has no control or knowledge over the exact location of the provided resources
but may be able to specify location at a higher level of abstraction (e.g., country, state, or
datacenter). Examples of resources include storage, processing, memory, and network bandwidth.

Rapid elasticity - Capabilities can be elastically provisioned and released, in some cases
automatically, to scale rapidly outward and inward commensurate with demand. To the consumer
the capabilities available for provisioning often appear to be unlimited and can be appropriated in'
any quantity at any time.

Measured service - Cloud systems automatically control and optimize resource use by leveraging
a metering capabilityl at some level of abstraction appropriate to the type of service (e.g., storage
processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled
and reported, providing transparency for both the provider and consumer of the utilized service.'

Service Models:

Software as a Service (SaaS) - The capability provided to the consumer is to use the provider's
applications running on a cloud infrastructure2. The applications are accessible from various client
devices through either a thin client interface, such as a web browser (e.g., web-based email), or a
program interface. The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or even individual application capabilities
with the possible exception of limited user-specific application configuration settings.

Platform as a Service (PaaS) - The capability provided to the consumer is to deploy onto the
cloud infrastructure consumer-created or acquired applications created using programming
languages, libraries, services, and tools supported by the provider.3 The consumer does not manage
or control the underlying cloud infrastructure including network, servers, operating systems, or
storage, but has control over the deployed applications and possibly configuration settings for the
application-hosting environment.

Infrastructure as a Service (laaS) - The capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing resources where the consumer is
able to deploy and run arbitrary software, which can include operating systems and applications
The consumer does not manage or control the underlying cloud infrastructure but has control over
operating systems, storage, and deployed applications; and possibly limited control of select
networking components (e.g., host firewalls).

Deployment Models:

Private cloud - The cloud infrastructure is provisioned for exclusive use by a single organization
comprising multiple consumers (e.g., business units). It may be owned, managed, and operated by
the organization, a third party, or some combination of them, and it may exist on or off premises.
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community of consumers from organizations that have shared concerns (e.g., mission, security
requirements, policy, and compliance considerations). It may be owned, managed, and operated by
one or more of the organizations in the community, a third party, or some combination of them, and
it may exist on or off premises.

Public cloud - The cloud infrastructure is provisioned for open use by the general public. It may be
owned, managed, and operated by a business, academic, or government organization, or some
combination of them. It exists on the premises of the cloud provider.

Hybrid cloud - The cloud infrastructure is a composition of two or more distinct cloud
infrastructures (private, community, or public) that remain unique entities, but are bound together
by standardized or proprietary technology that enables data and application portability (e.g., cloud
bursting for load balancing between clouds).

1 Typically this is done on a pay-per-use or charge-per-use basis.

2 A cloud infrastructure is the collection of hardware and software that enables the five essential
characteristics of cloud computing. The cloud infrastructure can be viewed as containing both a physical
layer and an abstraction layer. The physical layer consists of the hardware resources that are necessary to
support the cloud services being provided, and typically includes server, storage and network components.
The abstraction layer consists of the software deployed across the physical layer, which manifests the
essential cloud characteristics. Conceptually the abstraction layer sits above the physical layer.

3 This capability does not necessarily preclude the use of compatible programming languages, libraries,
services, and tools fiom other sources.

Cloud Drive:

A cloud drive is a Web-based service that provides storage space on a remote server.

Cloud Audit:

Cloud Audit is a specification developed at Cisco Systems, Inc. that provides cloud
computing service providers a standard way to present and share detailed,
automated statistics about performance and security.

The Federal Risk and Authorization Program (FedRAMP):
FedRAMP is a risk management program that provides a standardized approach
for assessing and monitoring the security of cloud products and services.

Commingling:

Commingling is the creation of a common database or repository that stores and
maintains both SSA-provided information and preexisting ElEP PII.
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Data Exchange:

Data Exchange is a logical transfer of information from one government entity's
systems of records (SOR) to another agency's application or mainframe through a
secure and exclusive connection.

Degaussing:

Degaussing is the method of using a "special device" (i.e.. a device that generates a
magnetic field) m order to disrupt magnetically recorded information. Degaussing
can be effective for purging damaged media and media with exceptionally large
storage capacities. Degaussing is not effective for purging non-magnetic media (e g
optical discs). ''

Function:

One or more persons or organizational components assigned to serve a particular
purpose, or perform a particular role. The purpose, activity, or role assigned to one
or more persons or organizational components.

Hub:

As it relates to electronic data exchange with SSA. a hub is an organization which
serves as an electronic information conduit or distribution collection point The
term Hub is interchangeable with the terms "StateTransmission Component "
"State Transfer Component," or "STC."

ICON:

Interstate Connection Network (various entities use 'Connectivity' rather than
'Connection')

IV & V:

Independent Verification and Validation

Legacy System:

A term usually referring to a corporate or organizational computer system or
network that utilizes outmoded programming languages, software, and/or hardware
that typically no longer receives support from the original vendors or developers.

Manual Transaction:

A user-initiated operation (also referred to as a "user-initiated transaction") This is
the opposite of a system-generated automated process.

Example; A user enters a client's information including the client's SSN and
presses the ENTER key to acknowledge that input of data is complete. Anew
screen appears with multiple options, which include "VERIFY SSN" and
"CONTINUE". The user has the option to verify the client s SSN or perform
altemative actions.
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Media Sanitization:

0 Disposal: Refers to the discarding (e.g., recycling) media that
contains no sensitive or confidential data.

D^erwriting/Clearing: This type of media sanitization is adequate for
protecting information from a robust keyboard attack. Clearing must
prevent retrieval of information by data, disk, or file recovery utilities.
Clearing must be resistant to keystroke recovery attempts executed
from standard input devices and from data scavenging tools. For
example, overwriting is an acceptable method for clearing media.
Deleting items, however, is not sufficient for clearing.

This process may include overwriting all addressable locations of the
data, as well as its logical storage location (e.g., its file allocation table)
I h^e aim of the overwntingprocess is to replace or obfuscate existing
information with random data. Most rewriteable media may be cleared
by a single overwrite. This method of sanitization is not possible on un-
writeable or damaged media.

h) Purging: This type of media sanitization is a process that protects
information from a laboratory attack. The terms clearing 3.nd
purging are sometimes synonymous. However, for some media,
clearing is not sufficient for purging (i.e., protecting data from a
laboratory attack). Although most re-writeable media requires a
single overwrite, purging may require multiple rewrites using
different characters for each write cycle.

This IS because a laboratory attack involves threats with the capability
to employ non-standard assets (e.g.. specialized hardware) to attempt
data recovery on media outside of that media's normal operating
environment. ^ ®

I) Degaussing is also an example of an acceptable method for purging
destroy media if purging is not a

viable method for sanitization. r & &

• Destruction: Physical destruction of media is the most effective form of
sanitization. Methods of destruction include burning, pulverizing, and
shredding. Any residual medium should be able to withstand a laboratorv
attack.

Page 48



Exhibit F, Attachment B

Permission module:

-hoM„dU.si,«;r:si Xno, .110. . fcS?: L i eSp .T",
system contains a record of the subject individual's SSN i
Permission Module also enforces referential intP«'t ^ properly configured
random browsing of PII. prevents unauthorized

Screen Scraping:

terminal's memory through its aux iZ nnl, I T ''""'''"8
port of one computer system to an input port'on anoXriheV"^
synonymous with the term bidirectional exchange of data

B:S~-SSSS=~programmatically obtaining references to their underlying programming objects.
Security Breach:

?ract" JsTr pTcedTrT'®'"''"'™ ^-^"rity policies.
Security Incident:

of security may be takTrp'a'^e.^or"m^ay haveTken p"!fT All''thf
incidents, but not all security incidents are threat! security

Security Violation:

-"-y policies.
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Sensitive data:

Sensitive data is a special category of personally identifiable information (PII) that has
the potential to cause great harm to an individual, government agency, or program if
abused, misused, or breached. It is sensitive information protected against unwarranted
disclosure and carries specific criminal and civil penalties for an individual convicted of
unauthorized access, disclosure, or misuse. Protection of sensitive information usually
involves specific classification or legal precedents that provide special protection for
legal and ethical reasons.

Security Information Management (SIM):

SIM is software that automates the collection of event log data from security devices
such as firewalls, proxy servers, intrusion detection systems and anti-virus software.
The SIM translates the data into correlated and simplified formats.

SMDS (Switched Multimegabit Data Service (SMDS):

SMDS is a telecommunications service that provides connectionless, high-
performance, packet- switched data transport. Although not a protocol, it supports
standard protocols and communications interfaces using current technology.

SSA-provided data/information:

Synonymous with "SSA-supplied data/information", defines information under the
control of SSA provided to an external entity under the terms of an information
exchange agreement with SSA. The following are examples of SSA-provided
data/information:

•  SSA's response to a request from an ElEP for information from SSA (e.g.,
date of death)

•  SSA's response to a query from an ElEP for verification of an SSN

SSA data/information:

This term, sometimes used interchangeably with "SSA-provided data/information,"
denotes information under the control of SSA provided to an external entity under the
terms of an information exchange agreement with SSA. However, "SSA
data/information" also includes information provided to the ElEP by a source other
than SSA. but which the ElEP attests to that SSA verified it. or the ElEP couples the
information with data from SSA as to to certify the accuracy of the information. The
following are examples of SSA information:

•  SSA's response to a request from an ElEP for information from SSA (e.g.,
date of death)

•  SSA's response to a query from an ElEP for verification of an SSN
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• Display by the ElEP of SSA s response to a query for
verification of an SSN andihc associated SSN provided by SSA

•  Display by the ElEP of SSA's response to a query for
verification of an SSN and the associated SSN provided to the
ElEP by a source other than SSA

•  Electronic records that contain only SSA's response to a query for
verification of an SSN and the associated SSN whether provided to the
ElEP by SSA or a source other than SSA

SSN:

Social Security Number

STC;

A State Transmission/Transfer Component is an organization, which performs as an
electronic information conduit or collection point for one or more other entities (also
referred to as a hub).

System-generated transaction:

A transaction automatically triggered by an automated system process.

Example: A user enters a client's information including the client's SSN on an
input screen and presses the "ENTER" key to acknowledge that input of data is
complete. An automated process then matches the SSN against the organization's
database and when the systems finds no match, automatically sends an electronic
request for verification of the SSN to SSA.

Systems process:

Systems Process refers to a software program module that runs in the
background within an automated batch, online, or other process.

Third Party :

Third Party pertains to an entity (person or organization) provided access to SSA-
provided information by an ElEP or other SSA business partner for which one or
more of the following apply:

•  is not stipulated access to SSA-provided information by an information-
sharing agreement between an ElEP and SSA

•  has no data exchange agreement with SSA
•  SSA does not directly authorize access to SSA-provided information

Transaction-driven:

This terrn pertains to an automatically initiated online query of or request for SSA
information by an automated transaction process (e.g., driver license issuance,
etc.). The query or request will only occur the automated process meets prescribed
conditions.
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Uncontrolled transaction:

This term pertains to a transaction that falls outside a permission module. An
uncontrolled transaction is not subject to a systematically enforced relationship
between an authorized process or application and an existing client record.

8. Regulatorj' References

o  Federal Information Processing Standards (FTPS) Publications

o Federal Information Security Management Act of 2002
(FISMA)

o Homeland Security Presidential Directive (HSPD-12)

o National Institute of Standards and Technology (NIST) Special
Publications

o Office of Management and Budget (0MB) Circular A-123,
Management s Responsibility for Internal Control

o Office of Management and Budget (0MB) Circular A-130,
Appendix 111, Management of Federal Information Resources

o OfficeofManagementandBudget(OMB) MemoM-06-I6,
Protection ofSensitive Agency Information, June 23. 2006

o Office of Management and Budget (0MB) Memo M-07-16,
Memorandumfor the Heads ofExecutive Departments and
Agencies May 22, 2007

o Office of Management and Budget(OMB) Memo M-07-17,
Safeguarding Against and Responding to the Breach of
Personally Identifiable Information. May 22. 2007

o Privacy Act of 1974, as amended

9. Frequently Asked Questions
(Click links for answers or additional information)

1. Q: What is a breach of data?
A. Refer to Security Breach. Security Incident, and Security Violation.

2. Q: What is employee brovvsina?
A. Requests for or queries of SSA-provided information for purposes not

related to the performance of official Job duties

3. Q: Okay, so the EIEP submitted the SDP. Can SSA schedule the Onsite
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Review?
A; Refer to Scheduling Onsite ReviVw

Q; What is a "Permission Module?"

fnSSr" ^hich automaticallyenforces the reiationship of a request for or ouerv of qca • j ,

Q: What "Screen Scraping?"
A: Screen scraping is normally associated with the programmatic

collectmn of v.sual data from a source. Original^! reen raninn

Sall^teTw aWuter dTsZyits auxiliary port or by conneTt'inTtheT memory through

.s synonymous with the term bidirectional exchange of ̂air"

emul^

1 tSTJS'" """"»

;EE=tKs;—
Q. When does an EIEP have to submit an SDP'?

Refer to When the SnP i.

A:' "STOnunt ,J mtwcd?
btn-ttn fc ElEP md SSA was rantw,d STreS LT""*"

" ..bis

d,w.p

b.f.nd.,io„ If .E. E,EP wJ„?.gE
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the EIEP's data-sharing agreement with SSA.
Refer to Data and Communications Security.

9. Q: Does SSA allow EIEPs to use caching of SSA-provided information on
the EIEP's workstations?

A: Caching during processing is not a problem. However, SSA-provided
infomation must clear from the cache when the user exits the
application. Refer to Data and Communicalions Security.

10. Q: What does the term "interconnections to other systems" mean?
A: As used in SSA s system security requirements document, the term

"Interconnections" is the same as the term "connections."

11. Q: Is it acceptable to submit the SDPasa.PDF file?
A: No, it is not. The document must remain editable.

12. Q: Should ̂ eEIEP write the SDP from the standpoint of the EIEPSVES
(or applicable data element) access itself, or from the standpoint of
access to all data provided to the EIEP by SSA?

A: The SDP is to encompass the EIEP's entire electronic access to SSA-
provided information as per the electronic data exchange agreement
between the EIEP and SSA.
Refer to Devclopinu the SDP.

13. Q; If the EIEP has a "transaction-driven" system, does the EIEP still
need a permission module? If employees cannot initiate a query to
SSA, why would the EIEP need the permission module?
A: "Transaction driven" means that queries submit requests
automatically (and it might depend on the transaction). Depending on
the system's design, queries might not be automatic or it may still permit
manual transactions. A system may require manual transactions to
correct an error. SSA does not prohibit manual transactions if an ATS
properly tracks such transactions. If a "transaction-driven" system
permits any type of alternate access, it still requires a permission module, even
if it restricts users from performing manual transactions. If the system does
not require the user to be in a particular application and/or the query to
be for an existing record in the EIEP's system before the system will
allow a query to go through to SSA, it would still need a permission
module.

14. Q: What is an Onsite Compliance Review?
A; The Onsite Compliance Review is SSA's periodic site visits to its

Electronic Information Exchange Partners (EIEP) to certify whether the
EIEP s management, operational, and technical security measures for
protecting data obtained electronically from SSA continue to conform to
the terms of the EIEP's data sharing agreements with SSA and SSA's
associated system security requirements and procedures.
Refer to the Compliance Review Prouram and Process.
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15. Q: What are the criteria for performing an Onsite Compliance Review'?
A: The followmg are criteria for performing the Onsite

Compliance Review:

o EIEP initiating new access or new access method for obtaining
information from SSA

o EIEP's cyclical review (previous review was performed remotely)

o EIEP has made significant change(s) in its operating or security
platform involving SSA-provided information

o EIEP experienced a breach of SSA-provided personally
identifying information (PII)

o EIEP has been determined to be high-risk

16. Q: What is a Remote Compliance Review?
A: The Remote Compliance Review is when SSA conducts the meetings

remotely (e.g via conference calls). SSA schedules conference calls with
Its EIEPs to determine whether the EIEPs technical, managerial, and
operational security measures for protecting data obtained electronically
from SSA continue to conform to the terms of the EIEP's data sharing
agi-eements with SSA and SSA's associated system security requirements
and procedures. Refer to the Comnliance Review Program and Pmce..

'  ?: performing a Remote Compliance Review?A. The EIEP must satisfy the following criteria to qualify for a Remote
Compliance Review:

o EIEP's cyclical review (SSA's previous review yielded no
findings or the EIEP satisfactorily resolved cited findings)

o EIEP has made no significant change(s) in its operating
or security platform involving SSA-provided information

o EIEP has not experienced a breach of SSA-provided
personally identifying information (PII) since its
previous compliance review.

o SSA rates the EIEP as a low-risk agency or state
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Attachment 5

2.

3.

Security Certification Requirement, fnr „se of the Dafg Set th^ r.nf..-.,
Medicare & Medicaid Ser\ices' (CMSt Hnh

The Social Security Administration (SSA) does not allow new data exchange partners to benin

s^pCVwrsTA'"';?'' •• XS5"esign Plan (SDP). SSA s Office of Information Security (CIS) usually performs an onsitp

Tonfo'™ To'*" -anagemenyoperitionahTd tXcal Contoisrm to the requirements of the signed agreements between SSA and the Authorized State
Agency, as well as applicable Federal law and SSA's technical systems security requirements
( ttachment 4 to the ̂ formation Exchange Agreement (lEA)). As it concerns the use of the
Authtdfed State 1 V """ SDP/Certification for an existingAuthorized State Agency if it meets all the following criteria:

'' Flicihilh °v " functioning CMS-approved Integratedbligibility Verification System (lEVS).
The Authorized State Agency is already receiving data from the Hub to support the
Medicaid program and/or the Children's Health Insurance Program (CHIP),

e Authorized State Agency will only process requests for the SSA Data Set for

HubTn cT'™ f maintenance programs approved by SSA through the
4 Th A 1 ?c" "" Affordabihty Programs eligibility determinatioL

J H An State Agency agrees that the SSA security controls identified in the lEA
rnclul^S olIeT

5. The Authorized State Agency agrees that a significant vulnerability or risk in a security

SSA Data Set through the Hub. In this case, at SSA's request, the Authorized State
Agency agrees to immediately cease using the SSA Data Set for all SSA authorized health
or income maintenance programs until the State Agency sufficiently mitigates iir
eliminates such risk(s) and/or vulnerabilities to SSA's data.

6. The Authorized State Agency agrees not to process verification requests through the Hub

!!ateH Agency will adhere to the following criteria, in addition to LseStated in the lEA, section C, Program Questionnaire:

I. The Authorized State Agency agrees to provide an attestation to SSA that it has received
certification through the CMS Hub approval MARS-E process

ihe'lFvl V'' has a CMS-approved lEVS and
of heahh 'he State Agency's administrationof health or income maintenance programs approved by SSA through the Hub in
conjunction with Insurance Affordabihty Programs eligibility determinations

\,iy
■/sn"-
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Attachment 5

3. The Authorized State Agency uses a streamlined multi-benefit application. The
Authorized State Agency agrees not to process verification requests through the Hub
from a standalone application for health or income maintenance program requests that
have no connection to Insurance Affordability Programs eligibility determinations.

4. The Authorized State Agency will not request the SSA Data Set through the Hub until it
has successfully begun using the Hub for administration of Insurance Affordability
Programs eligibility determinations. SSA will begin sending the SSA Data Set to the
Authorized State Agency after the State Agency verifies that the Hub process works, as
required by the CMS Hub approval MARS-E process.

5. The Authorized State Agency agrees to participate in SSA's SDP/Certification process
prior to transmitting requests for the SSA Data Set through the Hub and to participate in
SSA's triennial security compliance reviews on an ongoing basis.

6. The Authorized State Agency agrees that a significant vulnerability or risk in a security
control, a data loss, or a security breach may result in a suspension or termination of the
SSA Data Set through Hub. In this case, at SSA's request, the Authorized State Agency
agrees to immediately cease using the SSA Data Set for all SSA authorized health or
income maintenance programs until the State Agency sufficiently mitigates or eliminates
such risk(s) and/or vulnerabilities to SSA's data.

%
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tmS/" L"- of P-onally IdenMfiab.e
1. Information about the individual making the report to the NCSC:

Deputy Commissioner Level Orpani^.o^.,.
Phone Numbers:
Work: Cell:

Home/Other:E-mail Address:
_ Check one of the following:

Management OfTicial

2. Information about the data that was lost/stolen:
Describe what was lost or stolen (e.g., case file. MBR data):
Which elementrs^ nf Pli ^
Name

data contain?

B
SSN

Date of Birth

ank Account Info

Medical/Health Inform^t.-^^
Benefit Payment Info

Place of Birth
Mother's Maiden Name

Address
Other (describe):

Estimated volume of records involved:

Laptop

Workstation
Tablet Backup Tape Blackberrv 1

Hard Drive

Other (describe
Floppy Disk

CD/DVD

USB Drive
Blackberry Phone #
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Additional Questions if Electronic:

a. Was the device encrypted?
b. Was the device password protected?
c. If a laptop or tablet, was a VPN SmartCard Insf^

Yes Not Sure

Cardholder's Name;
Cardholder's SSA logon PFN:
Hardware Make/Model-

Hardware Serial Number:

Additional Questions if Paper:

a. Was the information in a locked hripfpoc^o
b. Was the information in a locked cabinet or drawer?
— —— ^ uia'

c. Was the information in a locked vehicle trunk?
d. Was the information redacted?
g- Other circumstances:

Yes No Not Sure

4. If the employee/contractor w ho was in possession of the data or to whom the
ata was assiped is not the person making the report to the NCSC (as listed in
1), information about this employee/contractor;

Name;

Position:

Deputy Commissioner Level Organization:
Phone Numbers:
Work Cell:

Home/OtherE-mail Address:

5. Circumstances of the loss:
a. When was it lost/stolen?

b. Brief description of how the loss/theft occurred:

c. When was it reported to SSA management official (date and time)?
6. Have any other SSA components been contacted? If so who' Hnclude den..tv
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7. Which reports have been filed? (include FPS, local police, and SSA reports)

Report Filed Yes No Report Number
Federal Protective Service

Local Police

Yes No
SSA-3114 (Incident Alert)
SSA-342 (Report of Survey)
Other (describe)

8. Other pertinent information (include actions under way, as well as any contacts
with other agencies, law enforcement or the press):


