COUNTY OF HUMBOLDT

AGENDA ITEM NO.

c-13

For the meeting of: December 8, 2015

Date: November 12, 2015

To: Board of Supervisors

From: Phillip R. Crandall, Director W
Department of Health and Human Service

Subject:
Children’s Hospital Oakland

RECOMMENDATION(S):
That the Board of Supervisors:

California Children’s Services Electronic Records Access Agreement with UCSF Benioff

1. Approve the electronic medical records access agreement with UCSF Benioff Children’s Hospital
Oakland (CHO) for a term of three (3) years from the effective date.

2. Authorize the Chair to sign three (3) original agreements.

3. Authorize the Public Health Director or designee to sign future amendments to the agreement with

CHO.

4. Direct the Clerk of the Board to return three (3) agreements to the DHHS-Contract Unit for
forwarding to DHHS-Public Health Administration for execution by Contractor.

SOURCE OF FUNDING:
Public Health Fund

DISCUSSION:

California Children’s Services (CCS) is a statewide program that authorizes diagnosis and treatment
services and provides medical case management and physical and occupational therapy services to
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financially eligible children under age 21 with certain physical limitations and chronic health conditions or
diseases.

For CCS to make eligibility decisions for their clients, it is necessary to access medical records from a
variety of medical treatment centers. UCSF Benioff Children’s Hospital Oakland (CHO) is one of the
primary medical centers treating children from Humboldt County. CHO has implemented an online
medical records portal and has requested all providers to access records electronically. They are no longer
responsive to faxed records requests or phone calls, as they are phasing out non-electronic access methods.
This is causing delays in the ability of the CCS program to make eligibility decisions for clients, which is a
barrier to accessing medically necessary services for very sick children.

The agreement spells out the confidentiality and other requirements users of the CHO remote access link
must adhere to, as we will be accessing protected health information (PHI) held by CHO, and it obligates
the County to comply with certain terms and conditions pertaining to accessing PHI. This is a one way

exchange of information — CHO will not have access under this agreement to protected health information
held by Public Health.

CHO requested that the County of Humboldt sign the agreement first. They will return two fully executed
originals to Humboldt County DHHS, and Public Health will forward a complete copy of the contract to
the Board.

FINANCIAL IMPACT:
The agreement with CHO does not have any associated costs. There is no impact to the General Fund.

This agreement supports the Board’s Strategic Framework by protecting vulnerable populations and
creating opportunities for improved safety and health.

OTHER AGENCY INVOLVEMENT:
There are no other agencies involved in this agreement.

ALTERNATIVES TO STAFF RECOMMENDATIONS:

The Board could choose not to approve this Agreement. However, this is not recommended as CCS is a
mandated State program and it would greatly restrict our ability to make eligibility decisions for clients and
to provide medically necessary services for very sick children.

ATTACHMENTS:
Three (3) original agreements with UCSF Benioff Children’s Hospital Oakland




This Remote Access Service Agreement (“Agreement”) is made as of this

Remote Access Service Agreement for EpicCare Link

date of 2015 (the “Agreement Effective Date”) by and between County of Humboldt, a political
subdivision of California (“REQUESTOR”), and UCSF Benioff Children’s Hospital Oakland
(“CHILDREN’S”) for the purpose of granting REQUESTOR secure access to CHILDREN’'S
electronic medical record through EpicCare Link as described herein and incorporated into this
Agreement.

1.

RECITALS

CHILDREN'S has an interest in improving the delivery and coordination of care to its
patients by providing secure electronic access to select portions of its patients’ medical
records as contained in the CHILDREN'S electronic medical record (‘EMR”) to authorized
providers and external entities using EpicCare Link software.

REQUESTOR desires to obtain access to the CHILDREN'’S EMR to provide care/service to
its patients/clients through the use of EpicCare Link software.

CHILDREN'S and the REQUESTOR desire to protect the privacy and provide for the
security of PHI accessed via EpicCare Link in compliance with the Health Insurance
Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the Health
Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the
HITECH Act”);and regulations promulgated thereunder by the U.S. Department of Health
and Human Services (“HIPAA Regulations”), the California Confidentiality of Medical
Information Act (“COMIA”), California Civil Code Section 56 et seq., and other applicable
state and federal laws. (The laws will sometimes be collectively referred to herein as
Confidentiality Laws.)

The parties therefore agree as follows:

1.

AGREEMENT

Access to CHILDREN’S EMR via EpicCare Link. Upon execution of this Agreement and
any other required documents, and approval of all access sites and Users as required
herein, CHILDREN'S will provide the REQUESTOR with passwords and information to allow
it to access CHILDREN'S EpicCare Link solely for the REQUESTOR'’s patients/clients.
CHILDREN'S will also provide limited training on the EpicCare Link system.

2. Definitions

A. Breach shall mean the inappropriate access, review, or viewing of PHI without a direct
need for medical diagnosis, treatment, or other lawful use as permitted by California Civil
Code Section 56.10. Breach shall also have the meaning given to the term by 42 U.S.C.
Section 17921 and 45 C.F.R. Section 164.402.

B. Individual has the same meaning as the term in 45 C.F.R. Section 160.103 and refers
to the person who is the subject of PHI.

C. Privacy Rule shall mean the standards and implementation specifications for protecting
the privacy of individually identifiable health information at 45 C.F.R. Parts 160 and 164,
Subparts A and E, which implement certain provisions of HIPAA. the privacy provisions
of the HITECH Act, and the regulations and guidance promulgated thereunder.
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D. Protected Health Information or PHI means any information, whether oral or recorded
in any form or medium: (i) that relates to the past, present or future physical or mental
condition of an Individual or the provision of health care to an Individual; and (ii) that
either actually identifies the Individual or with respect to which there is a reasonable
basis (as determined by RAM) to believe the information can be used to identify the
Individual; and (iii) shall have the meaning given to the term under the Privacy Rule,
including, but not limited to, 45 C.F.R. Section 164.501. PHI shall also include Patient
Medical Information as defined by California Civil Code Section 56.05 and applied in
California Health and Safety Code Section 130203.

E. Protected Information shall mean PHI provided by CHILDREN'S to REQUESTOR or
created or received by REQUESTOR on CHILDREN'S behalf.

F. Required by Law has the same meaning as the term in 45 C.F.R. Section 164.103.

G. Remote Access Management (RAM) means the unit within the Hospital Information
Systems (HIS) department that manages remote access.

H. Security Incident has the same meaning as the term in 45 C.F.R. Section 164.304, and
refers to a breach of security.

I. Security Rule shall mean the HIPAA Regulations that are codified at 45 C.F.R. Parts
160 and 164, Subparts A and C.

J. User shall mean a user connecting to CHILDREN'’S EpicCare Link software from the
internet.

3. Children’s Propriety Information. CHILDREN'S EpicCare Link contains PHI which is the
sole property of CHILDREN'S. The parties agree and understand that this PHI of
CHILDREN'S patients (‘CHILDREN’S PHI") will remain the property of CHILDREN’S, and
that there is no intent to transfer any rights or legal interest in CHILDREN'’S PHI to the
REQUESTOR by virtue of this agreement. REQUESTOR agrees that it will not copy or
utilize CHILDREN’S PHI for any purpose except to coordinate the patient/client’s treatment
and/or payment for services, unless CHILDREN'S consents in writing or such use or
disclosure is required by law. If the REQUESTOR receives a request or demand for
disclosure of CHILDREN’S PHI, it will immediately provide written notice and a copy
of such request or demand to CHILDREN'’S as set forth in paragraphs 6(E) and 12(E).

4. Permitted Use of CHILDREN’S PHI. REQUESTOR understands that CHILDREN'S PHI
contains confidential patient information, and its disclosure is governed by the Confidentiality
Laws. REQUESTOR is permitted to use CHILDREN'S PHI only for purposes related to
coordination of REQUESTOR'S patient/client’s treatment and/or payment for services.

5. Prohibited Uses of CHILDREN’S PHI. REQUESTOR agrees it will not access or use
CHILDREN'’S PHI for any purpose other than those set forth in paragraph 4 above
Specifically, REQUESTOR may not:

A. Sell, disclose to any third party, transfer to any third party or otherwise permit or facilitate
third-party access to CHILDREN’S PHI.

B. Transmit in any way CHILDREN'’S PHI through the CHILDREN’S EpicCare Link for any
purpose other than those listed in paragraph 4.
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C. Use any CHILDREN'’S PHI with the intent to negatively impact the competitive
advantage of CHILDREN'S in the marketplace;

D. Use or disclose CHILDREN'S PHI other than as permitted by this Agreement.

If CHILDREN'’S determines that REQUESTOR has accessed or used CHILDREN’S PHl in a
prohibited or unlawful manner, CHILDREN’S may unilaterally terminate all access to
EpicCare Link, and seek any such other relief as appropriate.

6. Confidentiality of CHILDREN’S PHI: REQUESTOR agrees to comply with the
Confidentiality Laws in its use of CHILDREN'’S PHI and to take all reasonable and
necessary measures and precautions as required by those laws to ensure the security and
privacy of CHILDREN'S PHI it accesses. Specifically, REQUESTOR agrees to:

A. Immediately report to RAM any unauthorized use of disclosure of any portion of
CHILDREN’S PHI of which REQUESTOR becomes aware;

B. Advise patients requesting amendments to their medical records that REQUESTOR
does not have the authority or the ability to alter their CHILDREN'’S PHI, and that any
such requests must be directed to CHILDREN'S;

C. Take appropriate precautions to ensure that patients, clients, visitors or unauthorized
personnel will not be able to see the computer screens during access to CHILDREN’S
PHI.

D. Make its internal practices, books and records relating to the use and disclosure of PHI
or CHILDREN'S PHI available to CHILDREN'S, and after notice, to the Secretary of
Health and Human services for the purposes of determining CHILDREN'S compliance
with privacy regulations;

E. Ifit receives a request for disclosure of CHILDREN'S PHI from a court or governmental
agency, REQUESTOR will immediately notify the RAM prior to making any disclosure,
in order to allow CHILDREN'S the opportunity to seek an appropriate protective order to
protect CHILDREN'S PHI.

7. Obligations of REQUESTOR

A. REQUESTOR is solely responsible for the cost of the equipment, maintenance, and
supplies required for access to and use of CHILDREN'S PHI through CHILDREN'S
EpicCare Link.

B. REQUESTOR agrees it will not change or alter the Service software in any way. Inthe
event REQUESTOR suspects any problems related to unauthorized data alterations or
destruction, REQUESTOR will instruct its Users to immediately discontinue using the
Service and report the problem to RAM.

C. Prior to obtaining access, REQUESTOR will provide a written list to RAM identifying the
Users who will be authorized by REQUESTOR to access CHILDREN'S PHI. The RAM
will advise the REQUESTOR of the specific information needed to set up User access.
REQUESTOR agrees that it will ensure that Users only access CHILDREN'S PHI
pursuant to this Agreement. If additional Users are desired, or if a User needs to be
removed for any reason, REQUESTOR contact RAM to effect these changes.

D. REQUESTOR agrees to ensure that its Users read the Privacy, Confidentiality, and
Security Handbook, which is attached hereto as Exhibit A and incorporated herein by
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reference, print and sign the acknowledgment page, and return the acknowledgment
page to HIS prior to the User being provided remote access. REQUESTOR further
agrees to ensure that its Users sign the EpicCare Link Terms and Conditions document’
and access CHILDREN'S PHI in accordance with the terms of this Agreement and
CHILDREN'S policies as outlined in the Privacy, Confidentiality and Security Handbook
and the EpicCare Link Terms and Conditions.

E. REQUESTOR will take steps to discontinue a User’s access in the event it determines
that the User improperly accessed or used CHILDREN'’S PHI or shared passwords with
an individual not identified as a User in violation of law or this Agreement.

F. REQUESTOR is required to ensure that its Users are educated and trained about the
limitations on the access to and use of Children’s PHI required by the Confidentiality
Laws.

G. REQUESTOR represents that it is in compliance with all applicable state and federal
laws and regulations governing providers of healthcare to patients, and neither it nor any
of its Users, employees, agents or business entities has been debarred, penalized,
convicted, sanctioned, suspended, excluded or otherwise deemed ineligible to
participate in any state or federal reimbursement program, including Medicaid (MediCal)
or Medicare. In the event that REQUESTOR or any of its Users, employees, agents or
officers are sanctioned or excluded from participation in any state or federal
reimbursement program as described above, REQUESTOR will immediately notify RAM.

8. Assignment. Neither this Agreement nor any of the rights herein may be assigned by
REQUESTOR without the express, prior written approval of CHILDREN’S. CHILDREN'S
may, without the consent of REQUESTOR, assign the rights and obligations herein to any
entity affiliated with CHILDREN'S.

9. Relationship of the Parties. It is expressly understood and agreed that this Agreement is
not intended to, and does not, create a joint venture, partnership, association or other
affiliation or business relationship between the parties. CHILDREN'S and REQUESTOR
shall at all times be separate legal entities and are not liable for the debts or obligations of
the other party.

10. INSURANCE AND LIABILITY

A. Insurance. Each party, at its sole cost and expense, shall insure its activities in
connection with this Agreement. Specifically, REQUESTOR and CHILDREN'S shall
each obtain, keep in force and maintain insurance or equivalent programs of self-
insurance with appropriate limits that shall cover losses that may arise from breach of
this Agreement, breach of security, or any unauthorized use or disclosure of PHI. It
should be expressly understood, however, that the insurance required herein shall in no
way limit the liability of REQUESTOR or CHILDREN'S with respect to its activities in
connection with this Agreement.

B. Indemnification by REQUESTOR. REQUESTOR agrees to defend at CHILDREN'S
election, indemnify, and hold harmless CHILDREN'S, its officers, agents and employees
from and against any and all claims, liabilities, demands, damages, losses, costs and
expenses, (including costs and reasonable attorneys’ fees) or claims for injury or
damages that are caused by or result from the acts or omissions of REQUESTOR, its

' The EpicCare Link Terms and Conditions document is acknowledged at the time the User signs on to EpicCare
Link for the first time.
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officers, agents or employees with respect to the use and disclosure of CHILDREN'’S
PHI.

C. Indemnification by CHILDREN’S. CHILDREN'S agrees to defend at REQUESTOR’S
election, indemnify, and hold harmless REQUESTOR, its officers, agents and
employees from and against any and all claims, liabilities, demands, damages, losses,
costs and expenses, (including costs and reasonable attorneys’ fees) or claims for injury
or damages that are caused by or result from the acts or omissions of CHILDREN'S, its
officers, agents or employees with respect to the use and disclosure of CHILDREN'S
PHI.

D. Comparative Liability. Inthe event that both parties are held to be negligently or
willfully responsible, each party will bear its proportionate share of liability as determined
in any such proceeding. In such cases, each party will bear its own costs and attorneys’
fees.

E. Violations. REQUESTOR acknowledges that if it violates any of the requirements of
this Agreement, REQUESTOR will be subject to the same civil and criminal penalties
that CHILDREN'S, as a Covered Entity, would be subject to if CHILDREN’S violated the
same requirements.

11. TERM AND TERMINATION

The term of this Agreement shall begin on the Agreement Effective Date and will continue in
full force and effect for three (3) years, unless sooner terminated as provided herein.

A. This Agreement may be terminated:
i) atany time by REQUESTOR by giving 15 days’ written notice to CHILDREN'S:

i) by CHILDREN'S if REQUESTOR materially breaches any obligation in the
Agreement, and the breach either cannot be cured or, in the case of a breach that is
curable, is not cured within 15 days of receiving written notice from CHILDREN’S:

iii) by CHILDREN'S, at its option and without cause, upon delivery by CHILDREN'S of
60 days’ written notice to REQUESTOR;

iv) at any time by mutual consent in writing.

Termination of this Agreement with respect to REQUESTOR shall apply to any and all
agreements permitting REQUESTOR’s Users to have access to CHILDREN'S EpicCare
Link.

B. Effect of Termination. Upon termination of this Agreement for any reason,
REQUESTOR, with respect to PHI received from CHILDREN'S, or created, maintained,
or received by REQUESTOR on behalf of CHILDREN'S, shall:

i) Retain only that CHILDREN’S PHI which is necessary for REQUESTOR to continue
its proper management and administration or to carry out its legal responsibilities;

ii) Return to CHILDREN'S or destroy the remaining CHILDREN'S PHI that
REQUESTOR still maintains in any form;
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iif) Continue to use appropriate safeguards and comply with the Confidentiality Laws to
prevent use or disclosure of CHILDREN'S PHI, other than as provided for in this
Section, for as long as REQUESTOR retains CHILDREN'’S PHI;

iv) Not use or disclose CHILDREN'S PHI retained by REQUESTOR other than for the
purposes for which such PHI was retained and subject to the same conditions set out
at Section 4 above, which applied prior to termination; and

v) Return to CHILDREN'S or destroy CHILDREN'S PHI retained by REQUESTOR
when it is no longer needed by REQUESTOR for its proper management and
administration or to carry out its legal responsibilities.

C. Injunctive Relief. The parties hereto understand and agree that the terms of this
Agreement are reasonable and necessary to protect the interests of CHILDREN'’S and
REQUESTOR. The parties further agree that CHILDREN’S would suffer irreparable
harm if REQUESTOR breached this Agreement. Thus, in addition to any other rights or
remedies, all of which shall be deemed cumulative, CHILDREN’S shall be entitled to
obtain injunctive relief to enforce the terms of this Agreement.

12. MISCELLANEOUS PROVISIONS

A. Disclaimer. CHILDREN’S makes no warranty or representation that compliance by
REQUESTOR with this Agreement, or the Confidentiality Laws will be adequate or
satisfactory for REQUESTOR'’S own purposes. REQUESTOR is solely responsible for
all decisions made by REQUESTOR regarding the safeguarding of PHI.

B. No Third Party Beneficiaries. Nothing express or implied in this Agreement is intended
to confer, nor shall anything herein confer, upon any person other than CHILDREN'S,
REQUESTOR, and their respective successors or assigns, any rights, remedies,
obligations or liabilities whatsoever.

C. Notice to Secretary. If CHILDREN'S knows of a pattern of activity or practice of
REQUESTOR that constitutes a material breach or violation of REQUESTOR’S
obligations under this Agreement, if the material breach or violation continues, and if
termination of this Agreement is not feasible, CHILDREN'S is required by the HIPAA
Regulations to report the breach or violation to the Secretary of Health and Human
Services.

D. Survival. To the extent required by law, the obligations of REQUESTOR shall survive
the termination of this Agreement.

E. Notices. Any notices to be given to either party shall be made in writing and sent via
certified U.S. Mail, return receipt requested, or by express courier to the address given
below. Notice shall be effective upon actual receipt or refusal as shown on the receipt
obtained pursuant to the foregoing.

UCSF Benioff Children’s Hospital Oakland County of Humboldt

747 Fifty Second Street DHHS - Public Health

Oakland, CA 94609 529 | Street

Eureka, CA 95501

Attention:

Remote Access Management Attention: Susan Buckley

cc: General Counsel Public Health Director
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Each party may change its address and its representative for notice by giving notice in the
manner provided above.

F. Conflicting Terms. To the extent that there is any conflict between the terms of this
Agreement and the terms of other agreements in place between REQUESTOR and
CHILDREN'S, the terms of this Agreement shall prevail. All non-conflicting terms and
conditions of any other Agreement remain in full force and effect.

G. Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning
that permits the parties to comply with applicable state and federal laws, regulations, and
rules (including, without limitation, the Confidentiality Laws).

H. Severability. If any provision of this Agreement shall be declared invalid or illegal for
any reason whatsoever, the remaining terms and provisions of this Agreement shall
remain in full force and effect in the same manner as if the invalid or illegal provision had
not been contained herein, and such invalid, unenforceable, or illegal provision shall be
valid, enforceable, and legal to the maximum extent permitted by law.

| Application of State Law. Where any applicable provision of California law relates to
the privacy of health information and is not preempted by HIPAA, as determined by
application of the HIPAA Regulations, the parties shall comply with the applicable
provisions of California law.

J. No Private Cause of Action. This Agreement is not intended to and does not create a
private cause of action by any Individual, other than the parties to this Agreement, as a
result of any claim arising out of a breach of this Agreement, the HIPAA Regulations, or
other state or federal law or regulation relating to privacy or confidentiality.

[SIGNATURE PAGE FOLLOWS]
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IN WITNESS WHEREOF, the parties hereto have duly executed this Agreement as of the
Agreement Effective Date

UCSF Benioff Children’s Hospital Oakland County of Humboldt

Setth Al

Signature Signature

Estelle Fennell

Printed Name Printed Name
Chair,
Title Humboldt County Board of Supervisors
Title
128/ 20is”
Date Date
‘765/ Y
Signature Signat

Kelly Vizgaudis
Printed Name Printed Name

Risk Manager

Title Title
) Vs
Date Date
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