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COUNTY OF HUMBOLDT

AGENDA ITEM NO

T>-ID

For the meeting of: April 19, 2016

Date: March 22, 2016

To: Board of Supervisors

From: Connie Beck

Director, Department of Health and Human Services- Social Services

Subject: Change order addendum to Agreement with ClientTrack. Inc. for Software License and
Software as a Subscription Service

RECOMMENDATIONfS):

That the Board of Supervisors:

1. Approve the attached change order addendum to the software agreement with ClientTrack, Inc. for
the creation of three system generated reports.

2. Authorize the Chairperson to execute three (3) originals of the change order addendum; and

3. Direct the Clerk of the Board to route two (2) fully executed originals of the change order
addendum to the DHHS-Contract Unit for forwarding to DHHS- Social Services Administration.

SOURCE OF FUNDING:

Social Services Fund 1160

F'repared by_ CAO Approval

REVIEW:

Auditor County Counsel Personnel

TYPE OF ITEM:

X  Consent

Departmental
Public Hearing
Other

PREVIOUS ACTION/REFERRAL:

Board Order No. D-9

Meeting of: NovOTib^ 17.2015

Risk Manager
I  -///V—
aer Other

BOARD OF SI PKRV ISORS, ( OINTY OF HI VIBOLDT

Upon motion of Supervisor (jieconded by Supervisor

AvesSuAcl^''<3 ,Lov^l<aoi, FcnrteU
Nays '
Abstain

Absent

and carried by those members present, the Board hereby approves the
recommended action contained in this Board report.

Dated: ^ ( 1? Zoi
By:

Katfiv Haves, rierk of the Board



DISCUSSION:

An agreement was entered into by the California Work Opportunity and Responsibility to Kids
(CalWORKs) program and ClientTrack, Inc. for the development of a case management system to manage
work training sites and the clients placed at those sites. The agreement was authorized by the Humboldt
County Board of Supervisors on November 17. 2015.

CalWORKs staff has been working with ClientTrack. Inc. on identifying the needs of the program and staff
for monitoring, tracking and reporting on both placed clients as well as on employer/training sites. During
the design and analysis phase it was identified that additional components are needed to create necessary
reports.

Therefore, the CalWORKs program is requesting approval to move forward with system improvements.
These improvements will be incorporated into the overall timeline of the current County of Humboldt
project. It is estimated that these improvements will take a minimum of three weeks, and that the work
defined in the change order addendum will not begin until the agreement is signed and costs paid for.

FINANCIAL IMPACT:

The total cost for services under this change order addendum is $6,525.00. This cost is a one-time charge
for the creation of the identified change order addendum reports: a) job training document is $3,375.00 and
b) payroll begin transmittal is $3,150.00 for a total combined cost of $6,525.00. There is sufficient
appropriation in fund 1160, budget unit 505 (CalWORKs) to cover the change order addendum in fiscal
year 2015-16. There is no impact to the County general fund.

Approving the change order addendum for the Agreement with ClientTrack. Inc. supports the Board's
Strategic Framework by providing for and maintaining infrastructure and support business and workforce
development.

OTHER AGENCY INVOLVEMENT:

None

ALTERNATIVES TO STAFF RECOMMENDATIONS:

The Board could choose to not approve the change order addendum to the Agreement with ClientTrack,
Inc. However. DHHS-Social Services does not recommend this option because this will limit the
effectiveness of staff when completing activities in the ClientTrack, Inc. software system and when
communicating with employer/training sites.

ATTACHMENTS:

Attachment 1: Change order addendum (3 originals)
Attachment 2: Agreement with ClientTrack. Inc.
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CHANGE ORDER ADDENDUM NO. 1

TO

ClientTrack^** Software as a Service (SaaS) Subscription Agreement

This Change Order dated 2/25/2016, is an Addendum to the ClientTrack"^ Software as a Service (SaaS)
Subscription Agreement (the "Agreement") with the original Effective Date of 12/1/201S, includes all

prior addenda and exhibits between ClientTrack, Inc. ("ClientTrack") and County of Humboldt, a political
subdivision of the State of California ("Licensee"). The following terms modify and are hereby
incorporated as part of the Agreement.

ClientTrack & Licensee agree that the following Contract Deliverables shall be amended as follows:

1. Contract Deliverable shall be ADDED to the Agreement's list of deliverables to be provided with this
Agreement in accordance to the scope defined below.

Deliverable Definition of Scope: As defined in Exhibit A

Price

ClientTrack hereby agrees to provide the above described services to at a fixed-price of Six Thousand
Five Hundred Twenty-Five ($6,525.00) US dollars, payable by Client upon execution of this agreement.

All terms, conditions, pricing and other provisions (including Exhibits) of the Agreement not modified by
this Addendum remain in full force and effect.

IN WITNESS WHEREOF, the authorized representatives of the parties have executed this Addendum on

the day and year written below:

Executed this j ̂  day of :/\p Kl i. 20 I (g .

ClientTrack

Signature:

Print Name:

Title:

Terry Jocinso

££0.

Licensee

Signature:

Print Name:

Title:

a,c^

Rev. July 2014

Page 1

Client Initial nitial



);1 ClientTrack'
County of Humboldt

Exhibit A

Objective

Part #1: Humboldt County has identified the need for a Report to be created that will be mailed to Employers
that are currently employing a client in the Humboldt County system.

Part #2: Humboldt County has also identified the need for a Report to be created that will be mailed to
Employers that are currently employing a client In the Humboldt County system.

CllentTrack™ Deliverables

Description

Partffl

Sample Document: The document named "Job Training Documents" (sent by Humboldt County to
ClientTrack on 2.5.16); attached hereto as Attachment 1 and incorporated by reference herein; the

format of this document will guide ClientTrack as they build the format of the report.

Requirements:

Launch Form Requirements:

• Select Employer

• Select Client

• Case Manager will conduct the first on-site visit by (only if one client is selected)

• ETW Case Manager Name (data entry field)

• ETW Case Manager Phone Number (data entry field)

letter Report Requirements:

• Count of Humboldt logo will be placed in the upper left hand corner

• Humboldt County address will display in the upper right hand corner

• Contact information for the Employer will display

• Client Name

• Address the letter to the Contact person for the Job Placement

• The body of the letter (as shown on the "Job Training Documents")

□ Unpaid Work Experience (checkbox) (Done on the Job Placement record)
□ Community Service position (checkbox)
□ Subsidized Employment position (checkbox)

Page 2
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)1VFiClientTrack-
• At the end of the body of the letter the User name and Phone number associated with the

user will be added based upon the User logged In. The same will be entered at the end of the letter.

Site Information Report Requirements:

• The following Information from the Work History form will be Inserted:

□ Client Name

□ Job Title

□ Worksite Supervisor
□ Worksite Supervisor Phone Number

□ Case Manager/ETW Name
□ Job Start Date

□ Job End Date

□ Work Schedule (Functionality will be ADDED to Job Placement form)
□ Lunch Break (Functionality will be ADDED to Job Placement form
□ Total Hours per week (Calculated from Work Schedule)
□ Case Manager will conduct the first on-slte visit by
□ Directions for site supervisors (text will be copied from "Job Training Documents"]

Part #2-

Sample Document: The document named "Payroll Begin Transmlttal V-26-42" (sent by Humboldt
County to ClientTrack on 2.5.16); attached hereto as Attachment 1 and Incorporated by reference
herein; the format of this document will guide ClientTrack as they build the format of the report.

Requirements:

Launch Form Requirements:
• Select Employer
• Select Client

• Select Vocational Counselor

Transmlttal of Subsidized Employment - Payroll Begin Report Requirements:
• The following Information from the Work History form will be Inserted:

□ Referral Date (Today's Date)
□ Client Name

□ Gender

□ SSN

□ Employment Start Date

Page 3
Rev. July 2014
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)]kVfiClientTrack'
□ Job Title

□ Employment Site w/ contact information

□ ETW Name w/ Phone Number

□ Vocational Counselor w/ Phone Number

Out of Scope for ClientTrack™

Any information not explicitly stated on the two (2) sample document provided by Humboldt County will be
considered Out of Scope.

Proposed Schedule of Events

A minimum of three (3) weeks will be added to the overall timeline of the County of Humboldt's project. The
work defined above will begin when the County of Humboldt signs and returns the agreement. The County of
Humboldt understands that any delay in signing this contract will delay the overall timeline of the project and
may extend the schedule.

Price Breakdown

Job Training Document $3,375.00

Payroll Begin Transmittal $3,150.00

Total: $6,525.00

Page 4
Rev. July 2014

iaCTClient Initial



Hi/

55

lurnbok3l Counly

Department ofy^Hgatth&Hunnan

Attachment 1 Exhibit A

Social Services. 929 Koster Street, Eureka, CA 95501

«Contact»

«WEX_Site»
«Mailing_Address»
«MailingCity», «MailingState» «MailingZipCode»

Re: Client Name

Dear «Contact»,

You have agreed to work with us, providing our client Client Name a(n)

r Unpaid Work Experience position

r Community Service positbn

r Subsidized Empbyment positbn

Enclosed is a copy of the Job Training Service Information Sheet for your records. This sheet
indicates the agreed upon work schedule and duration of the assignment. If you have any questions
or concerns regarding Client Name's performance, please contact WtW Case Manager ETW Name at
ETW Phone. In addition, ETW Name will arrange to meet with you and Client Name during the first
two weeks of the placement.

If Client Name sustains an Inlurv. please contact ETW Name or me immediately. Also contact

CalWORKs Welfare-to-Work at (707) 268-3400 to report the incident. If you have any questions
please call me, Your Name at Your Phone.

It is a pleasure to work with you, and we appreciate that you provide our participants with a chance to
succeed!

Sincerely,

Your Name

Welfare-to-Work Vocational Counselor

Your Phone.

Attachment:

1-26-05 Site Information Sheet

L-26-43 (12/28/15) Job Training Service Placement Letter

Page 5
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Attachment 1 Exhibit A

Social Services, 929 Koster Street, Eureka, CA 95501

SITE INFORMATION SHEET

Participant:.

Job Title:

Client Name

«Job Title»

«Contact»Worksite Supervisor;

Case Manager:

Start Date: «Start_Date»

ETW Name

F Unpaid WEX V Community Service

l~ Subsidized Employment

Phone: «Phone»

Phone: ETW Phone

End Date: «Estimated_End_Date»

Work Schedule:

Sun Mon Tues Wed Thur Fri Sat

Lunch Break:

Total Hours per week;

r 1/2 hr lunch F Ihr lunch F Not Applicable

Case Manager will conduct the first on-site visit by

Directions for site supervisors:
(Date)

1. Please verify and sign off on a time and attendance sheet on a weekly basis. The participant
should have been given a stack of the sheets; and it is his/her responsibility to give them to you.

2. The Case Manager will arrange to meet with you and the worker during the first two weeks
of placement. An on-site evaluation will be completed at mid-point of the assignment. The
Case Manager or Vocational Counselor will contact you to arrange this evaluation. The Participant
Training Evaluation, V-26-35, can be found in the worksite packet.

3. If problems arise with attendance or work performance call the Case Manager whose name and
phone number is shown above. Other problems or questions can be presented to the Vocational
Counselor who set up the placement.

1-26-05 (12/28/15) Job Training Service Site Information

Page 6



Attachment 2 Exhibit A

CalWORKs Welfare-to-Work Department
TRANSMITTAL OF SUBSIDIZED EMPLOYMENT - Payroll Begin

Referral Date: Click here to enter text.

Client Name: Click here to enter text. Date of Birth: Click here to enter text.

o  .u I u . . .. r Male r Female
Case #: Click here to enter text.

Social Security Number: Click here to enter text.

Employment Start Date:Click here to enter text.

Estimated Total Hours of Participation: Click here to enter text.

Job Title:Click here to enter text. Hours Scheduled per Week: Click here to enter text.

Employment Site: CI ick here to enter text.

Case Manager: Click here to enter text. Phone: Click here to enter text.

Vocational Counselor: Click here to enter text. Phone: Click here to enter text.

Please attach the following documents to this Transmittal:

> L-26-43 Job Training Service Placement Letter
>  1-26-05 Job Training Service Site Information
> Current California License or Identification Card

> Copy of Social Security Card
>  1-9

> W-4

> Liaison, Supervisor, and Courier Authorization Form (L-26-07), first client at each work site
> Meal Period Work Activity Form (L-26-03, if appropriate)
> Worksite Request Form (A-26-24)
> Sexual Harassment Brochure (1-13-13)

V-26-42 (12/28/15) TRANSMITTAL OF SUBSIDIZED EMPLOYMENT PAYROLL BEGIN

Page 7
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ClientTrack^" Software License &

Software as a Service (SaaS) Subscription Agreement [Concurrent Users]

Organization Name: Huinboldt Coiintv

THIS AGREEMENT, made (his 1 15 by and Ix'twcen ClkniTrack. Inc ("Ihc Cnit^juny"), n Utali corpt^ration, having a principal place of
business ui 545 East 4500 .South. Suite E260. Salt Lake City, Utah 84107 hikI COl^NTY OF IflJMBOl.DT. a political subdivision of (he Stale
of CallfornJa, ("LICENSEE"), with a principal place of business m 929 Kuster Street, Eureka. CA 95501. and sets forth the terms am)
conditions of a CliemTrack^" Sollwareas a Service (SaiiS) subset iption. This Agreement shall be clleetive as of! 2/1/2015 (the "Encciivc
Date").

Deriailion.s

Soj)\\'atv Licet\se: A software license authori/es Licensee lo
access and run ClicmTrack baseline application software. This
license additionally authorizes connection between a
ClicntTrack application instance and tip to two (2) databases.

Licensee. One who Is duly authorized to access ClienlTrack""^ ("the
System").

AcUvc User: A named end-user of a CIlenlTrack system that has
current login privileges. An Active User nccoum (seat) cuniiot be idiarcd
or used by more than one individual Active User but may be reassigned
from lime to lime to new Active Users who are replacing former Active
Users who have lenninaied employment or olJierwise changed job
status or function and no longer use ClientTrack.

Imiciiw User: A nomed end-user ofa Ciienl'l'rack"" sy.stetnthat 1X)ES
NOT have current login pnvilcges. An Inactive User may be inainlaincd
Id the system for historical and data miegniy reasons.

Users: A terra used to dclinc the maximum number of

Active Users allowed lo login .suuuliaoeuuslyat any given time. The
coiKurrcm usn* population can be niudc up of any number of active
users.

U.w Access License: A kind of software license thai allows end-users

and Oieir workstations to connect to speciiic ClicniTriick server
software inslancc.

Effective Date: The date from which all Ihc contraciuiil rights and
obligations begin and ftoni which date renewal dnics am calculated.

Term of Agreement

Tlie term of this Agreement shall begin on the Encctive Date and
continue for ihiny-stx (36) consecuiise months. Thereafter, this
Agreement shall automaiicnily renew fur successive one year periods on
the anniversary dale olThe ElTcciive Date ("Anniversaiy Dale") unless
either party gives the otJier party not fewer than thirty (30) days* notice
of Its iiilem not to renew, or unless lenninaied by eitlicr party in
accordance wiih ilii.s Agreement

Grant of SaaS Subscription and Limited Use Softw are License

LICENSEE must acquire a number of UAl.'s equivalent to the number
of contracicd concurrent users defined by this agreement. Each User
Access License (UAL) acquired by Licensee nwy be used only in
conjunction with ilie Licensee's properly licensed ClientTrack software.

Software As A Service Agreeniciu
Modilied 9/2015

'Ilic Company hereby grants and LICENSEE hereby accepts, a limited,
non-excliisive Software License for the ClientTrack baseline application
software and a iion-cxclusivc license for Licensee's Active Users to use

tlx ClientTrack software provided LICENSEE complies with all terms
and conditions of this Agreement und the Software as a Service {Saa.S)
Sub.s^,Tipiion Tcmis & Conditions n part of this Agreement as Exhibit B

Die Conqnmy recei ves the right to modify the Software as a Service
(SiuiS) Subscription Terms & Conditions lerrns and conditions of this
Agreement or u.s policies relating lo the Service at any time, effective
upon wriilcii notice iLs provided in this Agreement; anv continued use of
Ihc Seivtce after any such changes shall constiiuic your consent lo such
changes.

This license shall immediately icnninate and be null and void upon
tcrminalion or upon Licensee's violation of this Agrcemem.

Price and Payment Terms

1 .icetisec agrees to make prompt payment to the Company upon receipt
ofa properly completed invoice Licensee shall bear ail applicable
fcdciiil, state, municipal and other govcniincnl taxes (such as sales, use
and similar taxes), and similar charges, however designated or levied.
Jii.x Excinpiion certificates, if applicable, must be presented pnor to
invoice ifthey are lo be honored The Company shall only bill the
Licensee for deliverables and services .specilicolly stated m Uiis
agicemciu or oiliciui.sc approved in writing in advance by llic Liteasee

The Licensee shall pay the Company, tlie Software License fee and user
subscription license fees and Professumnl .Services fees as specified in
Clicnll rack SaaS Pricing Table, made part of ihis Agreement as Exhibit
A.

Moniliiy SaaS Subscnplion Fees arc due and payable in advance i>n a
quarterly basis.

Liceiisiir reserves (he nglu lo increase the SaaS License Subscription
Ices by 4% annually a.s outlined in Exhibit A.

Number of Concurrent User Access Licenses:

SaaS user subscription fees for the initial twelve (12) months of the
initial tenn of this Agreement are included in the ClientTrack Baseline
.Sortwiire License, [hiring substtincni months of this Agreement the
number ofCuncurrenl Users Access 1 jcenses billed luider this contract

shall be for no Ic.ss tlian ten (10)coi)curTeni users Additional
Concurrent Users may be added by the Company when requested by an
authorized rqircsomntivc of the Licensee in w-r/kng.

Page 1 of 16 Cheiffyrack
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No Rental/No Commercial Hosting

You nay not rent, lensc, lend, or provide con^nercinl hosting ser\'ices
with the Sottvr'are.

Software Ownership

Tlie Soflwaic is owjjed by ClicnlTrack, Inc. The Sonware is licensed to
IJCIiNSHt not sold All rights not spccilically granied in tins
Agreement, including Federal and hncmaiioniil Copyrights, are
reserved by tlienlTrack, Inc.

Software Limited Warrant)'

The Company waminis to LlCIiNSKL. iliai the soOwim; will operate
siibsinntially in accordance with its uccumpuiiymg dociuiK'niatjon Ibi
file term ol this Agreement. Ilns waaanty is void if failure of the
snOn-are has resulted Irom accident, abuse, or nusapplicalion.

EXCEIT AS EXPRESSLY SET FORlll HEREIN, THE SOHWARE
IS PROVIDED "AS IS.", CLIENTTRACK, INC. DISCLAIMS ALL
WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCI.UDING
BUT NOT LIMITED TO IMPLIED WARRAN HES OF

MERCHAN TABILI IT. FH NF.SS FOR A PAR I ICULAR PURj'OSE.
AND NONINFRfNOEMENT WITH RESi'EC f TO IMF. SOP TWARE

AND DOCUMFNTATION THIS LIMITED WARRANTY GIVES

YOU SPECIFIC LEGAL RIGHTS; YOU MAY HAVE U FMER
RIGHTS. WHICH VARY FROM SI ATE TO STATE.

Limitation of Liability

NOTWITHSTANDING ANY FHING ELSE IN ITUS AGREEMEN f
OR OTHERWISE. THE COMPANT SHAI.I. IN NO EVENT HE

LIABU Wrni RESPECl TO ANY SUIJJEC F .MATITR OF THIS

AGREEMEN! UNDER ANY CONTRACT, TORT (INCLLiDING
NEGLIGENCE AND STRICT LIABILITY). INDEMNITY OR
OTHIJ^ UGAL. CONl RACniAL OR EQUITABLE THEORY
FOR: (i) ANY INDIRECT, SPECIAL, PLrNTflVE. INCIDENTAL OR
CONSEQUENTIAL DAMAGES. HOWEVER CAUSED AND
WHE fHER OR NOT AUVISW) IN ADVANCE OF THE

POSSIBILITY OF SUCH DAMAGES, OR (ii) DAMAGES FOR
l.OST PROFITS OR LOST DATA, OR (iii) COS I OF
PROCUREMENT OF SUDSTinriE GOODS, niCHNOLOGY OR
si:rvices

Non-Payment and Suspension

In addition to any other rights granted to the Company herein, the
Company reserves the right to suspend or icrminalc this Agreenienl and
Licensee's access to the Service if Licerrsee has not made payment wth
forty-fivc (45) days of when payment invoice was due (falls into
arrears). Delinquent invoices (aectiunls in arrears) are subject to interest
of 1.5% per nxmih on any outstanding balance, or the nuixinumi
pennitied by law. whichever is less, plus all exjviises of collection You
will conimuc to be charged for Active Users during any perioil of
suspension. If Licensee or the Company initiates termination of ihts
AgieemcDl, Licensee will be obligated to pay the balance due on
Licensee's account.

Software As A Sendee Agreement
Modified 9/2015

Attachment 2

Tlie Company reserves the right to impose a rcconncction fee in the
event you are suspeixled and thereafter request access to the Service.
You agree and acknowledge that the Company has no obligation to
retain Licensee Data or Configuration AND Licensee Data and
Configiimtion may be irretrievably deleted if Licensee's account is 90
days or n*>rc delmqucni

TerminHtinn

Either party may temiinute tins Agreement or reduce the number of
licenses, elTcctive only upon tlie expiration of the then current term, by
notifying the other parly in writing at least iliiny (30) bu.siness days
prior to liic date of the invoice for the following term.

In the event tins Agreement is terminated (otlicr than by reason of your
breach), the Company will make available to Licensee a file of the
I.icensee Dota within .30 days of lerminalion if I.icensee so requests at
the time of tcnmnatlon. Licensee agrees and acknowledges that the
Company has no obligation to retain the Licensee Data, and may delete
such Licensee Data, more than 30 days after icrmiraitioQ.

Any breach of your pnymenl obligatjons or unautlwrized use of the
Service will be deemed a material breach of this Agreement. The
Company in its sole discretion may temiinaie your pas.word, account or
use of the Service if you breach or otherwise fail to comply with this
A^emeni. In the event the Company lemunalcs LICENSEE acce.ss
under (his provision, the CompHoy will provide a SQL backup of
LICENSEE'S data.

In any dispute arising out of the Coiupany's duties and obligatioas
under this Agreement, the Company and Licensee shall take all
reasonable steps to resolve such disputes prior to the initiation of formal
action Such steps shall include, but are not limited to. written
noiincatlim by either party to the other of any perceived failure to
perfonn under this Agreement and a reasonnbic lime period of not less
than thirty (.30) days, for cure In the event n mutually acceptable
resolution caiinoi be reached, eitlrer party may lemunaie this Agreement
by providing (hiny (.30) days wniten notice to the other at the party's
last known address.

In the event Utat any dispute siinll require arbitration or other legal
proceedings betwecu the purlies regarding this Agreement each party
agrees to bear its own cost.

CencrMi

This Agreement and llie Fatties liere to agree and conseat that this
Agreement shall be governed by the inlemal laws of the Slate of Utah,
without givmg effect to principles of conflict oflaws and tlie exclusive
jiuisdiction and venue of the state courts sitting in Salt l^e County.
Utah or the federal courts in the District of Utah to resolve any disputes
arising under this Agreement In each case this software license and
Agreement shall be constnied and enforced without regard to the United
Nations Coiiveniion on the lniem;iiioiial Sale ofGimds.

This Agreemciii and the Exhibits attached hereto cootain the complete
agreement Iwiwcen iJic panics isith respect to the subjeci matter hereof,
and siipef.sede ail prior or contemporaneous agreements or
ntuicrsiandmgs, whet her oral or wntten. hie fin lure or delay of the

Page 2 of 16 Cli^Track
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CompAny to exercise any of its rights under (his Agreement or upon any
breach of this Agreement shall noi be deemed a waiver of those rights
or of the breach. No ClientTrack dealer, agent or employee is
authorized to make any amendment to this Agreement unless such
amendment is in writing and signed by a duly authorized representative
oflheCon^aoy.

Ifany provision of this Agreement shall be held by a court ofcompetent
Jurisdiciion to be contrary to law that provision will l>c enforced lo the
maximum extent permissible and the remaining provisions of this
Agreement wiU remain in full force and effect.

ClieutTrack'^^ and other trademarks contained m (he So^nre are

trademarks or registered trademarks of ClientTrack. Inc. in the United

Attachment 2

States and'^or other countries Affiliate User may not remove or alter any
trademark, trade names, product names, logo, copyright or otiier
proprietary notices, legends, symbols or labels in ilie Software. This
Agreement does not authorize you to use the Company or its lictaisors'
names or any of their respective trademarks

Additional Clauses and CoDditions

Additiunal clauses und conditions as set foilh and identified as Exhibit
C. attached hereto is hereby mcorporaled into this Agreement. In the
event of a couflict between the terms of this Agreement and Exhibit C.
the terms in Kxliihit C will tontrol..

IN WUNIISS WHEREOF, the aiuhoriaed rcprctcniaiives of the parties have executed tliis agreonctii on the day and year written below,

day ofExecuted this

ClientTrack

Signature;

Print Name; TenvJohn

rule: £Ei

lohnwn

licensee Sipiatures:

tCATHY HAYR.S

Clerk ofthe Board of Supervisors uf the County of Humboldt. Stale of Califoniia

APPROVED AS TO LEGAL FORM:

County Counsel

APPRQVgD AS TO INSURANCE:

Risk Manager

COt^F^yilMpt^T:

Chair, of ihc Boerd of Siqiervisors

Software As A Sers'icc Agrecineiu
Modified 9y2015
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Humboldt County
Exhibit A - Pricing Summary and Scope of Work

Schedules based upon contract effective begin date of 12/1/2015.
Scope and deliverables are related to proposal revision number 4

On* Tim* Implementation Deliverables

: Year II

Analysis and Design

Functions! Deliverables

Integration Deliverables

Reporting Deliverables

Interface Deliverables

Training Deliverable

Deployment Deliverables

Rate

$4,680.00 $4,680.00

$15,405.00 $15,405.00

$2,730.00 $2,730.00

$0.00 SO.OO

$3,315.00 $3,315.00

$2,730.00 $2,730.00

$780.00 $780.00

Subtotal $29,640.00

Recurring Ucenaes and Services

pne-Time Cicensesf
2 Cilenttrack Baseline Software License
(Beginning December, 2015 and ending
November, 2016

Yearl Year 2 Year 3fear 3
$17,940.00 $17,940.00 $0.00

|

$0.00

1 Hosted- Concurrent User License

(Beginning December. 2016)

l^eMrrinjj^rvjj
3 Continual Education Services (CES) -
Enrollment (Beginning December 2015 and
ending November 2016)

Continual Education Services (CES) - Tuition
(Beginning December 2016)

10.0 $115.00 $0.00 $13,600.00 $14,352.00

1.0 $8,000.00 $8,000.00 $0.00 $0.00

1.0 $2,000.00 $0.00 $2,000.00 $2,000.00

Subtotal $25,940.00 $15,800.00 $16,352.00

total $65,560.00 $15,800.00 $16,352.00

1' Us9r Uc9ns9 Hms &« tif/ad goarta/ty, in advanca.

i • Tha basatina softwara licanse is dua. in full, upon axocuSon.

Software As A Service Agrcemeni
Modified 9/2015
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S • The tuV CE$ Enrollment Fee Is due upon execution.

Attachment 2

Agreement Execution Payment: $42,760.00 Due upon agreement authorization

SoONvarc As A Service Agreement Page Soft 6 Cliciftrack Lkcnscti
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Scope of Work for
Humboldt County

Solution Overview
Humboldt Coiuuy, as pan of CalWORKS. provides cash aid and services to eligible families with children. Currently, the
County uses Microsoft Access databases and nmliipic spreadsheets to track work experience opportunities for individuals.
This ntcthod of nackinc clienis and work siics makes ii challenging to analy/e the ciTeciivcness of the services in creating
better opportniiiiics for low income families. Tlic Coiuiiy has approached ClicniTrack lo create a configurable solution which
allows staff members to track, miuwgc. and follow-up with clients, employers, and services providers with the goal of
assisting families in becoming self-sufncicnt ihroiigli employment.

Clientlrack proposes lo deliver a system and miining that will meet the imniediaic needs of the County and provide the
platform which can be expanded to meet the future needs of this vital program.

The soUilion outlined in this document has been designed to address the rollowmg key obieciivcs:
•  Streamline intake processes - Logical workflows will step users through gathering the ncccsstiry
informaiion to dctcriuinc a potcmial client's eligibility for services and to connect them with the proper resources.

•  Cenlralizc information - Humboldt County serves clients and employers in geographically diverse
locations. By providing a web-based plaifomi. County staff will be able to access information for both clients and
employers from any location atid more quickly address the needs of the members ofihc community.

•  AB98 and AB74 exports - To fulfill ilie state requirements for reporting, the software will include the
ability to export the necessary data for upload to the State's reporting system.

This solution provides Hurnbotdi Coiimy with a robust set of tools which will effectively meet the outlined objectives and
address the changing needs of the organization. The inclusion of ClicmTrack's Continual Education Services will provide
technical staff with the tools and knowledge they need to conngure the software to meet ongoing requirements and nuke
ClicniTrack a vital pan of Huniboldi County's CalWORKS program for years id comc.

Addiiionally. the Sohidon Consultant provides ongoing support througlioui ihc life of Humboldt County's relationship with
ClientTrack. The Solmion Consultant will participate throughout the implementation to support cliangc managcnicni efforts
with ilic Humboldt Couniy'aiid gain understanding of the solmion developed to support Humboldt County as the primary point
of contact upon coniplctioii of ilic implcmcntaiicn Additional activities the Solution Consultant is regularly involved in
include, consulting to expand die ClientTrack solution, addressing emerging rcqiiireincnis. as well as all facets of account
management which include administrative and contract items. In the rare event that Humboldt County decides to end it's
ongoing relationship with ClicniTrack, ilic Solution Consultant will be heavily engaged willi the county to ensure closure
happens as planned and Ihc coiuuy gets a full copy of their database.

Estimated Project Schedule
The project schedule shown in the following chart is an estimated scheduled based on the assumption that the
contract is executed in accordance with the contract effective begin date identified in Exhibit A. pricing summary
and scope of work. If the contract is returned at a later date, the timeline will be adjusted based on availability.

Software As A Service Agreement Page 6 of 16
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Esiitnated Implementation Project Schedule

Analysis and Design
Functional Deliverables

Integration Deliverables
Reporting Deliverables
Interface Deliverables

Training Deliverable
Deployment Deliverables

8  ̂ §  I
C  t:

r  r ®

Project Assumptions
The follosving assumptions are being made regarding the Implementation of this solution:

•  Humboldt County will provide a Project Lead that will attend all project calls. It Is highly
recommended that the Individual who will handle primary administrative rights for the solution (if not the
Project Lead) also attend every project call.

•  Phone and email messages will be responded to within a 48 hour window.

•  The County of Humboldt and ClientTrack may deem it necessary to have on site services to
complete the implementation process. The County and ClientTrack will agree upon and separately
contract for any associated costs, including travel expenses. Travel expenses for the Project Analyst will
be billed directly to Humboldt County and are not included in this scope of work.

As pertaining to the future evolution of the solution, this statement of work provides Humboldt County with
Continual Education Services (CES), This web-based training will teach Humboldt County administrators how to
use CllentTrack's powerful design tools to modify and create fonns, modify and create process workflows, and
adjust the solution to meet new opportunities or address new challenges.

implementation Deliverables
The following, firm, fixed-priced implementation deliverables are included in the proposed scope of work and
related pricing.

Analysis and Design
Project KIck-Off

During the initial phase of the project, a ClientTrack Project Analyst will be identified and assigned to your project
and virill be your primary point of contact throughout the implementation. The Project Analyst will schedule and
conduct a project kick-off call with the objective of identifying and introducing the project teams, reviewing contract
deliverables, determining a preliminary timeline, and establishing dates/times for ongoing project meetings and
analysis efforts. As part of this deliverable, the Training environment will be created.

Detailed Analysis

Utilizing this statement of work as a guideline, the Project Analyst will teleconference with critical stakeholders,subject matter experts, and other persons deemed relevant for one day. to gain a detailed undei^f^andln^^^
Software As A Service Agreeincni
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organization's processes and workflow.

The outcome of this analysis will be utiiized to map the core requirements of the the county's CaiWORKSi project
in order to plan and design the required configuration of the identified solution. Results of the Detailed Analysis
effort will be the development of the Solution Description document.

Finalized Project Plan

The finalized project plan is represented by a combination of project planning documents. The Solution
Description, along with any supporting documentation, the Scope of Work and the finalized Project Schedule
comprise the project plan. The project plan will define resources, schedule, scope, and other information essential
to the successful completion of your project. Your ClientTrack Project Analyst will provide you with a copy of the
finalized project planning documents for your review

Functional Deliverables

Data Coiiection

The following forms will be set-up to support the data coltectlon needs of Humboldt County:
•  Client Infomnation - Client demographic Information including contact information for the client

•  Document checklist - will provide the opportunity to create a checklist which will identify the
documents in need of verification (e.g. Work Readiness checklist). Humboldt County staff will be able to
upload a scanned copy of the paper document (e.g. release forms, proof of income, proof of diagnosis,
work-related documents such as driver's license, social security card, etc.) The document checklist will be
used for both clients and employers (work experience sites).

•  Notifications - will allow for the entry of information related to the client which should be brought to
the attention of the case worker (e.g. upcoming document expiration) Notifications will be included for both
the client and the employer.

•  Assessments & Histories - the following assessments and histories will be configured as part of
the solution. Assessments provide a "point-in-time" reference to the client's situation while histories
provide an overall log of a client's experience in a certain area.

o  Universal Data Assessment - includes information about the client's housing status,
insured status, and disability status.

o  Barriers - this functionality will provide a method for capturing information for different
types of barriers (e.g. mental health, transportation, clothing, etc.). to identify whether or not a
barrier is present, if the individual is receiving services, and if the condition Is indeftniie as well as
any notes regarding the barrier Identified.

o  Financial - identifies sources of cash and non-cash benefits received by the client which
may be used for determining eligibility for certain services.

o  Placement history - displays employer placements for the client and allows the case
manager to enter a new placement with employer look-up and the type of placement (community
service. OJT, Paid WEX. and Unpaid WEX). classification (full-time, part-time, self-employed, or
volunteer).

o  Time tracking history - shows job placements and a history of hours reported by the
employer for each placement.

Soflwire As A Service Agrecnicni Fagc 8 of 16 CticATTrack Licensee
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•  Program Enrollments - will record a client's interaction with Humbcldt County programs. This
funclionality includes the assignment of a case manager, if applicable, and the creation of follow-up tasks
for the case manager.

•  Services - will allow for the recording of services provided by staff Including the ability to capture
geo-location data at the point of service.

•  Referrals - will allow staff members to identify the source of an incoming referral. The ability to
document referrals to WEX sites made on behalf of an individual Is also included in this solution. This

referral functionality will allow staff members to document the outcome of each referral provided. This
deliverable will also include access to, and management of, the provider databank of community
organizations.

•  Case Notes with Services - will be utilized to record interactions with the client, including the
narrative note of the interaction and the specific measurable services provided as part of that encounter.

•  Goals Management - will allow for the following:

o  recording of goals set with the client, including the action tasks necessary to achieve the
goal assigned to either the client or case manager

o  goal outcome (racking to evaluate client progress and overall program effectiveness

•  Employers (WEX sites) • the following functionality will be created for those employers who have
been identified as work experience (WEX) sites:

o  Site infotmation - Includes site name, alternate site name, site type (private • for profit,
private • non-profit, public - government, public - non-profit), site status (current. Inactive, in

development) and locations

o  Site interactions - will allow Humboldt County staff members to record interactions with

staff at the WEX site Including date, method of contact, point of contact, contact notes.

o  Job orders - Job Order Number, Job Title. Location, type of job order (WEX or OJT),
open/close dates for the order

o  Placements history - will display a history of all placements made with the employer.

o  Document checklist - used to document specific forms and documents required for the
employer with the ability to upload copies of relevant documents (e.g. Insurance Certificates)

o  Time tracking - will display a list of all active placements on a given date and allow the
employer to record the number of hours for each client,

•  Event management - will provide staff members with the baseline functionality for scheduling
events (workshops, classes, etc.) which includes the ability to: assign an instructor, create group and
individua) notes, enroll clients In events, and track event attendance.

•  Indirect services - will allow for the recording of services provided to groups of people where it

may be necessary to capture age, gender, race, ethnicity, etc. for the attendees without gathering specific
client data (e.g. outreach events).

Process Workflows

Your ClientTrack solution will include the following workflows:

Software As A Service Agrccnicm P«gc 9 of 16 Clifrff nurlc Licensee
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•  Intake workflow - will provide a step-by-step process for capturing Information necessary to create
a client file for individuals who will be served by Humboldt County. The forms included in this workflow
may consist of the following;

o  Client information: name, address, SSN. case number, address (with verification)

o  Document checklist

i  o Enrollment

o  Assessments: may include only those assessments outlined in the Data Collection section
of this document

o  Referrals

o  Placements

•  Enrollment exit workflow - provides the ability to exit a client from a program, record services,
perform follow-up assessments, and close case assignments upon exit.

Client Access Audit Forms

Clientlrack will configure a form called Client Access that will record all users who have accessed a client. This
form will be available on the Client Tab and view able by those with appropriate access (administrators).

Integration Deliverables
Health and Human Services - DSS Exports

AB-SB Subsidized Employment Data Export

ClientTrack will create a menu option which, when selected, will generate a comma delimited file (.CSV) which
contains the following data fields for AB-98 file upload:

County

Month/Year

Client Identification Number

Case Review Number

Date the Participant Entered Subsidized Employment

Date the Participant Left Subsidized Employment

Residual Grant

Earned Income from Subsidy

Reported Earned Income

Monthly Hours Worked

Software As A Service Agreement Page in of 16 CliuMrack Licensee
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AB-74 Expanded Subsidized Employment Data Export

ClientTrack will create a menu option which, when selected, will generate a comma delimited (.CSV) file which
contains the following data fields for the AB-74 file upload:

County

Report Month

Report Year

Client Identification Number

Month the Participant Entered Subsidized Employment

Year the Participant Entered Subsidized Employment

Grant in Month Prior to Participant Entering Subsidized Employment

Residual Grant following Entry into Subsidized Employment

Month the Participant Exited Subsidized Employment

Year the Participant Exited Subsidized Employment

Work Participation Rate

Reporting Deliverables
Reporting

It is assumed that the standard reports which are included in CiientTrack's baseline solution will meet a majority of
the reporting needs for Humboldt County. In addition to the standard reports. Humboldt County staff will have
access to the ad hoc query tool, Data Explorer for creating custom reports.

Interface Deliverables

Security Model

Your ClientTrack security model will help balance the needs of confidentiality and collaboration by determining
sharing and access rules for data in your ClientTrack solution. During the Analysis & Design Phase, a ClientTrack
solution expert will analyze your security requirements and design a securitymodei that will meet these
requirements. Your security model will be incorporated into the development of your solution and verified via
CiientTrack's quality assurance testing.

Dashboards

Dashboards are an important aspect of a ClientTrack implementation. Dashboards show critical data thai give
users a summary view of the organization, program performance, client, and community partners. ClientTrack
solution experts will design a total of four (4) standardized dashboards for the following areas:

•  Organization/User - Standard setup with program enrollments, active cases, and tasks for the
user

Client - Standard setup with demographics, enrollments, barriers, work history laoements

1  Software As A Service Agrccmciii PagL* 11 of I f> ClicWTrack Licensee
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documents, and notificalions for the client

•  WEX sites - Standard Empioyers dashboard configuration

•  Providers ■ Standard setup

Data Explorer Domains

Data Explorer Is ClientTrack's simple, powerful & effective reporting and data analysis tool. ClientTrack Data
Explorer domains provide users with data that can be used in Data Explorer. The setup of these domains will
make data available for queries. Any data in a domain can be utilized in the results or used for filtering. The
following domains are Included in this scope of work;

•  Client - This domain includes basic information about clients (e.g. first name, last name, gender,
SSN, birlhdate, race, ethnicity, address, etc.).

•  Enrollment - The enrollment domain includes information about the period of client participation in
a program and/or grant.

•  Client Assessment - This domain includes information from point-in-time assessments collected
for a client and may include education level, work history, financial, and other snapshots. Assessments
which are completed at the same time (i.e. entry, during program enrollment, exit) are presented together,

•  Service - includes all direct services provided to the client. This domain is useful for viewing all
services provided within a given date range and characteristics of those services.

•  Referral - contains information about client referrals to another provider or from a provider
(referrals in)

•  Goals - includes information about goals set and achieved for individual clients.

•  Barrier - contains information about barriers or presenting issues that are identified for individual
clients.

Three (3) additional domains will be configured/created as part of this deliverable.

Queries

ClientTrack will also configure tv/o queries that leverage this data. One will report all clients that a specific user has
accessed during a date range. The second will report all users who have accessed a particular client during a date
range.

Training Deliverable
Train-the-Trainer Weblnars

This deliverable includes up to four (4) hours of webinar based training. These sessions will be recorded and
provided to Humboldt County for training of new staff members. A ClientTrack training specialist will work with the
Humboldt County project manager to determine the content of each session.

Deployment Deliverables
Deployment Support

Software As A Service Agreement
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CllentTrack will assist Humboldt County administrators In deploying the system for day to day operation use.
During this phase, a CllentTrack database administrator will use the training environment to create the production
database. Ail setup data (grants, programs, services, users, eligibility rules) and all functionality will be synced
from the training environment to the production environment.

Recurring Licenses and Services
The following descriptions include licenses and/or services that provide ongoing value with your solution.

ClientTrack Baseline Software License

CllentTrack Baseline Software License grants access to the core functionality of the software solution. CllentTrack
Implementation services provide specific functionality to meet your unique solution requirements.

Continual Education Services (CES) - Enrollment
Continual Education Services (CES) provides an organization with the ability to send an unlimited number of
designated employees to an unlimited number of virtual CllentTrack Data Management and Reporting Tools
training events and obtain full, ongoing access to the complete CES library of content that contains pre-recorded
training videos, short tutorials, and practice exercises. These services ensure that an organization is able to
leverage the CllentTrack tools to add continual value to their implementation and meet their own ongoing needs.

Hosted- Concurrent User License

A Concurrent User License Includes authorization for a single person to access the ClientTrack solution at a single
point in time. License fees include secure and reliable hosting, software updates and maintenance, and
professional support.

Continual Education Services (CES) - Tuition
Continual Education Services (CES) Includes ongoing access to new and updated training, ongoing access to
virtual Instnjctor hours", and can be utilized for existing or new employees, alike.

Scope Exclusions
Out of scope refers to possible work that was not included in this statement of work. ClientTrack provides fix priced
deliverables for services. Fix priced means the cost of this solution, defined by this statement of work, will not
exceed the price provided to you. Additions to the statement of work, whether they are items enumerated here as
out of scope or others, may impact the cost and schedule of the proposed solution. If you would like to expand the
scope of this solution, please contact your ClientTrack solution engineer or project manager. After analyzing your
needs they will provide you with a clear understanding of how additional scope may impact the cost and schedule
of this project.

•  ClientTrack is capable of integrating with most systems. This scope of work includes the creation
of comma delimited files for the AB-98 and AB-74 data upload. No other Integrations were requested as
part of this Implementation and none, other than those outlined in the Integration Deliverables section,
have been included in this scope of work.

•  ClientTrack often assists organizations in the migration of legacy data Into their new ClientTrack
solution. Migration of data was discussed during scope calls, however Humboldt Couniyopted to enter
the data into ClientTrack directly. As a result of this decision, no migration of data is in^ded In this,§cope
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of work.

•  Clidnt administrator will control reports (who has access), modify domains to leverage ClientID
and de-identify clients (IE no 88N, no names) which will allow users to aggregate data to look gender
and demographics of the population but not explicltly identify clients.

•  This solution will only audit those users who expjicltty access a client record. It wW not address all
user activities within the system (IE a client showed up on a report).

Softxs-arc As A Service Agreement
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Exhibit B

Software as a Service (SaaS) Subscription Terms & Conditions

ttiis SoftwMc M « S«rwce Agreenjcni ("Agreemciu") is nuJc as of ihc Rffcclivc iJaic of ihc smiw, byunJ b<Mw«n Chcinrrack. Inc . a Ulalj CoqxJcaltoH, ("ihc
Coaipany"), aotl Ihc ntdoing pany ("LlCENSKr.").

SfiMcfs

The Company will proMclc. subject to the icrms
bercin. the LICENSEE with b noii-cxclusis-e license

to use of the application server, sctlwart set and ihc
suppon services ki forth in iliis Agrevntatl
(collectively, the "Services"), solely for the purpi«e
of access and exccuiioa of licensee's subscnplion to
the ClicniTnick'" software application
('ClicnlTrnck") delivered as Solhwc as a Service
over the Internet.

The Company alone (and its licensors, where
applicable) owns all riglil. Itile and mierest.
including all related Intellectual Property Rights, in
and to ClicnlTrack^^ and associated products,
technology, ilie Sers ice and any suggestions, ideas,
cnhimccinent requests, feedback, recommendations
or other infurraaiion presided by Lccnsec or any
other party relating to the Service. Tliis Agreement is
not a sale and dues nut convey to Ijcni.sce any nglits
of DsvDcrship in or related to iJic Service, ilie
ClientTnick™ or the Intelleciuol Property Ri^ts
owned by the Company.

LICENSEE will haw access to the Services for the

purpose of using the Services roril> intended
purpose and in accwdonce with the specifications set
funh m any doaimcmanoo cclatiug to the Services
provided by the Company. Such use and aKe.s.s will
be conlinuDus oo a 24 hour basis except fur
intmuptions by rcoson of maintenance or downtime
beyond llic Company's reasontdtic vomiol

All standard fcsiutes and functions ofCliemTntek"'
Core-Package will be available to IJccnsce o-s part of
the monthly user fees.

The Cun^Hiny will provide up to 10 Gigabytes (GU)
of storage space on the application server for
LICENSEE to use for storage of data nteessary for
use of Clicnnnick. II LICENSEE'S use exceeds the

base storage space allotted, LICENSEE will be
responsible to pay for additional data storage fee at
the Con^aoy's prevailing rate: incremental fees will
be calculated on the average monthly storage
overage and invoiced quarterly.

Databases smaller than I Gigabyte can be exported
through the Application's "Export Whole Database"
feature. Die exportation ofdiilabuses larger thnn I
Gigohyie must Ite performed by Licensor's
professional sInIT with Liceii.«ee being chiuged for
associated lime and maicriul

The Company will maintain ClicntTrack during the
term of this Agreement. In the event ClieniTrnck has
been modified or customized, and the Company
personnel pcTfonned those modificaiions. the

Software As A Service Agrcemeni
Modified 9/2015

Cotnpany agrees to rnninlHin ClientTrack ii\
modilicd The civsl of regular application
maintenance (brcak/'fix) is included in iJiv Monthly
User Pees Software support bcyvnd regular
application maintenance may be billHhIe to
LICENSEE 9t the Company's prevntiing
Profcssionul Scivices rules.

'Hie Company reserves the right to modify any
.Scn ice liiim time to time; provided tliui 1 icensee
may terminHle a Service wiliiont penalty in the 30
dn)\ following notice from the Company of the
tmploncmation of any change to a Service that bii^ u
maicnal adverse eft'cci on the luiictuaialiiy of that
Service, if the Conqiony fails to correct lite adveise
ciTcct in the .30 days following I.itenscv's written
noiilleulioo to the Cnmpuny of such elTect

Ihc Company, its aHiltates or subcontractors may
pcrlbrm some or all of the Companyv duties anvL/or
obiigaiioiis hcreundcr

LICENSEE Rrvponslhllltic.v

LICENSEE must ohlaut from the Company a volid
SaaS seal licensing sulVicicni for the niinibcr of
iiUlhon^cd uscTN to use the Ciieiillrack Softw-are.

I.ICENSEi: will use the Client frock upphcution only
for iLs intenul business operations oikI will not
peniut Client I rack to be used hy or lot die bunclil of
anyone other than l.lCI-.NSId;

LICENSEE will not have the right to re-liccnse or
sell rights to access anchor use the Licensed
ClicnrTrack Application or to transfer or assign
rights to access or use Clienfrnick, c.<ccept as
expressly provided herein

LICENSI.f; may nut moilify, tntnsluic, reverse

engineer, decompile or creolc dcnvalivc works based
upon ClientTrock. Ijcenscc .igrccs to use
ClicntTrack in a manner that ccmplies wiilt all
applicable lnw> including intellectual propciiy and
copyright laws. Licensor e.xprcvily resoAcs all rights
not txpressly granted to LICENSEE herein

LICENSEE shall not (i) license, sublicense. sell,
resell, Inmsfer. assign, distnbute or oihcnvise
commercially exploit or make ovailoble to any third
parly the Ikrvtce or the Content in any wiiy; (ii)
modify nrmakc derivative works based upon the
Service or the Content; (iiij create Inicmel "links" to
the Service or "frame" or "mirri*' any Comeui on
any other server or wireless or Inteniet-bascd device:

or (iv) reverse engineer or access ilie Service in order
to (a) build a rompetilivc product or service, (b)
build a product using similar ideas, feiuures.
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fuiicliimv or gruphics of lite Service, or (c) copy any
ideas, features, tuiiciions or graphics of llic Service

LICENSEE shall not: (i) send ̂ m or otherwise
duplicaiive or unsolicited messages in vtoianoa of
applicable laws; (ii) send or store mfringing.
obscene, threatening, libeious, or otherwise unlawful
or lortious maicntii, including niHtcriul hanniiil to
children or vinlative of third party privacy rights:
(in) smd or store material containing software
viruses, wonns, Trojan hiHscs or olha hannlul
computer code, liles, scripts, agents iir programs.
(IV) interfere with or disrupt the mlegniy or
performance of llic Service or the data contained
ilterein: or (v) aiten^i to gain unauthorized access to
the Service or ib related systems or netvvork.v

I .tCFRSEE will not: (i) irnnsmti or siinre
identification or password codes to persons other
titan authorized users (ii) permit the ideuiilicalion or
password codis to Ik c.ichcd in proxy servcA and
iicccvscd by individuals vvho ore not truthon/cd
users, or (ni) pcmul access to the ClicnlTrnck
Aiipiicutiui) llirough a single identificaiion or
password code being made av ailablc to multiple
users txi a network.

LICENSEE will be responsible to provide, iusiall.
imd maintain ail workstations equipment and
operating system and other v>ftware to esutblish and
utilize 0 supported World Wide Web browser; as
well LICENSEE is responsible lor establishing and
muimaining on Inlernet connection neces.vury to
access and use the Services. LICENSEE is

responsible for all cosi.s and fees (including, but not
limited to telephone scAice. or other
iclecnmmunicntions service, compuien and
nxidems) associated with such providing user
w firksintions and Internet services The Company
reconunends n broadband Internet connection

typically this is n minimuin conreciion
nKihod/ifpeed ol a DSL liiiemei line, llie Conpony
docs not rccomniend usuig a dial-up modem is an ■

hitenict connectivity method in the u.se of
CiiaitTriick

SERVICES MAV BE SUBHICT TO
LIMI1 AT IONS. DELAYS. AND U HIER

PROBLEMS INHERENT IN THE USE Of THE
LNTERNIiT AND EIXC fRONIC

COMS-nJNICA'noNS. die company IS not

RiiSPONSIBLF TOR ANY DFUVS. DEI IM'RY

f AILimES, OR OTTIER DAMAGE RESIO-TING
FROM SUCH PROBIXMS

A.S pan of the registration procesv for service, each
l.ICIiNSEE user will be given a password.
LICTNSEE will be re^nsible for maintaining the
conndentialily of onj^l tsword usctjjo access the

C ten rack

Initial

Licensee

Initial



y
JACiientTrack

setvicc. IJCENSEE mII be fully respoii-siblc for any
and all actinties that occur <u>dcr I .ICENSHL'.'S

•ccouni and passwords.

Data Ownership: ConfldeudRlity-; Low

Ail dala ca'aicd or tninsmincd by tJCRNSHE aixl
•iJoreiJ on ihc Compniiy servers ns pait ofihc
Services shall al all iinies ovMictl by l.lCKN.SEIv

All dain pertaining to LICENSEE disclosed lo ihc
Coiiipaoy in conneciion with the pcrfomiance of this
Agrceincut and residing on tlie Company's
application server will be held as cwifidcntial by llic
Company and will not. without the prior tvhilcn
consent ofLICENSEE, be disclosed or be used for
my purposes other than the perfonnnnce of ihis
Agreement. The Company tsill sateguard ilte
confidentiality of such data using the sanie standard
of care thoi the Coinpany uses for its own
confidential materials. TTiis obligation di<j not apply
to dala that; (i) is or becomes, iltmiigh no act or
failmc lo act on the part ofthe Company, generally
known or available: <ii) is known by the Company at
the time of receiving such mformaiion as evidenced
by its written records: (iii) is liereoitcr l\imi.shcd to
the Company by a third party, as a mnlier of right
and wilhuui restriction on disclo.'iure; (iv) is

independently developed by the Company ns
evidenced by its written and dated records and
without any hreich ofihis Agreement; or (v) is the
subject of a written permission to disclose provided
by (.ICENSEE further notwithstanding the
forgoing, disclosure of data will not be precluded if
sucli disclosure: (i) is in response to a valid order of
a court or other govcnimentai body of the United
Suies: (ii) is odicrwise required by law; or (lii) is
oihcrsvisc neceuoiy to establish rights ot aifotcc
obligations under this Agreement, but only to the
extent that any such disclosure is necessary.

LICENSEE iicknowlcdges that the Clicr.tTrack and
(Mhcr data on the Company's appLcaiiun scrter
embodies logic, design and coding methodology that
conslilule valuable confidential infomialiun that is

proprietary to tlw Company. LICENSEE will
safc^ard the right to access ClicnlTnick and other
applications installed on the Company's application
server using the same standard of cnre that
LICENSEE uses for iis own confidential maienals.

The Company \nll perform a regular backup ot
ClientTrack data on its application servers, using tjie
same standard of care thai the Company uses for its
own dala, but the Company shall in no event be
liable to l.icetLsce or any third pony for lois,
dcstniction or cumq)tian of UCENSEE Data.
LICENSEE agrees and acknowledges that it is in a
beitci position to foresee and e>'nlunie any potential
damage or loss il maysuITeT incoiinceiion with loss
of LICENSEE Data and thai the Ins payable under
this Agreement have been calcuiotud on the basis
that the Company shall exclude bubility as prodded
in this Scciion.

flic Compniiy speeilically reconuucnds that
Llcr.NSEE make use of the CliailTrack
Applicmion's •"Export Whole Database" feature to
ensure tliat tlx: LICENSEE maintains a viable copy
ofLICENSEE's diiw lo meet LlCEN.SEE''i Disa.sler
Recovery / Business Continuity rcquiivments

Sci'vJcv Levels

Except ns otherwise provided herein, the Company
will use commercially reasonable cITorts to nuke the
Services available in accordance with prevailing
Softwtire Us a Sefxtcc / Application Service Prmidcr
industry standards, taking iiuo account the
LICENSEE'S workstations and the speed of their
internet connection to access and use the Services.

The Company will use commercially roisonable
efforts under the ciicumslancc.s to remedy any
iiilemiplions. omissions, mistakes, accidents or
errors in the Services (hcrcinaflcr "Defects") and
substantially restore the Services to conform to
specifications included in the current Licensec/the
Company contract documents and curieni
CtieiuTrack documentation

If ihe Service, fail to .sukstantinlly conform to
specifications included in the cumrni Licensee
contract documents and current ClientTrack
docuiuentalion over a continuous period of thirty
(itO) days after wriilcn notice lo the Company of
such nonconroniiily. LICfJ^SEE may icruiinaic
Services, provided that the Defect i.s not caused or
cuiKribuicd lo, directly («• iiidirtxi ly, by any act or
omission of LICENSEE or its Licensees. alTiliatcs.
ogaits. representatives, or invitees, oilier than normal
use ofthe .Services

Tecbnlcai S'uppoi-t

LICEN.SliE acknowledges thol, except as expressly
providcti 111 this Section, all support Lir the
ClkiilTrack Software slmll be provided as defined by
Ihe Con^nny pursuant (o current
Liccnscc/ClicniTreck conlnicl documniLs and
prevailing ClicniTtBCk business practice. The
Company shall provide «Eupport to IJCENSKt only
with respect lo access and nveilability of the
CliciuTmck Software immliuricd by the Company
puiMiant lo tins Agrceinen! ("ClicniTrnck Support").
CliciiiTrack Support shall be available via telephone
and cnioit dunng the hours of 7:00 a m to 6:00 p m„
Mountain Time. Mondoy through Friday, excludmg
fcdcrol holidays

.Sup|)on oiler the provided hours may be provided by
the Company, on an cniergcncy bosis. by Company
personnel made available dunng these hours.

IJCLNSLL acknowledges that issues outside the
normal scope of the Compony's standard leciuiical
support may be biliable lo the LICENSEE a.s
professional sen ices at the Company's prevailing
profc.s.sional services lime and inaierial rates;
however, Ibe Company will not pcrfom nor bill for
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•inch servicw vvilhoul pntw approval in wrilitig by
ihcUCENSEE.

Tri'm aDdTci'tulDadon

This Agrcemait cooimcnces on tlic effective date
and shall continue until the LICENSEE fmnally
terminates lltis agreancoi undis the terms herein cr
a.s pmviOeti in the current Llcensce/thc Company
contract.

OlsclHlmcr arWarraodci, Llniltadon of Danugei

EXCEFf AS EXPRESSLY SET FORTH HEREIN

t JR AS PROVIDED IN THE CLUREKT

LICENSEFyCLIENmACK CONTRACT. THE
COMPANY MAKES NO WARRANTIES OF ANY
KIND. WHETHER EXPRF.S.S OR IMPLIED. FOR
ITfE SERVICF-S IT IS PROVDING.

Tlic Company c.\crci.se.s no control over and accepts
no rcspoasibiliiy for the content ofthe mfomtaiion
puuing llirough the Services. Tlic Company
•qKCifieally denies any responsibiliry for die
acairacy or quality oi mformahon obtained tbrog^
the Services. Use ofany iofonnnlion obtained via the
Services is at Licensee's own risk

FATN IF ADVISED OF THE PGSSIBILrTY OF
SUCH DAMAGES. IN NO EVENT SHAI.L
EITHER PAR TY OR ANY OF the Company's
Sl/PPl.lERS OR LICENSORS BE LIABLE FOR
ANY CONSEQUIiN-nAL, INDIRECT, SPEClAJ.,
PUNITIVE, OR INCIDENTAL DAMAGES OF
ANY KJNU (INCLUDING. BUT NOT UMITED
TO, LOSS OF USE. IN FERRUPTION OF
Hi:SINESS, LOST PROFITS. LOST REVFNUE.
OR LOST DATA), NOR SHALL (he Company's
SUPPl JEKS OR UCENSORS BE LIABLE FOR
DIRI-:Cl DAMAGES TO THE FJCFENT

PERMfTTED BY APPLIC/VBIX lAW.

Licensee agrees and ocknowledgcs that il Is in a
better pcaition to ftwcsec and evaluate any poicntial
dainage or los.s it may suITer in conneciion with the
Services and that the fees payable under this
Agreement have bcoi calculated on the basis diet the
Company shall exclude liobiliiy as provided in this
Scciion.

I'oixtr Majeure

Ihe Company shall not be deemed lo be in default of
any provision of this .Agreement or be liable for any
delay or failure in performitnce due to Force
Mojcurc. which shaU include without limilntion acts
of tind. eunlxjuttke. weather cnndilitm.s, lalvw
dilutes, changes in law. regulation or government
policy, riots, war, lire, epidemics, acts or omissions
of vendors or supj>lici^. equipment failures,
tnutsportfltion difficulties, malicious or cnminni acts
of ihird parties, or other occurrences which are
beyond the Compon/s reasonable control.

Software As A Ser\'icc Agreement
Modified 9/2015
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EXHIBIT C

Agreement Between ClientTrack™
And

County Of Humboldt

Additional Clauses and Conditions

1. TAX EXEMPT STATUS

The COUNTY OF HUMBOLDT (LICENSEE) is a political subdivision of the State of
California. As such, the LICENSEE is tax exempt under Internal Revenue Code section
115.

2. RESTRICTIONS. LIfVllTATIONS OR CONDITIONS

This Agreement is subject to any additional restrictions, limitations, or conditions enacted
by the Federal and/or California State government that may affect the provisions, terms
or funding of this Agreement.

3. RELATIONSHIP OF PARTIES

'  The Company shall perform all work and services as described herein as an
'  independent The Company. No person performing any of the work or services described
I  herein shall be considered an officer, agent, servant or employee of LICENSEE. The

Company shall be solely responsible for the acts or omissions of its officers, agents,
employees, and subcontractors. Nothing herein shall be construed as creating a
partnership or joint venture between parties.

4. LICENSING

The Company shall maintain the appropriate licenses throughout the life of this
Agreement.

5. NONDISCRIMINATORY EMPLOYMENT
I

I  In connection with the execution of this Agreement, The Company shall not discriminate
against any employee or applicant for employment because of race, religion or religious

I  creed, color, age (over 40), sex (Including gender identity and expression, pregnancy,
childbirth and related medical conditions), sexual orientation (including heterosexuality,

;  homosexuality and bisexuallty), national origin, ancestry, marital status, medical
!  condition (including cancer and genetic characteristics) mental or physical disability
5  (including HIV status and AIDS), military service, or any other classifications protected
I  by federal, state, or local laws or ordinances. This policy does not require the
«  employment of unqualified persons.

j  The Company further assures that it will abide by the provisions of Title VI and Title VII
j  of the Civil Rights Act of 1974, Section 504 of the Rehabilltalion Act of 1973, as
;  amended, the Age Discrimination Act of 1975, the Welfare and Institutions Code Section
I  10000, CDSS MPP Division 21, and other applicable Federal and State laws to ensure
'  that employment practices are non-discriminatory.
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The Company shall comply with United States Executive Order 11246, entitled "Equal
Employment Opportunity." United States Executive Order 11375 and supplemented In
46 CFR, Part 60. amends this. Practices in hiring, compensation, benefits and firing are
among the employment practices subject to this requirement.

6. ENTIRETY OF CONTRACT

This Agreement shall constitute the entire Agreement between parties relating to the
subject matter of this Agreement, and shall supersede any previous agreements,
promises, representation, understanding and negotiation, whether oral or written,
concerning the same subject matter. Any and all acts which may have already been
consummated pursuant to the terms which are embodied in this Agreement are hereby
ratified.

7. NUCLEAR FREE HUMBOLDT COUNTY ORDINANCE COMPLIANCE

The Company certifies by its signature above that The Company is not a nuclear
weapons contractor, in that The Company is not knowingly or intentionally engaged in
the research, development, production, or testing of nuclear warheads, nuclear weapon
systems, or nuclear weapon components as defined by the Nuclear Free Humboldt
County Ordinance. The Company agrees to notify LICENSEE immediately if it becomes
a nuclear weapons contractor as defined above. LICENSEE may immediately terminate
this Agreement if it determines that the foregoing certification Is false or if The Company
becomes a nuclear weapons contractor.

8. STANDARD OF PRACTICE

The Company warrants that it has the degree of learning and skill ordinarily possessed
by reputable professionals practicing in similar localities in the same profession and
under similar circumstances. The Company's duty Is to exercise such care, skill and
diligence as professionals engaged in the same profession ordinarily exercise under like
circumstances.

9. JURISDICTION AND VENUE

This Agreement shall be construed in accordance with the laws of the State of California.

Any dispute arising hereunder or relating to this Agreement shall be litigated in the State
of California and venue shall be In the County of Humboldt unless transferred by court
order pursuant to Code of Civil Procedure §§394 and 395.

10. BINDING EFFECT

All provisions of this Agreement shall be fully binding upon, and inure to the benefit of,
the parties and to each of their heirs, executors, administrators, successors and assigns.

11. SEVERABILITY

If any provision of this Agreement, or any portion thereof, is found by any court of
competent jurisdiction to be unenforceable or invalid for any reason, such provision shall
be severable and shall not in any way impair the enforceability of any other provision of
this Agreement.
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12. NO WAIVER

Waiver by parties of any breach or violation of any requirement of this Agreement shall
not be deemed to be a waiver of any such breach in the future,

13. INTERPRETATIONS

As both parties jointly prepared this Agreement, the language in all parts of this
Agreement shall be construed, in all cases, according to its fair meaning, and not for or
against either party hereto.

!  14. ATTORNEY'S FEES

If either party shall commence any legal action or proceeding, including an action for
declaratory relief, against the other by reason of the alleged failure of the other to
perform or keep any provision of this Agreement to be performed or kept, the party
prevailing in said action or proceeding shall be entitled to recover court costs and
reasonable attorneys' fees (including reasonable value of services rendered by County
Counsel) to be fixed by the court, and such recovery shall include court costs and
attorneys' fees (including reasonable value of services rendered by County Counsel) on
appeal, if any. As used herein, the party prevailing means the party who dismisses an
action or proceeding in exchange for payment of substantially all sums allegedly due.
performance of provisions allegedly breached, or other considerations substantially
equal to the relief sought by said party, as well as the party in whose favor final judgment
is rendered.

15. NOTICES

Notices shall be given to LICENSEE at the following address:

Director

Humboldt County Department of Health and Human Services
Social Services

929 Koster Street

Eureka. OA 95501

Notices shall be given to The Company at the following address:

Terry Johnson, Chief Financial Officer
CllentTrack, Inc.

545 East 4500 South

Suite E260

Salt Lake City. UT 84107

Any and all notice(s) required to be given pursuant to the terms of this Agreement shall
be in writing and either served personally, or by certified mail, return receipt requested,
to the respective addresses set forth above. Notice shall be effective upon actual receipt
or refusal as shown on the receipt obtained pursuant to the foregoing.

iin

IHI
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16. RECORDS AND AUDITS

A. The Company agrees to timely prepare accurate and complete financial and
performance records, and to maintain and preserve said records for at least five
(5) years from the date of final payment under this Agreement, except that if any
litigation, claim, negotiation, audit or other action is pending, the records shall be
retained until completion and resolution of all issues arising therefrom. The books
and records shall be original entry books with a general ledger itemizing all
debits and credits for the work performed. In addition, The Company shall
maintain detailed payroll records.

B. All records referenced by this section shall be made available during normal
business hours to inspection, audit, and reproduction by any duly authorized
agents of the State or LICENSEE. The Company agrees to allow interviews of
any of its employees who might reasonably have information related to such
records.

17. HOLD HARMLESS/INDEMNIFICATION

The Company shall hold harmless, defend and indemnify LICENSEE and its officers,
officials, employees and volunteers from and against any and all liability, loss, damage,
expense, costs (including without limitation costs and fees of litigation) of every nature
arising out of or in connection with The Company's performance of work hereunder or
Its failure to comply with any of its obligations contained in the Agreement, except such
loss or damage which was caused by the sole negligence or willful misconduct of
LICENSEE.

18. THIRD-PARTY SOFTWARE

The Company affirms no copyright or trade secret of any third-party is knowingly
infringed arising from services provided under this Agreement. To the extent any
material used by The Company contains matter proprietary to a third party. The
Company shall obtain a license from the owner permitting the use of such matter and
granting The Company the right to sublicense Its use.

In the event of a lawsuit brought by any third party or proceeding against the LICENSEE
based upon claims that The Company's software breaches the patent, copyright or
trade secret rights of the third party, and it is determined that such infringement has
occurred, The Company shall hold the LICENSEE harmless against any loss, damage,
expense or cost. Including reasonable attorney fees, arising from the claim.

19. ASSIGNf^ENT

Neither party shall assign its obligations under this Agreement without the prior written
consent of the other. Any assignment by The Company in violation of this provision
shall be void, and shall be cause for immediate termination of this Agreement.

20. SUBCONTRACTING

The Company shall not subcontract any portion of the work required by this Agreement.
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21. INDEMNIFICATION

The COMPANY will defend LICENSEE against any third party claim{s) that ClientTrack
infringes third party's patent, copyright, or trademark, or misappropriates its trade
secrets, and will pay the amount of any resulting adverse final judgment (or settlement to
which we consent). You must notify us promptly in writing of the claim and give us sole
control over its defense or settlement. You agree to provide us with reasonable
assistance, cooperation, and information In defending the claim at our expense.

22. DISPUTE RESOLUTION

The Company agrees to provide us with written notice within thirty (30) days of
becoming aware of a dispute. The Company agrees to cooperate with us in trying to
reasonably resolve all disputes, including, if requested by either party, appointing a
senior representative to meet and engage in good faith negotiations with our appointed
senior representative. Senior representatives will meet at your office within thirty (30)
days of the written dispute notice, unless otherwise agreed. All meetings and
discussions between senior representatives will be deemed confidential settlement
discussions not subject to disclosure under Federal Rule of Evidence 408 or any similar
applicable state rule.

If the parties cannot settle grievances or disputes between them in an informal and
expeditious fashion, the dispute will be submitted, upon the motion of either party, to
arbitration under the appropriate rules of the American Arbitration Association (AAA). All
such arbitration proceedings will be administered by the AAA; however, the arbitrator will
be bound by applicable state and federal law, and will issue a written opinion setting
forth findings of fact and conclusions of law. The parties agree that all arbitration
proceeding will take place in San Francisco, California, that the appointed arbitrator will
be encouraged to initiate hearing proceedings within thirty (30) days of the date of
his/her appointment, and that the decision of the arbitrator will be final and binding as to
each of them. The party against whom the award is rendered will pay any monetary
award and/or comply with any other order of the arbitrator within sixty (60) days of the
entry of judgment on the award, or take an appeal pursuant to the provisions of the
California Civil Code.

23. INFORMATION CONFIDENTIALITY AND SECURITY REQUIREMENTS

A. Definitions. For purposes of this Section, the following definitions shall apply:

"1- Public Information: Information that Is not exempt from disclosure under
the provisions of the California Public Records Act (Government Code
Section 6250-6265) or other applicable state or federal laws.

2- Confidential Information: Information that is exempt from disclosure under
the provisions of the California Public Records Act (Government Code
Sections 6250-6265) or other applicable state or federal laws.

3. Sensitive Information: Information that requires special precautions to
protect from unauthorized use. access, disclosure, modification, loss, or
deletion. Sensitive information may be either Public Information' or
Confidential Information. It is information that requires a higher than
normal assurance of accuracy and completeness. Thus, the key factor for
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Sensitive Information is that of integrity. Typically, Sensitive Information
includes records of agency financial transactions and regulatory actions.

4, Personal Information: Information that identifies or describes an
individual, including, but not limited to, their name, social security number,
physical description, home address, home telephone number, education,
financial matters, and medical or employment history. Personal
Information includes the following;

Notice-triggering Personal Information: Specific items of personal
information {name plus Social Security number, driver license/California
identification card number, or financial account number) that may trigger a
requirement to notify individuals if it is acquired by an unauthorized
person. For purposes of this provision, identity shall include, but not be
limited to name, identifying number symbol, or other identifying particular
assigned to the individual, such as finger or voice print or a photograph.
See Civil Code Sections 1798.29 and 1798.82,

B. Nondisclosure. The Company shall protect from unauthorized disclosure any
Personal Information. Sensitive Information, or Confidential Information
(hereinafter identified as PSCI).

1. The Company shall not use any PSCI for any purpose other than
carrying out The Company's obligations under this Agreement.

2. The Company shall promptly transmit to COUNTY all requests for
disclosure of any PSCI.

3. The Company shall not disclose, except as otherwise specifically
permitted by this Agreement any PSCI to anyone other than COUNTY
without prior written authorization from COUNTY, except if disclosure is
required by State or Federal law.

C. The Company shall observe the following requirements:

1. Safeguards. The Company shall Implement administrative, physical, and
technical safeguards that reasonably and appropriately protect the
confidentiality, integrity, and availability of the PSCI including electronic
PSCI that it creates, receives, maintains, uses, or transmits on behalf of
COUNTY. The Company shall develop and maintain a written
information privacy and security program that includes administrative,
technical and physical safeguards appropriate to the size and complexity
of The Company's operations and the nature and scope of its activities,
including at a minimum the following safeguards:

a. Personnel Controls

i. Employee Tralnino. All workforce members who assist in the
performance of functions or activities on behalf of COUNTY, or
access or disclose PSCI, must complete information privacy
and security training, at least annually, at The Company's
expense. Each workforce member who receives information
privacy and security training must sign a certification,
indicating the member's name and the date on which the
training was completed. These certifications must be retained
for a period of six (6) years following contract termination.
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Confidentiality Statement. All persons that will be working with
Personal Information ("PI") must sign a confidentiality
statement that includes, at a minimum. General Use. Security
and Privacy Safeguards, Unacceptable Use. and Enforcement
Policies. The statement must be signed by the workforce
member prior to access to PI. The statement must be renewed
annually. The Company shall retain each person's written
confidentiality statement for a period of six (6) years following
contract termination.

iii- Background check. Before a member of the workforce may
access PI, a thorough background check of that worker must
be conducted, with evaluation of the results to assure that
there is no indication that the worker may present a risk to the
security or integrity of confidential data or a risk for theft or
misuse of confidential data. The Company shall retain each
workforce member's background check documentation for a
period of three (3) years following contract termination.

b. Technical Security Controls

i. Server Security. Servers containing unencrypted PI must have
sufficient administrative, physical, and technical controls in
place to protect that data, based upon a risk
assessment/system security review.

ii. Antivirus Software. All workstations, laptops and servers
retained by The Company other systems that process and/or
store PI must install and actively use comprehensive anti-virus
software solution with automatic updates scheduled at least
dally.

iii. Patch Management. All workstations, laptops and servers
retained by The Company that process and/or store Pi must
have critical security patches applied, with system reboot If
necessary, There must be a documented patch management
process which determines installation timeframe based on risk
assessment and vendor recommendations. At a maximum, all
applicable patches must be installed within 30 days of vendor
release.

iv. User IDs and Password Controls. All users must be issued a
unique user name for accessing PI. Username must be
promptly disabled, deleted, or the password changed upon the
transfer or termination of an employee with knowledge of the
password, at maximum within 24 hours. Passwords are not to
be shared. Passwords must be at least eight characters and
must be a non-dictionary word. Passwords must not be stored
in readable format on the computer. Passwords must be
changed every 45 days Passwords must be changed if
revealed or compromised. Passwords must be composed of
characters from at least three of the following four groups from
the standard keyboard:

•  Upper case letters (A-Z)
•  Lower case letters (a-z)
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•  Arabic numerals (0-9) 1
•  Non-alphanumeric characters (punctuation symbols) '

V. Data Destruction. When no longer needed, all PI must be
wiped using the Gutmann or US Department of Defense (DoD)
5220.22-M (7 Pass) standard, or by degaussing. Media may
also be physically destroyed in accordance with NIST Special
Publication 800-80.

vi. System Timeout. The system providing access to PI must
provide an automatic timeout, requiring re-authentication of the
user session after no more than 15 minutes of inactivity.

vii. Access Controls. The system providing access to PI must use
role based access controls for all user authentications,
enforcing the principle of least privilege.

viii- Transmission Encryption. All data transmissions of PI outside
the secure internal network must be encrypted using a FIPS
140-2 certified algorithm which is 120bit or higher, such as
AES. Encryption can be end to end at the network level, or the
data files containing PI can be encrypted. This requirement
pertains to any type of PI in motion such as website access,
file transfer, and E-Mail.

W- Intrusion Detection. All systems involved In accessing, holding,
transporting, and protecting PI that are accessible via the
Internet must be protected by a comprehensive intrusion
detection and prevention solution.

c. Audit Controls

'• System Securltv Review. All systems processing and/or
storing PI must have at least an annual system risk
assessment/security review which provides assurance that
administrative, physical, and technical controls are functioning
effectively and providing adequate levels of protection.
Reviews should Include vulnerability scanning tools.

d- Business Continuity/Disaster Recovery Controls

'■ Emergency Mode Operation Plan. The Company must
establish a documented plan to enable continuation of critical
business processes and protection of the security of electronic
PI in the event of an emergency. Emergency means any
circumstance or situation that causes normal computer
operations to become unavailable for use in performing the
work required under this Agreement for more than 24 hours. '

ii- Data Backup Plan. The Company must have established 1
documented procedures to backup PI to maintain retrievable
exact copies of Pi, The plan must include a regular schedule ■
for making backups, storing backups offsite, an inventory of
backup media, and an estimate of the amount of time needed
to restore PI should it be lost. At a minimum, the schedule
must be a weekly full backup and monthly offsite storage of
data.
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2. Security Officer. The Company shall designate a Security Officer to
oversee its data security program who will be responsible for carrying out
its privacy and security programs and for communicating on security
matters with COUNTY.

3- Discovery and Notification of Breach. The Company shall notify
COUNTY immediately bv telephone call plus fax upon the discovery of
breach of security of PSCI in computerized form if the PSCI was, or is
reasonably believed to have been, acquired by an unauthorized person,
or upon the discovery of any suspected security incident, intrusion or
unauthorized use or disclosure of PSCI in violation of this Agreement, or
potential loss of confidential data affecting this Agreement.

The Company shall take;

a. Prompt corrective action to mitigate any risks or damages involved
with the breach and to protect the operating environment and

b. Any action pertaining to such unauthorized disclosure required by
applicable Federal and State laws and regulations.

4. Investigation of Breach. The Company shall Immediately investigate
such security incident, breach, or unauthorized use or disclosure of PSCI
and within seventy-two (72) hours of the discovery, The Company shall
submit a report containing the applicable information to the extent known
at that time.

5. Written Report. The Company shall provide a written report of the
Investigation to COUNTY within ten (10) working days of the discovery of
the breach or unauthorized use or disclosure. The report shall include, but
not be limited to, the information specified above, as well as a full,
detailed corrective action plan, including information on measures that
were taken to halt and/or contain the improper use or disclosure.
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