Date: 3/2/16
To: Board of Supervisors
From: Connie Beck, Director

COUNTY OF HUMBOLDT

AGENDA ITEM NO.

c-/le

For the meeting of: April 5, 2016

Department of Health and Human Services — Social Services

Subject: Mental Health Services Agreement with Milhous Children’s Services, Inc. for the Provision
of Mental Health Services to Eligible Medi-Cal Beneficiaries for Fiscal Year 2015-16.

RECOMMENDATION(S):

That the Board of Supervisors:

1. Approve and authorize the Agreement with Milhous Children’s Services, Inc. for the provision of
Children’s Mental Health Services for Fiscal Year 2015-2016, effective August 13, 2015

2

Authorize the Chairperson to execute three (3) originals of the Agreement; and

3. Direct the Clerk of the Board to route two (2) fully executed originals of the Agreement to the
DHHS-Contract Unit for forwarding to DHHS- Social Services Administration.

SOURCE OF FUNDING:

Mental Health Fund

__Prepared by Scott Harris

CAO Approval f'

REVIEW:
Auditor \ County Counsel , 5&1’1 Personnel

Risk Manager

TYPE OF ITEM:
X Consent
Departmental
Public Hearing
Other

PREVIOUS ACTION/REFERRAL.:
Board Order No.

Meeting of:

BOARD OF SUPERVISORS, COUNTY OF HUMBOLDT _
Upon motion of Supervisor ﬁnne “Secondcd by Supervisor E)g%gs

:;E: md’bfri, Znnell, Lovelace, Bednn, Bass
I )’

Abstain
Absent

and carried by those members present, the Board hereby approves the
recommended action contained in this Board report.

pated: Lo i\ 5, 20ile 4
By: v
Kathy Hayes, Clerk of the Board

y.

7



DISCUSSION:

The Board of Supervisors has authorized DHHS to prepare and administer the Humboldt County Medi-Cal
Managed Mental Health Care (HCMCMMHC) Plan for the County. Since April 1998, DHHS has
contracted with qualified Specialty Mental Health Providers who have historically served the Fee-for-
Service Medi-Cal population. In so doing, the HCMCMMHC Plan has been able to: assure beneficiary
choice of clinically appropriate Providers; maintain access to care standards which are equal to or better
than, Pre-Phase I turn-around times; meet the County’s commitment to cause the least disruption to
existing professional relationships; and establish a Provider Network for referrals of those clients whose
needs may be met in the community, or out-of-county rather than at DHHS.

Milhous Children’s Services, Inc. has demonstrated expertise in providing individual therapy, family
therapy, crisis intervention, mental health rehabilitation services, Therapeutic Behavioral Services and
medication support services to eligible child Medi-Cal Beneficiaries. Milhous Children’s Services, Inc. is
an out-of-county organizational provider. Out-of-county providers are seldom used and only serve
Beneficiaries with the most intense needs.

Due to an emergency placement need, DHHS Children and Family Services notified Milhous Children’s
Services that the county wished to enter into a contractual relationship and a letter of intent was signed by
both parties on August 11, 2015. Subsequent negotiations were needed to determine which county would
be responsible for this patient.

This agreement comes late before the Board as it has been determined that Humboldt County is responsible
for the patient and will receive Medi-Cal reimbursement for services.

FINANCIAL IMPACT:
The Agreement with Milhous Children’s Services, Inc. for the provision of mental health services has a
total contract value of $74,098.00 for fiscal year 2015-16.

Revenue for this Agreement is available through Federal Medi-Cal Financial Participation (FFP) and
Behavioral Health Realignment for Early Periodic Screening Diagnosis and Treatment (EPSDT) .
Appropriation related to this agreement is included in approved FY 2015-16 DHHS-Mental Health
Administration budget unit 1170-424. There is no impact on the County General fund.

If Federal, State or local funding is reduced or eliminated, the maximum value of this Agreement may be
reduced or eliminated.

This Agreement supports the Board’s Strategic Framework by ensuring opportunities for improved safety
and health, protecting vulnerable populations and providing appropriate levels of services.

OTHER AGENCY INVOLVEMENT:
None

ALTERNATIVES TO STAFF RECOMMENDATIONS:

The Board could choose not to approve this agreement. The provision of Specialty Mental Health services
to all Medi-Cal beneficiaries meeting the medically necessary criteria is, and will remain, the responsibility
of DHHS; therefore. the inability to contract with and subsequently maintain a Provider Network would
result in the need of DHHS to provide these services directly. This is not a realistic alternative because the
current Short-Doyle Medi-Cal population already utilizes DHHS’s maximum clinical, clerical and physical
resources. We therefore recommend approval of this agreement.
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Attachment 1:
Attachment 2:

ATTACHMENTS:

Three originals of the Agreement with Milhous Children’s Services, Inc. and Exhibits.
August 10, 2015 Letter of Intent with Milhous Children’s Services, Inc.
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MENTAL HEALTH ORGANIZATIONAL PROVIDER SERVICES AGREEMENT
BY AND BETWEEN
COUNTY OF HUMBOLDT
AND
MILHOUS CHILDREN’S SERVICES, INC.
FOR FISCAL YEAR 2015-2016

This Mental Health Organizational Provider Services Agreement (“Agreement”), entered into this _5ik
day of c . 2016, by and between the County of Humboldt, a political subdivision of the State of
California, hereinafter referred to as “COUNTY.” and Milhous Children’s Services, Inc., a California for-profit
mental health service organization, hereinafter referred to as “PROVIDER.” is made upon the following
considerations:

WHEREAS, COUNTY is required to provide specialty mental health services to eligible Humboldt
County Medi-Cal Beneficiaries (“Beneficiaries™) as part of COUNTY’s Medi-Cal Managed Mental Health Care
Program; and

WHEREAS, COUNTY may arrange for the provision of such specialty mental health services through
written agreements with licensed mental health service organizations pursuant to the Mental Health Managed
Care Agreement (State Standard Agreement No. 12-89364) that COUNTY has with the California Department
of Health Care Services (“DHCS™); and

WHEREAS, COUNTY, by and through its Department of Health and Human Services — Mental Health
(“DHHS — Mental Health™), desires to retain a certified Medi-Cal provider to furnish specialty mental health

services to eligible Beneficiaries; and

WHEREAS, PROVIDER is duly licensed to independently practice psychotherapy in the State of
California and has been certified as a Medi-Cal Provider by DHHS — Mental Health; and

WHEREAS, PROVIDER is currently in good standing to provide specialty mental health services
under the State of California Medi-Cal Program; and

WHEREAS, PROVIDER represents that it is specially trained, skilled, experienced and competent to
perform the specialty mental health services required by COUNTY.

NOW, THEREFORE, parties hereto mutually agree as follows:

1.0 DEFINITIONS:

Except when it is clear from the context that another meaning is intended, terms used in this Agreement
shall have the meaning as set forth in the Humboldt County Organizational Provider Manual for
Outpatient Specialty Mental Health Services (“Organizational Provider Manual™), as may be updated
from time to time through provider bulletins issued by DHHS — Mental Health, which is incorporated
herein by reference and made a part hereof as if set forth in full.

2.0 PROVISION OF SPECIALTY MENTAL HEALTH SERVICES:

2.1 Description of Services:

PROVIDER hereby agrees to furnish the specialty mental health services described in Exhibit A
— Scope of Services, which is attached hereto and incorporated herein by reference as if set forth
in full, in accordance with the policies and procedures set forth in the Organizational Provider
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Manual. In providing such specialty mental health services PROVIDER agrees to fully
cooperate with the DHHS — Mental Health Director or designee thereof, hereinafier referred to as
“Director.”

Availability of Services:

PROVIDER shall make all specialty mental health services covered under this Agreement
available in accordance with Title 9 of the California Code of Regulations (“C.C.R.”) Sections
1810.345 and 1810.405 with respect to the timelines of routine services as established by DHHS
— Mental Health.

Amount, Duration and Scope of Services:

PROVIDER shall ensure that specialty mental health services provided pursuant to the terms and
conditions of this Agreement are sufficient in amount, duration and scope to reasonably be
expected to achieve the purpose for which such services are provided.

Denial or Reduction of Services:

PROVIDER shall not arbitrarily deny or reduce the amount, duration or scope of specialty
mental health services required hereunder solely due to diagnosis, type of illness or condition of
the Beneficiary except as specifically provided in the applicable medical necessity criteria set
forth in 9 C.C.R. Sections 1820.205, 1830.205 and 1830.210.

Utilization of Interns, Associate Social Workers and Unlicensed Service Providers:

A. Marriage and Family Therapy Services. PROVIDER may use interns and/or associate
social workers to administer marriage and family services pursuant to the terms and
conditions of this Agreement, if the following requirements are met:

1.  Each intern and/or associate social worker responsible for providing marriage and
family therapy services pursuant to the terms and conditions of this Agreement shall
have obtained a masters degree and be certified by the Board of Behavioral Science
for internship or associate social worker status.

2.  Each Intern and/or associate social worker responsible for providing marriage and
family services pursuant to the terms and conditions of this Agreement shall be
subject to documented clinical supervision in accordance with current Board of
Behavioral Science requirements for interns and/or associate social workers.

a. Individual supervision shall be augmented by two (2) documented hours of
multi-disciplinary group supervision per week. Such supervision shall be
required for the first six (6) months of experience and may be required for up to
one (1) year.

b. Members of PROVIDER’s staff responsible for supervising interns and/or
associate social workers shall meet regularly to review and monitor the
performance of marriage and family services provided by interns and/or social
workers and develop and schedule training seminar topics.

¢. PROVIDER shall provide documentation of required intern and/or associate
social worker supervision to COUNTY upon request.
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3. Each intern and/or associate social worker responsible for providing marriage and
family services pursuant to the terms and conditions of this Agreement shall be an
employee of PROVIDER and be covered under PROVIDER s malpractice insurance.

4.  Prior to allowing interns and/or associate social workers to provide any marriage and
family services pursuant to the terms and conditions of this Agreement, PROVIDER
shall provide COUNTY with the following documentation:

a. Copies of each intern and/or associate social worker’s application, resumé and
license.

b. A detailed description of each intern and/or associate social worker’s training
program.

c¢. Copies of each supervising staff member’'s “Supervisor Responsibility
Statement.”

d. Proof of malpractice insurance coverage applicable to each intern and/or
associate social worker and supervising staff member.

B. Mental Health Rehabilitation and Plan Development Services. PROVIDER may use
unlicensed staff members who have at least two (2) years experience in working with adults
and/or children with psychiatric illnesses to administer mental health rehabilitation and plan
development services pursuant to the terms and conditions of this Agreement, if the
following requirements are met:

1.  Each unlicensed staff member responsible for providing mental health rehabilitation
and plan development services pursuant to the terms and conditions of this Agreement
shall have obtained, at a minimum, an Associate of Arts Degree in a related social
science field.

2.  Each unlicensed staff member responsible for providing mental health rehabilitation
and plan development services pursuant to the terms and conditions of this Agreement
shall be subject to documented clinical supervision by a licensed mental health
professional, including, without limitation, physicians, psychologists, clinical social
workers, marriage and family therapists and registered nurses with a master’s degree
in psychiatric nursing.

C. Case Management and Brokerage Services. PROVIDER may use unlicensed staff
members who have at least two (2) years experience in providing services in which case
management principles and methods are utilized to administer case management and
brokerage services pursuant to the terms and conditions of this Agreement, if the following
requirements are met:

1. Each unlicensed staff member responsible for providing case management and
brokerage services pursuant to the terms and conditions of this Agreement shall have
obtained, at a minimum, an Associate of Arts Degree in a field in which the principles
and methods of case management are utilized.

2.  Each unlicensed staff member responsible for providing case management and
brokerage services pursuant to the terms and conditions of this Agreement shall be
subject to documented clinical supervision by a licensed mental health professional,
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3.0

2.6

2.7

including, without limitation, physicians, psychologists, clinical social workers,
marriage and family therapists and registered nurses with a master’s degree in
psychiatric nursing.

Benefit Restrictions:

Specialty mental health services provided pursuant to the terms and conditions of this Agreement
shall be subject to the laws, regulations, policies, procedures, standards. limitations and
restrictions set forth in the Organizational Provider Manual, as may be updated from time to time
through provider bulletins issued by DHHS — Mental Health.

Provider Authority:

Nothing expressed or implied herein shall require PROVIDER to offer, order or deliver specialty
mental health services that, in PROVIDERs professional opinion, are not required.

RIGHTS AND RESPONSIBILITIES OF PROVIDER:

3.1

3.2

33

3.4

Medi-Cal Eligibility:

PROVIDER shall verify the Medi-Cal eligibility of each Beneficiary prior to providing specialty
mental health services pursuant to the terms and conditions of this Agreement.

Prior Authorization:

PROVIDER agrees to adhere to all applicable Prior Authorization policies and procedures set
forth in the Organizational Provider Manual, which are incorporated herein by reference and
made a part hereof as if set forth in full.

Referral Process:

PROVIDER agrees to schedule initial appointments with Beneficiaries within ten (10) working
days of receiving referrals from COUNTY. PROVIDER further agrees to establish appropriate
mechanisms to record the date on which a particular referral was received, the date of the first
offered appointment and the date of the first face-to-face appointment. Staff cancellations and
failure to appear shall be accounted for in this process. PROVIDER shall provide the above-
referenced information to COUNTY on a monthly basis as set forth in the Organizational
Provider Manual.

Admission Requirements:

A. Admission Policies. In order for proper reimbursement of the specialty mental health
services provided pursuant to the terms and conditions of this Agreement, PROVIDER
must comply with all of the following:

1.  All referrals to PROVIDER must be authorized by Director; however, the final
admission decision shall rest with PROVIDER.

2. If admission is denied, Director shall be immediately notified and informed of the
reasons leading to the denial.
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3.6

3.7

3.8

3. PROVIDER’s policies and procedures for admission shall be based on this
Agreement. Policies must include a provision that patients are accepted for care
without discrimination on the basis of race, color, religion, gender, national origin,
age, sexual orientation or physical or mental disability.

4.  In recognition of the fact that DHHS — Mental Health has specific responsibilities for
the long-term case coordination of Beneficiaries referred to PROVIDER, PROVIDER
agrees to participate in and accept the overall care plan for such Beneficiaries,
including, but not limited to, discharge planning and timeliness, as a condition of
acceptance of the Beneficiary for admission.

B. Admission Priority. PROVIDER shall provide COUNTY with periodic reports of
openings in PROVIDER’s treatment program, and give priority to the admission of
Beneficiaries.

Hours of Operation:

PROVIDER shall offer to Beneficiaries hours of operation that are no less than the hours of
operation offered to commercial enrollees. If PROVIDER serves only Medi-Cal beneficiaries,
PROVIDER shall offer hours of operation that are comparable to the hours of operation made
available for Medi-Cal services that are not covered by COUNTY or another Medi-Cal Managed
Mental Health Care Program.

Location Expansion:

PROVIDER shall not provide specialty mental health services pursuant to the terms and
conditions of this Agreement at any location other than those locations it uses as of the effective
date of this Agreement without COUNTYs prior written permission.

Notification of Litigation:

PROVIDER shall inform COUNTY of any professional litigation within forty-eight (48) hours
of the filing of such litigation.

Assistance in Litigation and Administrative Proceedings:

PROVIDER shall make itself, and any employees, agents or subcontractors assisting
PROVIDER in the performance of its obligations hereunder, available to DHCS, at no cost, to
testify as witnesses, or otherwise, in the event of any litigation or administrative proceedings
being commenced against DHCS, its directors, officers or employees based upon claimed
violations of HIPAA, or the regulations promulgated thereunder, which involve inactions or
actions by COUNTY or PROVIDER, except where COUNTY or PROVIDER is a named
adverse party.

4.0 LEGAL, REGULATORY AND CONTRACTUAL COMPLIANCE:

4.1

Compliance with Applicable Laws, Regulations and Requirements:

A. General Legal Requirements. PROVIDER agrees to comply with any and all applicable
regulations of the California Medi-Cal Program and all other local, state and federal laws,
regulations, policies, procedures and standards applicable to the specialty mental health
services provided pursuant to the terms and conditions of this Agreement, including, but
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not limited to. 22 C.C.R. Sections 51200, et seq. and Title 42 of the United States Code
(“U.S.C.") Sections 1396, et seq.

B. Licensure Requirements. PROVIDER agrees to comply with any and all local, state and
federal licensure, certification and accreditation standards applicable to the specialty mental
health services provided pursuant to the terms and conditions of this Agreement.
PROVIDER shall provide COUNTY with required copies of all necessary licenses and
other documentation pertaining to licensure and certification as set forth in the
Organizational Provider Manual.

C. Humboldt County Local System of Care. PROVIDER agrees to comply with all
applicable policies, procedures, standards and guidelines set forth in the Humboldt County
Local System of Care, which is attached hereto as Exhibit C — Local System of Care and
incorporated herein by reference as if set forth in full.

D. Humboldt County Organizational Provider Manual. PROVIDER agrees to comply
with any and all applicable laws, regulations, policies, procedures, standards and guidelines
set forth in the Organizational Provider Manual, and any updates thereto, which are
incorporated herein by reference and made a part hereof as if set forth in full. PROVIDER
hereby certifies that it was provided with a copy of the Organizational Provider Manual on
the date set forth in Exhibit D — Acknowledgement of Receipt, which is attached hereto and
incorporated herein by reference as if set forth in full.

E. Humboldt Countv Mental Health Managed Care Agreement. PROVIDER agrees to
comply with all provisions applicable to subcontractors in the Mental Health Managed Care
Agreement (State Standard Agreement No. 12-89364) that COUNTY has with DHCS,
which are incorporated herein by reference and made a part hereof as if set forth in full.
The above-referenced agreement can be obtained online at the following address:
http://humboldt.granicus.com/GeneratedA gendaViewer.php?view id=2&clip id=707.

F. Humboldt County Mental Health Performance Agreement. PROVIDER agrees to
comply with all provisions applicable to subcontractors in the Mental Health Performance
Agreement (State Standard Agreement No. 15-92091) that COUNTY has with DHCS,
which are incorporated herein by reference and made a part hereof as if set forth in full.
The above-referenced agreement can be obtained online at the following address:
http://humboldt.legistar.com/gateway.aspx?M=F&ID=c72dd39b-ceaa-4525-a547-
bad44bd2ce6f.pdf.

G. Humboldt County_ Policies and Procedures Regarding Advance Directives.
PROVIDER agrees to comply with COUNTY’s policies and procedures pertaining to
Advance Directives, which are incorporated herein by reference and made a part hereof as
if set forth in full. As used herein, the term “Advance Directives” shall mean a written
instruction, such as a living will or durable power of attorney for health care. recognized
under the laws of the State of California, relating to the provision of health care when the
individual is incapacitated as defined in Title 42 of the Code of Federal Regulations
(*“C.F.R.”) Section 489.100.

H. Humboldt County Physician Incentive Plans. PROVIDER agrees to comply with
COUNTY s obligations for Physician Incentive Plans, if applicable, based on the specialty
mental health services provided pursuant to the terms and conditions of this Agreement. As
used herein, the term “Physician Incentive Plans™ shall include any compensation
arrangement to pay a physician or physician group that may directly or indirectly have the
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effect of reducing or limiting the specialty mental health services provided to any
Beneficiary as set forth in 42 C.F.R. Section 422.208(a).

4.2 Confidential Information:

A.

Legal Compliance. PROVIDER hereby agrees to protect all confidential records and
Beneficiary confidentiality in conformance with any and all applicable local, state and
federal laws and regulations, including, but not limited to: California Welfare and
Institutions Code Sections 827, 5328, 10850 and 14100.2; California Health & Safety Code
Sections 1280.15 and 1280.18; the California Information Practices Act of 1977; the
California Confidentiality of Medical Information Act (“CMIA™); the United States Health
Information Technology and Clinical Health Act (“HITECH Act”); the United States
Health Information Portability and Accountability Act of 1996 (“HIPAA™) and any current
and future implementing regulations promulgated thereunder, all as may be amended from
time to time.

Continuing Compliance with Confidentiality Laws. COUNTY and PROVIDER
acknowledge that local, state and federal laws, regulations, standards and contractual
requirements pertaining to confidentiality. electronic data security and privacy are rapidly
evolving and that amendment of this Agreement may be required to ensure compliance
with such developments. Each party agrees to promptly enter into negotiations concerning
an amendment to this Agreement embodying written assurances consistent with the
standards and requirements of HIPAA, the HITECH Act, the CMIA and any other
applicable local, state and federal laws, regulations, standards or contractual requirements.

4.3 Disclosure and Security Requirements:

A.

Legal Compliance. PROVIDER hereby agrees to comply with any and all applicable
local, state and federal privacy, security and confidentiality requirements, including, but not
limited to, the Federal Privacy Regulations contained in 45 C.F.R. Parts 160 and 164, the
Federal Security Standards contained in 45 C.F.R. Parts 160, 162 and 164 and the Federal
Standards for Electronic Transactions contained in 45 C.F.R. Parts 160 and 162; 42 C.F.R.
Sections 431.300, et seq.; and 45 C.F.R. Section 205.50, all as may be amended from time
to time. PROVIDER further agrees to comply with any and all applicable privacy, security,
and confidentiality requirements contained in the Mental Health Managed Care Agreement
(State Standard Agreement No. 12-89364) and the Mental Health Performance Agreement
(State Standard Agreement No. 15-29091) that COUNTY has with DHCS, which are
incorporated herein by reference and made a part hereof as if set forth in full.

Disclosure of Confidential Information. By executing this Agreement, PROVIDER, for
itself, and its assignees and successors in interest, agrees as follows:

1.  Disclosure of Identifying Information. PROVIDER shall protect from unauthorized
disclosure the names and other “ldentifying Information,” including “Personal
Information™ and “Personally Identifiable Information,” concerning persons either
receiving specialty mental health services pursuant to this Agreement or persons
whose names or Identifying Information become available to PROVIDER or are
disclosed to PROVIDER as a result of services performed under this Agreement,
except for statistical information not identifying any such person.

a. Personal Information. As used herein, the term “Personal Information™ (“PI”)
shall include, without limitation, any information that identifies or describes an

Milhous Children’s Services, Inc. FY 15-16 Page 9 of 48



individual. including, but not limited to. his or her physical description, home
address, home telephone number, education. financial matters. medical or
employment history and statements made by, or attributed to, the individual.

b. Personally Identifiable Information. As used herein, the term “Personally
Identifiable Information™ (*PII"") shall include, without limitation, any
information which can be used to distinguish or trace an individual’s identity,
such as their name, social security number, driver license number, identification
card number, financial account number or other identifying number, symbol or
particular assigned to the individual, including, but not limited to. finger prints,
voice prints and photographs.

Unauthorized Disclosures of Identifying Information. PROVIDER shall not
disclose, except as otherwise specifically permitted by this Agreement or authorized
by the Beneficiary, any such Identifying Information to anyone other than COUNTY
or DHCS without prior written authorization from COUNTY or the DHCS Program
Contract Manager. except if disclosure is required by local. state or federal law.

Use of Identifving Information. PROVIDER shall not use such Identifying
Information for any purpose other than carrying out PROVIDER’s duties and
obligations under this Agreement.

Notification of Requests for Identifying Information. PROVIDER shall promptly
transmit to COUNTY all requests for disclosure of such Identifying Information not
emanating from a Beneficiary, patient or person whose name or Identifying
Information becomes available to PROVIDER or is disclosed to PROVIDER as a
result of specialty mental health services performed under this Agreement.

Use and Disclosure of Protected Health Information. PROVIDER shall not use or
disclose “Protected Health Information™ in any manner that would constitute a breach
of this Agreement or a violation of any applicable local, state or federal laws,
regulations, rules or standards.

a. Protected Health Information. As used herein, the term “Protected Health
Information™ (“PHI™) shall include, without limitation, individually identifiable
health information that is transmitted by electronic media, maintained in
electronic media or is transmitted or maintained in any other form or medium, as
defined by the HIPAA Standards for Privacy of Individually Identifiable Health
Information, as codified at 45 C.F.R. Parts 160 and 164, and the Federal
Security Standards contained in 45 C.F.R. Parts 160 and 164, all as may be
amended from time to time.

Minimum Use and Disclosure of Protected Health Information. PROVIDER
shall use or disclose only the minimum amount of PHI necessary to accomplish the
intended purpose of this Agreement.

Compliance with Legal Standards Pertaining to Protected Health Information.
PROVIDER shall only use, store, disclose or access PHI in compliance with this
Agreement and all applicable local, state and federal laws, regulations, rules and
standards.
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8. Downloading Protected Health Information. PROVIDER shall not download PHI
to any personal device, including, but not limited to, flash drives. cell phones, iPads
or tablets without the prior written approval of COUNTY.

9. Maintenance and Preservation of Disclosure Records. PROVIDER agrees to
timely prepare accurate and complete performance records relating to the use and
disclosure of PHI transmitted pursuant to this Agreement, and to maintain and
preserve said records for at least seven (7) years from the date of expiration or
termination of this Agreement, except that if any litigation, claim, negotiation, audit
or other action is pending. the records shall be retained until completion and
resolution of all issues arising there from.

10. Accounting Requirements. PROVIDER shall comply with the accounting
requirements of 45 C.F.R. Section 164.528 and any associated regulations or informal
guidance issued by the United States Department of Health and Human Services —
Office of Civil Rights, all as may be amended from time to time.

C. Security_Incidents and Suspected Breaches of Confidential Information. If
PROVIDER has reason to believe that PHI, PI or PII transmitted pursuant to this
Agreement may have been accessed., disclosed or acquired in breach of the terms and
conditions set forth herein, PROVIDER shall immediately take all actions necessary to
preserve forensic evidence and to identify, mitigate and remediate the cause of the
suspected breach. Such actions include, but are not limited to, the following:

1. Reporting Breaches of Confidential Information. PROVIDER shall notify
COUNTY immediately, by telephone call and e-mail or fax, upon the discovery of a
breach of PHI, PI or PII in electronic media or in any other media, if the PHI was, or
is reasonably believed to have been, accessed or acquired by an unauthorized person.

2.  Reporting Suspected Security Incidents. PROVIDER shall notify COUNTY, by
telephone call and e-mail or fax, within twenty four (24) hours after discovering any
other suspected security incident, intrusion, loss or unauthorized use or disclosure of
PHI, PI or PII in violation of this Agreement or any applicable local, state or federal
law.

a. Discovery_of Breaches and Security Incidents. For purposes of this
Agreement, a breach of, or security incident involving, PHI, PI or PII shall be
treated as discovered by PROVIDER as of the first day on which such breach is
known, or by exercising reasonable diligence would have been known, to
PROVIDER or any person, other than the person committing the suspected
breach, who is an employee, officer or other agent of PROVIDER.

3. Reporting Suspected Breaches and Security Incidents to Affected Individuals.
To the extent deemed warranted, PROVIDER shall provide notice to any and all
individuals affected by the suspected breach of, or security incident involving, PHI, PI
or PII. PROVIDER shall pay the full costs associated with notifying the impacted
individuals, which may include, but are not limited to, the costs to retain an outside
consulting firm to undertake the notification effort. In addition, PROVIDER shall
consult with COUNTY regarding the steps required to notify impacted individuals
and any other persons, media outlets or governmental agencies, and must supply
COUNTY with the following information:
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Description of Suspected Breach or Security Incident. A brief description of
the circumstances surrounding the suspected breach of, or security incident
involving, PHI, PI or PIL including, without limitation, the date of occurrence
and discovery thereof. if known.

Description _of the Information Involved. A description of the types of
unsecured PHI, PI or PII that were involved in the suspected breach or security
incident. including, but not limited to. the full name, social security number,
date of birth, home address. account number or disability code of all affected
third parties.

Description of Remedial Actions. A brief description of the actions being
taken by PROVIDER to remediate the breach of, or security incident involving,
PHI, PI or PIl, mitigate losses and protect against any further breaches or
security incidents.

4. Investigation of Suspected Breaches and Security Incidents. PROVIDER shall
immediately investigate any and all suspected breaches of. or security incidents
involving, PHI. PI or PII. Within seventy two (72) hours of the discovery of such
suspected breach or security incident, PROVIDER shall submit an updated “Privacy
Incident Report™ containing the applicable information to the extent known at that
time.

5.  Remediation of Breaches and Security Incidents. Upon discovery of a breach of,
or security incident involving, PHI, PI or PII, PROVIDER shall:

a. Corrective Action. Take prompt corrective action to mitigate any risks or
damages involved with the breach or security incident and to protect the
operating environment.

b. Legal Compliance. Take any action pertaining to such breach or security
incident required by any and all applicable local, state and federal laws and
regulations.

6. Cooperation with COUNTY’s Remediation Efforts. Upon discovery of a breach
of, or security incident involving, PHI, PI or PIl, PROVIDER shall give highest
priority to immediately mitigating and remediating the breach or security incident,
and shall devote such resources as may be required to accomplish that goal. In
addition, PROVIDER shall cooperate with COUNTY"s mitigation and remediation
efforts, including, without limitation, providing any and all information necessary to
enable COUNTY to fully understand the nature and scope of the breach or security
incident, including. but not limited to, identification of each individual whose
unsecured PHI may have been improperly accessed. acquired or disclosed. In the
event that PROVIDER’s assistance is required to reinstall software, such assistance
shall be provided at no cost to COUNTY and in accordance with COUNTY s policies
and standards.

7. Remediation Report. PROVIDER shall provide to COUNTY a written report of the
investigation of a breach of, or security incident involving, PHI, PI or PII within ten
(10) business days of the discovery of such breach or security incident. The report
shall include, without limitation, the information specified above, as well as a full,
detailed corrective action plan, including information on measures that were taken to
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remediate and/or contain the breach or security incident.

D. Safeguarding Confidential Information. PROVIDER shall implement administrative.
physical and technical safeguards that reasonably and appropriately protect the
confidentiality, integrity and availability of all PHI, Pl and PII related to the specialty
mental health services provided pursuant to the terms and conditions of this Agreement,
including, without limitation, electronic PHI, PI and PII that PROVIDER creates. receives,
maintains, uses or transmits on behalf of COUNTY. PROVIDER shall develop and
maintain a written information privacy and security program that includes administrative,
technical and physical safeguards appropriate to the size and complexity of PROVIDER’s
operations and the nature and scope of its activities, including, at a minimum, the following
safeguards:

1.  Personnel Controls. By executing this Agreement, PROVIDER., for itself, and its
assignees and successors in interest, agrees as follows:

a. Employee Training. All workforce members who assist in the performance of
functions or activities on behalf of PROVIDER. or access or disclose PHI, PI or
PIl, must complete information privacy and security training, at least annually,
at their own expense. Each workforce member who receives information
privacy and security training must sign a certification indicating the member’s
name and the date on which the training was completed. These certifications
must be retained for a period of six (6) years following expiration or termination
of this Agreement.

b. Emplovee Discipline. Appropriate sanctions must be applied against workforce
members who fail to comply with the privacy policies and procedures or any of
the privacy, security and confidentiality requirements contained herein,
including termination of employment where appropriate.

¢. Confidentiality Statement. All persons that will be working with PHI, PI or
PIl must sign a confidentiality statement that includes, at a minimum, General
Use, Security and Privacy Safeguards, Unacceptable Use and Enforcement
Policies. The statement must be signed by the workforce member prior to
gaining access to PHI, Pl or PIl. The statement must be renewed annually.
PROVIDER shall retain each person’s written confidentiality statement for
inspection for a period of six (6) years following expiration or termination of
this Agreement.

d. Background Check. Before a member of the workforce may access PHI, Pl or
PII, a background screening of that worker must be conducted. The screening
should be commensurate with the risk and magnitude of harm the employee
could cause, with more thorough screening being done for those employees who
are authorized to bypass significant technical and operational security controls.
PROVIDER shall retain each workforce member’s background check
documentation for a period of three (3) years following expiration or
termination of this Agreement.

2.  Technical Security Controls. By executing this Agreement, PROVIDER, for itself,
and its assignees and successors in interest, agrees as follows:
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Workstation and Laptop Encryption. All workstations and laptops that store
PHI, PI or PII either directly or temporarily must be encrypted using a FIPS
140-2 certified algorithm which is 128bit or higher, such as Advanced
Encryption Standard (“AES™). The encryption solution must be full disk unless
approved by the DHCS — Information Security Office.

Server Security. Servers containing unencrypted PHI, Pl or PII must have
sufficient administrative, physical, and technical controls in place to protect that
data, based upon a risk assessment/system security review.

Minimum Necessary. Only the minimum necessary amount of PHI. PI or PII
required to perform necessary business functions may be copied, downloaded or
exported.

Removable Media Devices. All electronic files that contain PHI, PI or PII data
must be encrypted when stored on any removable media or portable device,
including, without limitation, USB thumb drives, floppies. CD/DVD,
Blackberry, backup tapes. etc. Encryption must be a FIPS 140-2 certified
algorithm which is 128bit or higher, such as AES.

Antivirus Software. All workstations, laptops and other systems that process
and/or store PHI, PI or PII must install and actively use a comprehensive anti-
virus software solution with automatic updates scheduled at least daily.

Patch Management. All workstations, laptops and other systems that process
and/or store PHI, PI or PIl must have critical security patches applied, with
system reboot if necessary. There must be a documented patch management
process which determines installation timeframe based on risk assessment and
vendor recommendations. At a maximum, all applicable patches must be
installed within thirty (30) days of vendor release. Applications and systems
that cannot be patched within the required time frame due to significant
operational reasons must have compensatory controls implemented to minimize
risk until the patches can be installed. Applications and systems that cannot be
patched must have compensatory controls implemented to minimize risk, where
possible.

User ldentification_and Password Controls. All users must be issued a
unique user name for accessing PHI, Pl or PIl. Usernames must be promptly
disabled, deleted or the password changed upon the transfer or termination of an
employee with knowledge of the password, at maximum within twenty four (24)
hours. Passwords are not to be shared. Passwords must be at least eight (8)
characters and must be a non-dictionary word. Passwords must not be stored in
readable format on the computer. Passwords must be changed at least every
ninety (90) days, preferably every sixty (60) days. Passwords must be changed
if revealed or compromised. Passwords must be composed of characters from at
least three of the following four groups from the standard keyboard:

Upper case letters (A-Z):

Lower case letters (a-z);

Arabic numerals (0-9);

Non-alphanumeric characters (punctuation symbols).
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Data Destruction. When no longer needed. all PHI, PI or PII must be wiped

using the Gutmann or United States Department of Defense (“DOD™) 5220.22-
M (7 Pass) standard or by degaussing. Media may also be physically destroyed
in accordance with NIST Special Publication 800-88. Other methods require
prior written permission of the DHCS — Information Security Office.

System Timeout. The system providing access to PHI, PI or PII must provide
an automatic timeout, requiring re-authentication of the user session after no
more than twenty (20) minutes of inactivity.

Warning Banners. All systems providing access to PHI. PI or PII must display
a warning banner stating that data is confidential, systems are logged and system
use is for business purposes only by authorized users. Users must be directed to
log off the system if they do not agree with these requirements.

Svstem Logging. The system must maintain an automated audit trail which can
identify the user or system process which alters PHI, PI or PIl. The audit trail
must be date and time stamped, must log both successful and failed accesses,
must be read only and must be restricted to authorized users. If PHI, Pl or PII is
stored in a database, database logging functionality must be enabled. Audit trail
data must be archived for at least three (3) years after occurrence.

Access Controls. The system providing access to PHI, PI or PIl must use role
based access controls for all user authentications, enforcing the principle of least
privilege.

Transmission Encryption. All data transmissions of PHI, PI or PII outside the
secure internal network must be encrypted using a FIPS 140-2 certified
algorithm which is 128bit or higher, such as AES. Encryption can be end to end
at the network level, or the data files containing PHI can be encrypted. This
requirement pertains to any type of PHI, PI or PII in motion such as website
access, file transfer and E-Mail.

Intrusion Detection. All systems involved in accessing, holding, transporting
and protecting PHI, PI or PII that are accessible via the internet must be
protected by a comprehensive intrusion detection and prevention solution.

3. Audit Controls. By executing this Agreement, PROVIDER, for itself, and its
assignees and successors in interest, agrees as follows:

a.
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System Security Review. PROVIDER must ensure audit control mechanisms
that record and examine system activity are in place. All systems processing
and/or storing PHI, Pl or PIl must have at least an annual system risk
assessment/security review which provides assurance that administrative,
physical and technical controls are functioning effectively and providing
adequate levels of protection. Reviews should include vulnerability scanning
tools.

Log Reviews. All systems processing and/or storing PHI, PI or PII must have a
routine procedure in place to review system logs for unauthorized access.
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C.

Change Control. All systems processing and/or storing PHI, PI or PIl must
have a documented change control procedure that ensures separation of duties
and protects the confidentiality, integrity and availability of data.

4. Business Continuity and Disaster Recovery Controls. By executing this

Agreement, PROVIDER, for itself, and its assignees and successors in interest., agrees
as follows:

Emergency Mode Operation Plan. PROVIDER must establish a documented
plan to enable continuation of critical business processes and protection of the
security of PHI, PI or PII held in an electronic format in the event of an
emergency. Emergency means any circumstance or situation that causes normal
computer operations to become unavailable for use in performing the work
required under this Agreement for more than twenty four (24) hours.

Data Backup Plan. PROVIDER must have established documented

procedures to backup PHI to maintain retrievable exact copies of PHI, PI or PII.
The plan must include a regular schedule for making backups. storing backups
offsite, an inventory of backup media and an estimate of the amount of time
needed to restore PHI, PI or PII should it be lost. At a minimum, the schedule
must be a weekly full backup and monthly offsite storage of data.

5.  Paper Document Controls. By executing this Agreement, PROVIDER, for itself.

and its assignees and successors in interest, agrees as follows:

a.
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Supervision of Data. PHI. PI or PII in paper form shall not be left unattended
at any time, unless it is locked in a file cabinet, file room, desk or office.
Unattended means that information is not being observed by an employee
authorized to access the information. PHI, PI or PII in paper form shall not be
left unattended at any time in vehicles or planes and shall not be checked in
baggage on commercial airplanes.

Escorting Visitors. Visitors to areas where PHI, Pl or PIl is contained shall be
escorted, and PHI, PI or PII shall be kept out of sight while visitors are in the
area.

Confidential Destruction. PHI, Pl or PII must be disposed of through
confidential means, such as cross cut shredding and pulverizing.

Removal of Data. Only the minimum necessary amount of PHI, PI or PII may
be removed from the premises of PROVIDER except with express written
permission from COUNTY. PHI, PI or PII shall not be considered “removed
from the premises,” if it is only being transported from one of PROVIDER’s
locations to another of PROVIDERs locations.

Faxing. Faxes containing PHI, PI or PII shall not be left unattended and fax
machines shall be in secure areas. Faxes shall contain a confidentiality
statement notifying persons receiving faxes in error to destroy them. Fax
numbers shall be verified with the intended recipient before sending the fax.

Mailings. Mailings containing PHI, PI or PII shall be sealed and secured from
damage or inappropriate viewing of such PHI, PI or PII to the extent possible.
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Mailings which include five hundred (500) or more individually identifiable
records of PHI or PI in a single package shall be sent using a tracked mailing
method which includes verification of delivery and receipt. unless the prior
written permission to use another method is obtained.

4.4 Patients’ Rights:

A. Legal Compliance. The parties to this Agreement shall comply with any and all applicable
local, state and federal laws and regulations relating to patients’ rights, including, but not
limited to, California Welfare and Institutions Code Section 5325, 9 C.C.R. Sections 860
through 868 and 42 C.F.R. Section 438.100.

B. Specific Rights. During the performance of this Agreement, the parties hereto shall
comply with any and all applicable local, state and federal policies and procedures
pertaining to patients’ rights, and shall ensure that its staff and subcontractors take those
rights into account when providing specialty mental health services pursuant to the terms
and conditions of this Agreement. including, without limitation, the right to:

1. Receive information in accordance with 42 C.F.R. Section 438.10.
2. Be treated with respect and with due consideration for his or her dignity and privacy.

3. Receive information on available treatment options and alternatives, presented in a
manner appropriate to his or her condition and ability to understand.

4.  Participate in decisions regarding his or her health care, including the right to refuse
treatment.

5. Be free from any form of restraint or seclusion used as a means of coercion,
discipline, convenience or retaliation.

6. Request and receive a copy of his or her medical records, and to request that they be
amended or corrected, as specified in 45 C.F.R. Sections 164.524 and 164.526.

7. To be furnished services in accordance with 42 C.F.R. Sections 438.206 through
438.210.

8. To freely exercise his or her rights, and the exercise of those rights will not adversely
affect the way in which PROVIDER treats the patient.

C. Effect of Provision. Nothing herein shall be construed to replace or conflict with the

duties of county patients’ rights advocates set forth in California Welfare and Institutions
Code Section 5520.

4.5 Required Disclosures:

A. Notification_of Change in Ownership and Control. In the event of a change in
ownership or control of PROVIDER’s business, within thirty five (35) days after the
occurrence thereof, or upon request of COUNTY, PROVIDER shall notify COUNTY of
any change in ownership or control of its business and provide information as requested by
COUNTY. The disclosures to be provided shall include, without limitation:
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1. The name and address of any person (individual or corporation) with an ownership or
control interest in PROVIDER’s business. The address for corporate entities shall
include, as applicable, a primary business address. every business location, and a P.O.
Box address:

2. Date of birth and social security number (in the case of an individual):

3. Other tax identification number (in the case of a corporation with an ownership or
control interest in PROVIDER’s business or in the business of any subcontractor in
which PROVIDER has a five percent (5%) or more interest);

4. Whether the person (individual or corporation) with an ownership or control interest
in PROVIDER’s business is related to another person with ownership or control
interest in the same or any other COUNTY contractor as a spouse, parent, child or
sibling: or whether the person (individual or corporation) with an ownership or
control interest in the business of any subcontractor in which PROVIDER has a five
percent (5%) or more interest is related to another person with ownership or control
interest in PROVIDER’s business as a spouse, parent, child or sibling;

5.  The name of any other disclosing entity in which PROVIDER has an ownership or
control interest; and

6. The name, address, date of birth, and social security number of any managing
employee of PROVIDER.

B. Disclosures Related to Business Transactions. In accordance with 42 C.F.R. Sections
455.101 through 455.106, PROVIDER shall submit disclosures regarding certain business
transactions within thirty five (35) days after receiving COUNTY’s request for such
information. The disclosures to be provided shall include, without limitation:

1. The ownership of any subcontractor with whom PROVIDER has had business
transactions totaling more than Twenty Five Thousand Dollars ($25,000.00) during
the twelve (12) month period ending on the date of the request; and

2. Any significant business transactions between PROVIDER and any wholly owned
supplier, or between PROVIDER and any subcontractor, during the five (5) year
period ending on the date of the request.

C. Disclosures Related to Persons Convicted of Crimes. Upon request by COUNTY,
PROVIDER shall submit disclosures regarding its owners, persons with controlling
interest, agents and managing employees’ criminal convictions related to federal health care
programs pursuant to 42 C.F.R. Section 455.106(a)(1)-(2). PROVIDER shall submit the
following disclosures:

1. The identity of any person who is a managing employee of PROVIDER who has been
convicted of a crime related to federal health care programs (42 C.F.R. Section
455.106(a)(1)-(2)); and

2. The identity of any person who is an agent of PROVIDER who has been convicted of
a crime related to federal health care programs. (42 C.F.R. Section 455.106(a)(1)-
(2).) For purposes of this provision, the word “agent” has the meaning set forth in 42
C.F.R. Section 455.101.
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4.6 Federal Health Care Program Exclusion:

A.

Certification of Eligibility. By executing this Agreement, PROVIDER certifies that
neither it nor any of its current staff members are restricted or excluded from providing
services under any health care program funded by the federal government, either directly or
indirectly, in whole or in part.

Employment of Ineligible or Excluded Individuals or Entities. PROVIDER shall not
employ or contract with providers or other individuals and entities excluded from
participation in federally funded health care programs (as defined in Section 1128B(F) of
the Social Security Act) under either Section 1128, 1128A, or 1156 of the Social Security
Act. Federal financial participation is not available for amounts expended for providers
excluded by Medicare, Medicaid or the California Children’s Insurance Program, except
for emergency services.

Eligibility Screening. PROVIDER shall screen, on a monthly basis, all staff employed or
retained to provide specialty mental health services related to this Agreement to ensure that
they are not designated as “Ineligible” or “Excluded™ as defined herein. Screening shall be
conducted against both the California “Medi-Cal Suspended and Ineligible List™ and the
United States Health and Human Services — Office of Inspector General “List of Excluded
Individuals/Entities™ or any other list pursuant to 42 C.F.R. 438.214(d). PROVIDER shall
screen prospective staff prior to hire or engagement.

Eligibility Notification. PROVIDER shall notify COUNTY in writing that PROVIDER
and its staff are eligible to participate in federally funded health care programs on a
monthly basis. This notification shall be performed by completing the Organizational
Provider Employee Screening form (QI 67).

Disclosure Requirements. PROVIDER shall immediately disclose to COUNTY any

debarment, exclusion or other event that causes PROVIDER, or any member of its staff to
be ineligible for participation in federally funded health care programs. If PROVIDER
discovers that a staff member has become ineligible for, or excluded from, participation in
federally funded health care programs, PROVIDER shall remove such individual from
responsibility for, or involvement with, business or health care operations related to this
Agreement.

Defense and Indemnification. PROVIDER shall hold harmless, defend and indemnify
COUNTY against any and all loss or damage arising from any federal exclusion of
PROVIDER or its staff members from such participation in a federally funded health care
program.

Effect of Non-Compliance. Failure by PROVIDER to meet the requirements of the
provisions set forth herein shall constitute a material breach upon which COUNTY may
immediately terminate or suspend this Agreement.

4.7 Intellectual Propertv Rights:

PROVIDER hereby agrees to comply with any and all applicable intellectual property rights
provisions contained in the Mental Health Managed Care Agreement (State Standard Agreement
No. 12-89364) that COUNTY has with DHCS, which are incorporated herein by reference and
made a part hereof as if set forth in full:
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A.

Ownership. By executing this Agreement, PROVIDER, for itself. and its assignees and
successors in interest, agrees as follows:

1.

Except where DHCS has agreed in a signed writing to accept a license, DHCS shall
be and remain. without additional compensation, the sole owner of any and all rights,
title and interest in all “Intellectual Property,” from the moment of creation, whether
or not jointly conceived, that are made, conceived, derived from or reduced to
practice by PROVIDER or DHCS and which result directly or indirectly from this
Agreement.

a. For purposes of this Agreement, “Intellectual Property” means recognized
protectable rights and interest such as: patents (whether or not issued),
copyrights, trademarks, service marks, applications for any of the foregoing,
inventions, trade secrets, trade dress, logos, insignia, color combinations,
slogans, moral rights, right of publicity, author’s rights, contract and licensing
rights, works, mask works, industrial design rights, rights of priority. know how,
design flows, methodologies, devices, business processes, developments,
innovations, good will and all other legal rights protecting intangible proprietary
information as may exist now and/or come into existence hereafter, and all
renewals and extensions, regardless of whether those rights arise under the laws
of the United States, or any other state, country or jurisdiction.

i. For purposes of the definition of “Intellectual Property,” “works™ means
all literary works, writings and printed matter, including the medium by
which they are recorded or reproduced, photographs, art work, pictorial
and graphic representations and works of a similar nature, film, motion
pictures, digital images. animation cells and other audiovisual works,
including positives and negatives thereof, sound recordings, tapes.
educational materials, interactive videos and any other materials or
products created, produced, conceptualized and fixed in a tangible medium
of expression. It includes preliminary and final products and any materials
and information developed for the purposes of producing those final
products. “Works™ does not include articles submitted to peer review or
reference journals or independent research projects.

In the performance of this Agreement, PROVIDER will exercise and utilize certain of
its Intellectual Property in existence prior to the effective date of this Agreement. In
addition, under this Agreement, PROVIDER may access and utilize certain of DHCS’
Intellectual Property in existence prior to the effective date of this Agreement. Except
as otherwise set forth herein, PROVIDER shall not use any of DHCS’ Intellectual
Property now existing or hereafter existing for any purposes without DHCS" prior
written permission. Except as otherwise set forth herein, neither PROVIDER nor
DHCS shall give any ownership interest in, or rights to, its Intellectual Property to the
other party. If during the term of this Agreement, PROVIDER accesses any third-
party Intellectual Property that is licensed to DHCS, PROVIDER agrees to abide by
all license and confidentiality restrictions applicable to DHCS in the third-party’s
license agreement.

PROVIDER agrees to cooperate with DHCS in establishing or maintaining DHCS’
exclusive rights in the Intellectual Property, and in assuring DHCS® sole rights against
third parties with respect to the Intellectual Property. If PROVIDER enters into any
agreements or subcontracts with other parties in order to perform this Agreement.
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PROVIDER shall require the terms of the agreements or subcontracts to include all
Intellectual Property provisions. Such terms must include, but are not limited to, the
subcontractor assigning and agreeing to assign to DHCS all rights, title and interest in
Intellectual Property made, conceived, derived from. or reduced to practice by the
subcontractor, PROVIDER or DHCS and which result directly or indirectly from this
Agreement or any subcontract.

4. PROVIDER further agrees to assist and cooperate with DHCS in all reasonable
respects, and execute all documents and, subject to reasonable availability, give
testimony and take all further acts reasonably necessary to acquire, transfer, maintain
and enforce DHCS’ Intellectual Property rights and interests.

B. Retained Rights / License Rights. By executing this Agreement, PROVIDER. for itself,
and its assignees and successors in interest, agrees as follows:

1. Except for Intellectual Property made, conceived, derived from or reduced to practice
by PROVIDER or DHCS and which result directly or indirectly from this Agreement,
PROVIDER shall retain title to all of its Intellectual Property to the extent such
Intellectual Property is in existence prior to the effective date of this Agreement.
PROVIDER hereby grants to DHCS, without additional compensation, a permanent,
non-exclusive, royalty free, paid-up, worldwide, irrevocable, perpetual, non-
terminable license to use, reproduce, manufacture, sell, offer to sell, import, export,
modify, publicly and privately display/perform, distribute and dispose PROVIDER’s
Intellectual Property resulting from this Agreement, unless PROVIDER assigns all
rights, title and interest in the Intellectual Property as set forth herein.

2. Nothing in this provision shall restrict, limit or otherwise prevent PROVIDER from
using any ideas, concepts, know-how, methodology or techniques related to its
performance under this Agreement, provided that PROVIDER s use does not infringe
the patent, copyright, trademark rights, license or other Intellectual Property rights of
DHCS or any third-party, or result in a breach or default of any provisions herein or
result in a breach of any provisions of law relating to confidentiality.

C. Copyright. By executing this Agreement, PROVIDER, for itself, and its assignees and
successors in interest, agrees as follows:

1. PROVIDER agrees that for purposes of copyright law, all works, as defined herein, of
authorship made by or on behalf of PROVIDER in connection with PROVIDER’s
performance of this Agreement shall be deemed “works made for hire.” PROVIDER
further agrees that the work of each person utilized by PROVIDER in connection with
the performance of this Agreement will be a “work made for hire,” whether that
person is an employee of PROVIDER or that person has entered into an agreement
with PROVIDER to perform the work. PROVIDER shall enter into a written
agreement with any such person that: (i) all work performed for PROVIDER shall be
deemed a “work made for hire” under the Copyright Act; and (ii) such person shall
assign all right, title, and interest to DHCS to any work product made, conceived,
derived from or reduced to practice by PROVIDER or DHCS and which result
directly or indirectly from this Agreement.

2. All materials, including, but not limited to, visual works or text, reproduced or
distributed pursuant to this Agreement that include Intellectual Property made,
conceived, derived from or reduced to practice by PROVIDER or DHCS and which
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result directly or indirectly from this Agreement. shall include DHCS® notice of
copyright, which shall read in 3mm or larger typeface: “© [Enter Current Year e.g.,
2010, etc.]. California Department of Health Care Services. This material may not be
reproduced or disseminated without prior written permission from the California
Department of Health Care Services.” This notice should be placed prominently on
the materials and set apart from other matter on the page where it appears. Audio
productions shall contain a similar audio notice of copyright.

D. Patent Rights. With respect to inventions made by PROVIDER in the performance of this
Agreement, which did not result from research and development specifically included in
this Agreement’s scope of services, PROVIDER hereby grants to DHCS a license as
described herein for devices or material incorporating, or made through the use of such
inventions. If such inventions result from research and development work specifically
included within this Agreement’s scope of services, then PROVIDER agrees to assign to
DHCS, without additional compensation, all its right, title and interest in and to such
inventions and to assist DHCS in securing United States and foreign patents with respect
thereto.

E. Third-Party Intellectual Property. Except as provided herein, PROVIDER agrees that its
performance of this Agreement shall not be dependent upon or include any Intellectual
Property of PROVIDER or third-party without first: (i) obtaining DHCS" prior written
approval; and (ii) granting to or obtaining for DHCS, without additional compensation, a
license, as described herein, for any of PROVIDERs or third-party’s Intellectual Property
in existence prior to the effective date of this Agreement. If such a license upon these terms
is unattainable, and DHCS determines that Intellectual Property should be included in or is
required for PROVIDER’s performance of this Agreement, PROVIDER shall obtain a
license under terms acceptable to DHCS.

F.  Warranties. By executing this Agreement, PROVIDER, for itself, and its assignees and
successors in interest, represents, warrants and agrees as follows:

1. Itis free to enter into and fully perform this Agreement.

2. It has secured and will secure all rights and licenses necessary for its performance of
this Agreement.

3. Neither PROVIDER’s performance of this Agreement, nor the exercise by either
party of the rights granted in this Agreement, nor any use, reproduction, manufacture,
sale, offer to sell, import, export, modification, public and private
display/performance, distribution and disposition of the Intellectual Property made,
conceived. derived from or reduced to practice by PROVIDER or DHCS and which
result directly or indirectly from this Agreement will infringe upon or violate any
Intellectual Property right, non-disclosure obligation or other proprietary right or
interest of any third-party or entity now existing under the laws of. or hereafier
existing or issued by, any state, the United States or any foreign country. There is
currently no actual or threatened claim by any such third-party based on an alleged
violation of any such right by PROVIDER.

4.  Neither PROVIDER’s performance of this Agreement, nor any part of its

performance thereof, will violate the right of privacy of, or constitute a libel or
slander against, any person or entity.
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It has secured and will secure all rights and licenses necessary for Intellectual
Property. including, but not limited to, consents, waivers or releases from all authors
of music or performances used. and talent (radio, television and motion picture
talent), owners of any interest in and to real estate. sites. locations. property or props
that may be used or shown.

It has not granted and shall not grant to any person or entity any right that would or
might derogate, encumber or interfere with any of the rights granted to DHCS in this
Agreement.

It has appropriate systems and controls in place to ensure that state funds will not be
used in the performance of this Agreement for the acquisition, operation or
maintenance of computer software in violation of copyright laws.

It has no knowledge of any outstanding claims, licenses or other charges, liens or
encumbrances of any kind or nature whatsoever that could affect in any way
PROVIDER’s performance of this Agreement.

DHCS makes no warranty that the Intellectual Property resulting from this Agreement
does not infringe upon any patent, trademark, copyright or the like, now existing or
subsequently issued.

G. Intellectual Property Indemnity. By executing this Agreement, PROVIDER, for itself,

and its assignees and successors in interest, agrees as follows:

1.

Milhous Children’s Services, Inc

PROVIDER shall indemnify, defend and hold harmless DHCS, its licensees,
assignees, officers, directors, employees, agents, representatives, successors and users
of its products (“Indemnitees™), from and against all claims, actions, damages, losses
or liabilities, or actions or proceedings with respect to any thereof, whether or not
rightful, arising from any and all actions or claims by any third-party or expenses
related thereto, including, but not limited to, all legal expenses, court costs, and
attorney’s fees incurred in investigating, preparing, serving as a witness in, or
defending against, any such claim, action or proceeding, whether commenced or
threatened, to which any of the Indemnitees may be subject, whether or not
PROVIDER is a party to any pending or threatened litigation, which arise out of or
are related to: (i) the incorrectness or breach of any of the representations, warranties,
covenants or agreements of PROVIDER pertaining to Intellectual Property: or (ii) any
Intellectual Property infringement, or any other type of actual or alleged infringement
claim, arising out of DHCS" use, reproduction, manufacture, sale, offer to sell,
distribution, import, export, modification, public and private performance/display,
license and disposition of the Intellectual Property made, conceived, derived from, or
reduced to practice by PROVIDER or DHCS and which result directly or indirectly
from this Agreement. This indemnity obligation shall apply irrespective of whether
the infringement claim is based on a patent, trademark or copyright registration that
issued after the effective date of this Agreement. DHCS reserves the right to
participate in and/or control, at PROVIDER’s expense, any such infringement action
brought against DHCS.

Should any Intellectual Property licensed by PROVIDER to DHCS under this
Agreement become the subject of an Intellectual Property infringement claim,
PROVIDER will exercise its authority reasonably and in good faith to preserve
DHCS’ right to use the licensed Intellectual Property in accordance with this

FY 15-16 Page 23 of 48



Agreement at no expense to DHCS. DHCS shall have the right to monitor and appear
through its own counsel, at PROVIDER’s expense, in any such claim or action. In
the defense or settlement of the claim, PROVIDER may obtain the right for DHCS to
continue using the licensed Intellectual Property: or replace or modify the licensed
Intellectual Property so that the replaced or modified Intellectual Property becomes
non-infringing provided that such replacement or modification is functionally
equivalent to the original licensed Intellectual Property. If such remedies are not
reasonably available, DHCS shall be entitled to a refund of all monies paid under this
Agreement, without restriction or limitation of any other rights and remedies available
at law or in equity.

3.  PROVIDER agrees that damages alone would be inadequate to compensate DHCS for
breach of any term of these Intellectual Property provisions by PROVIDER.
PROVIDER acknowledges DHCS would suffer irreparable harm in the event of such
breach and agrees DHCS shall be entitled to obtain equitable relief, including, without
limitation. an injunction, from a court of competent jurisdiction, without restriction or
limitation of any other rights and remedies available at law or in equity.

H. Federal Funding. In any agreement funded in whole or in part by the federal government